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» We recommend that you download the latest version of the Smart TPM utility from GIGABYTE's
website.

* If you have installed Ultra TPM earlier, you can install the Smart TPM utility directly without unin-
stalling Ultra TPM first. The original settings in Ultra TPM will be kept.
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TPM Configuration Procedure

To enable the TPM, follow the steps below in sequence:

Configuring the system BIOS

Installing the Infineon TPM driver and the Smart TPM utility
Initializing the TPM chip

Configuring the Smart TPM utility

N =

1. Configuring the System BIOS

To use the TPM functionality, first enter the system BIOS Setup to activate the TPM chip.

Step 1:

As the computer starts, enter the BIOS Setup program. Go to the Security Chip Configuration menu and
the following screen will appear. To activate the TPM chip, set Security Chip to Enabled/Activate. It's rec-
ommended that you use the Clear Security Chip setting (press <Ctrl> + <F1> in the BIOS main menu to
display this setting) to clear the TPM chip.

Previously encrypted files will become inaccessible after the TPM chip is cleared. Be sure to back up the
encrypted files first.

CMOS Setup Utility-Copyright (C) 1984-2009 Award Software
Security Chip Con:

Security Chip [Enabled/Activa Item Help
Clear Security Chip [Enter] Menu Level »

Security Chip State Enabled/Activated

Step 2:
After completing the settings, press <F10> to save changes and then exit the BIOS Setup program.

To prevent the TPM settings being cleared by other users, we recommend that you set the User Password
in the BIOS Setup program.
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2. Installing the Infineon TPM Driver and the Smart TPM Utility

Before you use the Smart TPM utility, ensure that the Infineon TPM driver and the Smart TPM utility have
been installed.

2.1. Installing the Infineon TPM Driver
Insert the GIGABYTE motherboard driver disk. "Xpress Install" will automatically scan your system and list all
of the drivers that are recommended to install. Click the Install All button and "Xpress Install" will install all of
the selected drivers, including the Infineon TPM driver.

@

'GIGABYTE"

Install Chipset Drivers
We recommend that you install the drivers listed below for your motherboard. Please click ‘Install All’ to install allthe drivers
automatically

[Version116.0
[Size:2 23M8
[This wtlty optimizes the intemet browser search experience based on your country and language

T INF Update Uty

[This utilty installs INF files that inform the operating system how to properly configure the chipset for speciic
Jfunctionalty such as PCI.Express or USB interfacs.

& Infineon TPM Driver
[Version 2.00.0000

Size: 169.70MB

ifineon Trusted Platiorm Module Driver

o Realtek HD Audio Driver

2.2. Installing the Smart TPM Utility

Click the tab at the bottom of the left pane of the autorun screen and you'll be directed to the Install New
Utilities menu. Click the Install button on the right of Smart TPM to install it.

'GIGABYTE"

stall A ion Program:
Click the "Instal” button on the right of an application to install t

LTSy [sze22 1918 .
o =)

Dynamic Energy Saver 2

G [GGH6TE Dyrarsc Energy Savr incorportes 2ot of et
Dy Za |Features that use a propristary hardware and software design to [ ™
lconsderalyenhance PG system ergy ficincy, reduce pover »)
RS |consumpton and deier optmized autop P,
[Mamory: Cripset, VGA, HDD and system fans

A [Size:71.00MB p
Smart TP The Quick instalation version provides a user-fiendly interface allowing |

Jusers to generate TPM keys more quickly and easily.

@ Some motherboard driver disks include the Smart TPM utility in "Xpress Install.” Click the "Install All" button
on the "Xpress Install" main menu to install the Infineon TPM driver and the Smart TPM utility altogether.
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3. Initializing the TPM chip

After configuring the system BIOS and installing the driver software, the Infineon Security Platform icon [,
which indicates that the Infineon Security Platform is not yet initialized, will appear in the notification area.
Double-click the icon or right-click the Smart TPM icon [ and select Initialization Wizard to access Smart
TPM. With the Smart TPM utility, you can initialize the TPM chip, set up a TPM User Password, configure a
Personal Secure Drive (PSD), and create a portable user key (refer to the instructions in Section 3.1). Or you
can select Advanced mode (refer to the instructions in Section 3.2) to launch the Infineon Security Platform
Initialization Wizard to configure advanced settings in the Infineon Security Platform.

3.1. Initializing the TPM Chip with the Smart TPM Utility

The easy-to-use Smart TPM interface allows you to easily initialize the TPM chip, set up a TPM User Pass-
word, and configure a Personal Secure Drive.

* Smart TPM simplifies the configuration procedure of the Infineon Security Platform initialization and its
@ functions. To make further settings, please select "Advanced mode."
* Smart TPM provides the "File and folder encryption - Personal Secure Drive (PSD)" settings only. To use
the "Secure e-mail" or "File and folder encryption - Encrypting File System (EFS)" functions, please se-
lect "Advanced mode."

3.1.1.  The Smart TPM Interface

"’"n e & @ Set Your TPM Password
aly ! ) . .
@ SmartTPM A password is automatically prowdgd. Yc?u can change it to you.r
own password. Be sure to memorize this password because it
Secarty Pt s contgaion o a2 allows you to create a portable user key using your Bluetooth
o- cell phone or USB flash drive.
©® Set up your Personal Secure Drive(PSD)
Configure a Personal Secure Drive (PSD) here. Specify the
B T st PSD drive letter, drive label, size, and a local drive on which
I your PSD will be saved.
° —_— - © Create Your Smart TPM Key
Use USB storage: Use Blustooth Device. i
Set your Bluetooth c.eII phone/USB flash drive as the Smart
e oF £ srrooussrstomon - TPM user key. You will be able to access/close your PSD data
‘ B e ez when connecting to the Bluetooth cell phone or when plugging
s | | ] in the USB flash drive that is configured as the Smart TPM user
key.




3.1.2. Initialization Procedure of Smart TPM

Step 1: Set Your TPM User Password

1. Auto Generated Password
A password will be automatically provided after Smart TPM is launched. To generate a new password,
click Generate.

2. User Defined Password/Confirm User Password
You can define your own password in the User Defined Password box (the maximum length is 16 char-
acters). Enter the password in the Confirm User Password box again to confirm.

* To prevent the TPM settings being cleared by other users, we recommend that you set the User Pass-
@ word in the BIOS Setup program.
* This password incorporates the functionalities of the "Owner Password," "User Password," "Emer-
gency Recovery Token Password,” and "Password Reset Token Password" of the Infineon Security
Platform. Be sure to memorize this password to administrate and use the Security Platform in the fu-
ture. For details on the rules of the Infineon Security Platform passwords and their usage, please refer
to the Infineon Security Platform accompanying documentation.

Step 2: Set up Your Personal Secure Drive (PSD)

Set up your Personal Secure Drive(PSD)

1. Specify a drive letter and label for your Personal Secure Drive
To specify the drive letter for your Personal Secure Drive, select an unused letter from the My PSD will be
mapped to drive drop-down list of available letters. To specify the drive label, enter the label in the Drive
label for my PSD box. The label should be no more than 32 characters in length.

2. Specify your Personal Secure Drive size and a local drive on which your Personal Secure Drive will be saved
Select a local drive from the My PSD will be saved on drive drop-down list for saving your Personal Se-
cure Drive and enter the Personal Secure Drive size in the Storage space of my PSD box.

Your Personal Secure Drive size cannot be changed after setup, so please ensure that the size you
@ specify is large enough to meet your needs. Please note that you cannot use the full drive size, since the

file system allocates some space. This depends on the operating system and may be significant for small

drive sizes. Please also note that the maximum PSD drive size is limited:

The maximum PSD drive size on FAT16 volumes is 2 GB.

The maximum PSD drive size on FAT32 volumes is 4 GB.




Step 3: Create Your Smart TPM Key

Use Bustocth Device

[T BT Key 0(USERS 09520390 ~
[T BT Key 1(TPE-US44023-8) [ ]
B Key 204550 0
)BT Key30PEV93C022) =

B Key O(F:
I UsB Key 1(G:

Enable Backup to BIOS

-

. Create a USB key:

Select the Use USB storage check box and click Refresh to search for the USB flash drive(s) that you
plug in. Then select the USB flash drive that you want to use as the portable Smart TPM user key. You can
select more than one USB flash drive at the same time. Selecting the Enable Backup to BIOS check box
will store the encrypted TPM User Password in the system BIOS.

If more than one user stores their encrypted TPM User Passwords in the BIOS, the latter will overwrite the

former.

2. Create a Bluetooth cell phone key:

‘Add Bluetooth Device Wisrd =
Enterthe passkey for the Blustooth device. 9

W50

Use the same passkey that you entered on the device.

Select the Use Bluetooth Device check box and click Refresh
to search for the Bluetooth enabled cell phone(s). Then select
the cell phone that you want to use as the portable Smart TPM
user key and a screen similar to that on the left will appear. En-
ter a passkey (8~16 digits recommended) in Passkey which will
be used for pairing with your cell phone. Then enter the same
passkey on your cell phone for pairing.

@ Before creating a Bluetooth cell phone key, make sure your motherboard includes a Bluetooth receiver
and turn on the search and Bluetooth functions on your phone.

Upon completing the steps above, click OK to begin the initialization of the TPM chip and the setups of the
TPM User Password, your PSD, and the Smart TPM user key(s).




3.2. Advanced Mode

On the Smart TPM main screen, click Advanced mode to access the Infineon Security Platform Initialization
Wizard.

& Initiszation Wizard

& Smart TPM

This wizard assists you with your Security Platform initalization and
Secuity Platform features configuration

St Yo T Pasord
© Ao Genrted asoward by
© User Defned Passord

Corfim User Password

The defaut minimum lengih of haracters.

Set up your Personal Secure Drive(PSD)

My PSD wilbe mappedto dive:  Drvelabelformy PSD:

z - Personal Secure Drve
My PSDwilbe savedon dive:  Storage space of my PSD.
c - [oo s ME

Create Your Smart TPM Key
Use USE storage

e Bustooth Device

USB Key O(F ‘

[T BT Key 0(USERS 09520390 ~
[T BT Key 1(TPE-US44023-8) [ ]
B Key 204550 0
)BT Key30PEV93C022) =

I UsB Key 1(G:

Enable Backup to BIOS

I[mmmdei |

A. Infineon Security Platform Initialization Wizard - Owner

Click Advanced mode to launch the Infineon Security Platform Initialization Wizard. Follow the on-screen
instructions to initialize the Security Platform Owner and to configure Security Platform Features (backup
including Emergency Recovery, Password Reset, Enhanced Authentication, BitLocker). This wizard provides
the basis for all further activities on the Infineon Security Platform.

A-1. When the Infineon Security Platform Initialization Wizard appears, click Next to continue.

T Infinecn Security Platform Initialization Wizard ==

fineon

Welcome to the Infineon Security Platform
Initialization Wizard

This wizand sssists you with Securty Platforn infiiization and Securty
Platiom Feature configuration.

To continue. cick "Neat




A-2. Select Security Platform initialization and click Next to create the Security Platform Owner Password.

T Infineon Security Platform Initialization Wizard

o

Initialization
Intislize or restore

Do you want to perforn Secuity Platform infialization or Securty Platforn restoration from a Backup

@ Security Platfomn intialization

© Securty Platforn restoration from 2 Backup Archive

=

([ <Beck J[_nee> ) [ cancal | [ kee

Explanations on setting the Owner Password

1. Enter the Owner Password in the Password

box or click Random to randomly generate a

password.

. Enter the password again to confirm (not neces-
sary if you use a random password).

. You must uncheck the Hide typing check box if
you decide to use the random password. Save
this password or print it to prevent the loss of
the password.

S

4 Infineon Security Platform Initialization Wizard

m)

Create Security Platform Owner
Provide Securty Platfom Owner Password

The Securty Platfom Intiaization must be completed before indivicual users can use Securty Platiom
Features. Afterfinishing this wizard. you wil be Secutty Platiom Orner. Access to the Securty Platfomn
Owner funciions i protected with the Owner Passnor

Note: You should memorize the Securty Platfom Owner Password or save i to fl. F you forge this password,
you il not be able to perfomn crtical adminisirative: Securty Platfom tasks. You can change this password
Iater

Password
Corim passord:
vesene] Pt
Use different passords for dfferent puposes:
Length: 6 . 256 characters
Hide typing
<Back |(_Mew> | [ cCancel | [ rHep

The Infineon Security Platform Owner key is created and stored in the Infineon Trusted Platform Module
together with the Infineon Security Platform Owner secret. This key is protected by the Owner Password that
must be defined here. You must memorize this password in order to administrate the Security Platform.




A-3. Select Security Platform Features, which comprises Automatic Backup (includes Emergency Recovery)
and Password Reset. Click Next.

"B Infineon Security Platform Initialization Wizard

Features o
Choose Securty Plafior Features

Selectthe Securty Platfom Features you want to configure and click “Next” to continue.

For detais on Securty Platforn Features, dlick "Help""

Secury Platfom Feaiures

Feature Status
Agtomatic Backup (ncludes Emergency Recoveny) Not configured
Password Reset Not configured

@ Corfiguring "Automatic Backup" is strongly recommended. Otherise encypied user data
P couid be lost in case of an emergency.

([ <Back J[ Net> ) [ Cancel ] [ kep

Details on Features

Automatic Backup (includes Emergency Recovery)

Check this feature, if you want to configure automatic Security Platform backups. Configuring Backup is
strongly recommended. Otherwise all user data will be lost in case of emergency.

f You cannot uncheck this feature, if the policy Enforce configuration of Backup including Emergency Recovery
is enabled.

Password Reset
Check this feature, if you want to create a Password Reset Token for all users. Configuring Password Reset
is strongly recommended. Otherwise Basic User Passwords can not be reset.

f You cannot uncheck this feature, if the policy Enforce configuration of Password Reset is enabled. This fea-
ture can be configured only once. The selection is disabled, if Password Reset has already been configured.

A-4. With this page you can configure automatic Security Platform backups. The Security Platform backups
comprise the Security Platform Credentials and Settings and the PSD encrypted data, etc. This can prevent
if a hardware or storage media failure occur, the backups could restore for the certain users settings. Click
Next.

" Infineon Security Platform Initialization Wizard

Setup automatic backups

Automatic scheduied backups will save Securty Platform credertials and settings to a Backup Archive.

Backup location

C\Users\GIGABYTE\ Documens\Securty Plaffom'SP SystemBackup Browse
By defaul, the backup il be scheduled o run automatically at 12 PM every day. [ scheade
Click "Schedule...”to view and modiy the backup scheduing.

You will have an opporturity to un backup immediately on the completion of this
wizard

[ <Bock J[ Net> ] [ cancel ] [ Heb
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A-5. Select Create a new Recovery Token. Then enter a new token password to be used for Emergency
Recovery.

"B Infineon Security Platform Initialization Wizard
o

Recovery
Corfigure Emergency Recovery Token

Emergency Recovery reauires a Recovery Token. This Token s protected with a dedicated password.

ate 3 new Recovery Token

Isc existing Recovery Token

File location C:\lsers\GIGABYTE\Documents\Securty Plz

Recommendation: Save the Emergency Recovery Token on a removabls media (e o. USB
Rash dive) which is kept safely.

Enterthe token password (6 .. 256 characters).

Fassword, sesese

Gonfinm Password:

Hide typing

([ <Back J[ Net> | [ cCancel ] [ kep

A-6. Select Create a new Token to create a Password Reset Token. Then enter a new token password.

"B Infineon Security Platform Initialization Wizard

Pasomard Rosel ]
Corfigure Passwond Reset Token

Reseiing user's passwond requires  Password Reset Token. This Token is protecied with 2 dedicated
password,

ate a new Token

© Use an existing Token

File location C\Users\GIGABYTE\Doouments\Secuty Ple

Recommendation: Save the Password Reset Token on @ removable media (e g. USBfiash
dnve) which s kgt safely.

Enterthe token password (6 . 25 charaeters)
Password: sasees

Confim Password:

Hide typing

[ <Back ) nee> | [ cancal ] [ rHep

A-7. Make sure you have selected all the functions you want to perform. Click Next to continue.

" Infineon Security Platform Initialization Wizard
=)

Confim settings

‘The wizard is now ready to start Securty Platfom initialization.

‘The following actions will be done:

-Create Security Platform Owner

- Automatic Backup (ncludes Emergency Recovery)
- Password Reset

- BitLocker Dve Encryption

Click "Next" to proceed and wait forthe operation tofinish
Da ot logof, shutdown, enter 2 power saving state, or Unpiug the power cord before the wizzrd has
completed

[ <Beck [ Net> ) [ Cancel | [ Hen ]

Do not log off, shutdown, enter a power-saving state, or unplug the power cord before the wizard has com-
pleted.

-11-



A-8. Click Finish to complete the initialization and configuration of the Infineon Security Platform. Then ac-
cess the Infineon Security Platform User Initialization Wizard (select the Start Security Platform User Ini-
tialization Wizard check box).

B Infineon Security Platform Initialization Wizard =

The wizard completed successtully.

Summary:

s
(L1 E11T:To] | —
The Security Platform inttialization is completed.

Securty Piatfom policies can be corfigursd through the Advanced
Settings of the Securty Platform Settings Tool (not avaiable on Windows
Home edtions)

The following sieps have been performed!
- Automalic Backup includes Emergency Recovery)
- Password Reset

You may start the Securty Piatform User Intislization Wizerd if you intend
o use the Securty Platform Features yoursef.

ait Securty Platform User Intialization Wizard

in automatic backup now

B. Infineon Security Platform Initialization Wizard - User

The Infineon Security Platform User Initialization Wizard is used to initialize the Security Platform Users and
to configure the user-specific features (secure e-mail, file and folder encryption with EFS and PSD, Enhanced
Authentication). This wizard has to be started for each computer user, who is intended to use the personal-
ized Infineon Security Platform Features (i.e., who will be Infineon Security Platform User).

B-1. Launch the Infineon Security Platform User Initialization Wizard. Click Next to continue.

& Infinecn Security Platform User Initialization Wizard ==

Cifineon

Welcome to the Infineon Security Platform User
Initialization Wizard

To continue, cick "Next

-12 -



B-2. Set a Basic User Password and click Next.

B Infineon Security Platform User Initizlization Wizard =

Basic User Password ]
Set your passwrd

Please set your Basic User Password. This password wil protect your Basic User Key.

Password,

Corfimn Password.

Use diferent passwords for diferent purposes
Length: 6.... 256 characters.

Hide typing

([ <Beek J[_nvee> ] [ cancat ] [ kep

B-3. Enable the reset functionality for the Basic User Password. Select the location that you wish to save the
file and then click Next.

& Infineon Security Platform User Initialization Wizard

Basic User Password Reset o
Enable the reset funclionalty for my Basic User Password

Enabe the resetting of my Basic User Password in case of an smergency.

A Personal Secret is going to be writen to afile
Specfythe path and fie name.

Personal Secret location:

: = .

Please keep this file in a safe location. You wil need it f you have o reset your Basic
User Passwerd in case of an emargency.

([ <Bock J[_Net> ) [ cancel | [ ke

B-4. Click Next to continue the initialization.

B Infineon Security Platform User Initialization Wizard

Password and Authentication [m}
Confin your settings ftep 1)

‘The wizard is now ready to intialize the cument user.

‘The wizard il continue with the next step after this step has been perfommed.

‘The following actions will be done:

- Generate Basic User Key
- Enable resetting of my Basic User Password in case of an emergency

Giick "Next" to proosed and wait for the operation to finish
Do not logoff, shutdown, enter a power-saving state, or Unplug the power cord before the wizard has
completet

[LsBeck J[_Net> ] [ Cancel | [ ten ]

Do not log off, shutdown, enter a power-saving state, or unplug the power cord before the wizard has com-
pleted.

13-



B-5. Select the Security Platform Features you want to configure and click Next to continue.

& Infineon Security Platform User Initialization Wizard =
Security Platform Features a

Choose Securty Platfom Features
Select the Securty Platform Features you want to corfigure and dlick "Next” to continue
For details an Securty Platform Features cick "Help".
Security Platform Features:

Feature Status

Secure smal Nt defeciatie

File and folder encryption - Encrypting Hie System (EFS) Not corfigured

File and folder encryption - Personal Secure Diive (PSD) Not corfigured

cBack |[_hew> ] [ Canest | [ Hep

Details on Features

Secure e-mail

User-specific e-mail encryption and/or signing to prevent unauthorized persons from reading or changing your
e-mails. Using this feature guarantees that only the e-mail creator and the specified recipients will be able to
decrypt and read the message or validate the identity of the sender.

If you chose to configure this feature, you can request a certificate for secure e-mail (if a certificate request
web address is set in your policy settings). The wizard will provide information how to configure secure e-mail.
The configuration of your mail client is not part of this wizard. Thus the status cannot be displayed here.

File and folder encryption - Encrypting File System (EFS)

The operating system incorporates the functionality to perform user-specific encryption of the content of fold-
ers and files on the local computer using the Microsoft Encrypting File System (EFS). Only the user who cre-
ated a file in these folders can access the content of this file. Other users have to be granted access rights to
an EFS folder in an explicit administrative operation to enable them to use files in it.

If you chose to configure this feature, you can select a certificate for EFS. You can also request or create a
new certificate.

@ EFS is not supported in Windows Vista Home Basic, Vista Home Premium and XP Home Editions.

File and folder encryption - Personal Secure Drive (PSD)

Personal Secure Drive features file and folder encryption similar to EFS. Unlike EFS, PSD is supported in
Windows Vista Home Basic, Vista Home Premium and XP Home Editions.

Alogical drive is provided to permitted users. This drive offers access protection and encryption for all content
in it. The encryption is performed automatically. A PSD cannot be accessed via its UNC identifier to get read-
able data and can be installed only on the local computer. Network access is not possible. If you chose to
configure this feature, you can set up, modify or delete your PSD. Like EFS configuration, you can select a
certificate for PSD. You can also request or create a new certificate.

14 -



B-5-1. Use the File and folder encryption - Personal Secure Drive (PSD) as the example:
You can configure a Encryption Certificate with this page. If no valid certificate is registered currently, the wizard of-
fers to create a new certificate and select it automatically. Click Next to create the certificate automatically, or click

Change to create an encryption certificate manually.

ﬁ Infineon Security Platform User Initialization Wizard ==

Security Platform Fealures o
Enciyption Cettficats

Infinean Securty Piatform can enhance file and folder encryption by praviding additional protection for the key
Used to encryp and decrypt date.
For more information on Infineon Security Platform enhancements to file and folder encryption, click "Help”.

Curent ceficats: No cettficate registered.

New cerficate: Wil be automatically crested and registered by wizard

Manually select another existing carificats, or create @ new serficate to be used.
Key length for new cettficates:

1024Bis v

cBack |(_New> | [ cCancel | [ Hep |

E Infineon Security Platform Certificate Selection ==

Show cericates with intended pupose: e e

Select the certficate to use from the list below

lssued To lssued By Expirtion Date | Intended Purposes Coyptographic Provider

L GicAsYTE | GIGABYTE [ 6/30/2019 Encypting File System | Infineon TPM Coyptogra

View. | [ impor.. ] [ Creae Request

Frivate Key
Cryptographic provider: Infinson TPM Cryptographic Provider

Key size: 1024 Bits TPM generated key: Yes
Exporiable: — Strong private key protection: No
[ Skt ][ Camca ]| Help

. The certificate has been selected. Click Next.

ﬁ Infineon Security Platform User Initialization Wizard ==

Security Platform Features L a
Encryption Certficate

Infineon Securiy Platfom can enhance file and folder enciyption by providing addtionl protection for the key
used to encypt and decrypt data

Formore information on Infineon Secuity Platform enhancements to file and folder encryption. click "Help”

Curert cetficate. No certficate registered.
New catficate: Selected certfizate wil be registersd by nizard
Thumbprirt )BI5605 |E75ABTF2F21A472839

Manuzly select another exsting certficate, or create 2 new certficate to be used

Key length for new cetficates:

1024Bis v

<Back J[_ Ned> ] [ Cancel ] [ Hen ]

@

Key length for new certificates:

Here you can select default key length for
newly created encryption certificates, e.g. 1024
bits or 2048 bits.

. Click Create to create the certificate. After the certificate appears, click the certificate and click Select.

15-



B-6. Set up a Personal Secure Drive (PSD)

B-6-1. Specify a drive letter and label for your Personal Secure Drive
To specify the drive letter for your Personal Secure Drive, select an unused letter from the drop-down list of available
letters. To specify the drive label, enter the label in the field provided. The label should be no more than 32 characters

in length. Select the Load my Personal Secure Drive at logon check box, if you want to load your PSD at logon.
Click Next.

& Infineon Security Platform User Initialization Wizard

Security Platform Features =
Corfigure your Personal Secure Diive

Your Personal Secure Dive (PSD) provides protected storage for senstive data. it appears 2s an
additional disk on your computer and is not visble to ofher sers. Please move existing fles and
folders to your PSD to protect them.

You will not be able to chang the storege space of your PSD afterthis dive has been created
My Personal Securs Driv wil be mapped to drive:
Niust be available on il target platforms

Drve lzbel for my Persanal Securs Dive:
Personal Secure Dive

Load my Personal Secure Diive at logon
Create desidop shortout

<Back J(_Net> ] [ Cancel ] [__Hep ]

B-6-2. Specify your Personal Secure Drive size and a local drive on which your Personal Secure Drive will be saved. Click
Next.

& Infineon Security Platform User Initialization Wizard

Security Platform Features im]
Configure your Personal Secure Drive

My Personal Secure Drive wil have [FT1] 2] MB of storage space.

Select the dive where the PSD image fie shall be saved

Volume Fle System Free Space  Max. PSD Size
ﬁ,uc) NTFS 26178 MB 21178 MB
ca} NTES 28431 B 28430 M8

. Your Personal Secure Drive appears as a sindle encrypted image file on the specied local
rive to users who are net autherized to access . They cannet see any of the subfolders or
les saved onthe Personal Secure Diive.

[[<Back J[__Net> ] [ Cancel ] [__Hen ]

Your Personal Secure Drive size cannot be changed after setup, so please ensure that the size you
@ specify is large enough to meet your needs. Please note that you cannot use the full drive size, since

the file system allocates some space. This depends on the operating system and may be significant

for small drive sizes.

Please also note that the maximum PSD drive size is limited:

The maximum PSD drive size on FAT16 volumes is 2 GB.

The maximum PSD drive size on FAT32 volumes is 4 GB.
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B-7. Click Next to continue.

& Infineon Security Platform User Initialization Wizard

Security Platform Features L a
Confin your settings ftep 2)

‘The wizard is now ready to configure your Securty Platfom Features.

‘The following actions will be done:
- Set up your Infineon Secury Platform Personal Secure Diive.

Giick "Next" to proosed and wait for the operation to finish
Do ot logoff, shutdown, enter a power-saving state, or Unplug the power cord before the wizard has
completed.

[C<Back J[_Net> ] [ Cancel | [_beo ]

Do not log off, shutdown, enter a power-saving state, or unplug the power cord before the wizard has com-
pleted.

B-8. Click Finish to finish the user initialization and features configuration of the Infineon Security Platform.

B Infineon Security Platform User Initialization Wizard =

The wizard completed successfully.

Summary:

The Securty Platform user nitalization has completed successfuly. Refer
to product help for more information on how to use the Securty

Features such s local file & foider encryption and digtal & mail signatures.

“ou have enabled the Password Reset functionalty for your Basic User
Fassnord

The following step has been performed
- Personal Secure Drive created

Flease backup your hard drve periodically, or else encrypted data may be
lostin case of a system or hard drve faiure.
Leam more on backup and data recavery

<Back Cancel

C. Infineon Security Platform Settings Tool

With the Security Platform Settings Tool you can get various information about the Trusted Platform Module
of your system. Also, you are able to carry out several administrative tasks, such as to change Basic User
Password, perform backups, export/import Security Platform User keys and certificates, etc.

T Infineon Securty Platform Setings Tool

irfo [ User Settings | Backup [ Migrtion [ Password Reset

(Giﬁneon ‘

Welcome to the Infineon Security Platform Solution

Securty Piafomn Sokton:

Version ]
Operaton Mode: [tandaione
Securty Piafom Stste:
Chip: [Enabled
Ouner Initalized
User Intalized
Trusted Plafom Modie:
Vendor: fnfineon Technologes AG
Version iz
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4,  Configuring the Smart TPM Utility

GIGABYTE's unique Smart TPM (Trusted Platform Module) supports the industry's most advanced hardware-
based data encryption. Smart TPM provides users with an easy-to-use software interface to create a portable
user key using a Bluetooth cell phone or USB flash drive. Users can access/close their PSD data by simply
connecting to the Bluetooth cell phone or plugging in the USB flash drive, without the hassles of complicated
configurations. In addition, users can create more than one Bluetooth cell phone/USB flash drive key, so
when they lost a key they still can access data.

location and back them up. Loss of the password(s) or the key(s) will render the files encrypted via the
TPM unable to be cracked or read.

* Though the TPM delivers the latest data security technology, it does not guarantee data integrity or
provide hardware protection. GIGABYTE is not liable for loss of encrypted data as a result of hardware
damage.

j  After creating the password(s) and key(s) associated with the TPM, be sure to store them in a secure

41. Creating a USB Key

Step 1:
After initializing the TPM chip and setting up the TPM User Password and your PSD, right-click the Smart
TPM icon [ in the notification area to display the menu as shown below.

About.
Configure Smart TPM Devices. A

Live Update

Vigw User Password
Exit

Step 2:

Click Configure Smart TPM Devices to launch the Smart TPM utility. To create a portable USB key, select
Configure USB Storages and then select the USB flash drive that you want to use as the portable user key. (If
the screen doesn't display the USB flash drive inserted, click Refresh to let Smart TPM re-detect the device.)

& Configure Smart TPM =

Configure USB Storages | Configure BT Devices | Otner Settings |

g7 SelectUSB Key(s) For The TPH Key
‘/ [ USB Key 0(E) Refresh
b [0 USB Key 1(F)

[] Enable Backup To BIOS

If more than one user uses the "Enable Bacup to BIOS" function to store their encrypted TPM User Pass-
words in the BIOS, the latter will overwrite the former.
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Step 3:
Enter the TPM User Password that you set earlier and click OK to complete creating the USB key. You are
able to access/close your PSD by plugging in or unplugging the USB flash drive.

& Please insert your password
P S T e e Do not turn off or reset your computer when a USB key is being cre-
‘xxnm‘ | ated.

enter the password again, go to the "Security Chip Configuration" menu in BIOS Setup and then set
"Security Chip" to "Enabled/Activate."

* When you unplug the USB key, the Infineon Security Platform Settings Tool will give the following warning
message, which is normal.

@ * If you enter the TPM User Password incorrectly three times, Smart TPM will be locked. To be able to

@ A feature needs reconfiguration.
Click here to reconfigure your Security Platform
Features.

To cancel a USB key:
To cancel a USB key, uncheck the USB flash drive that has been configured as the Smart TPM user key on
the Configure USB Storages tab. When prompted to confirm, click Yes. Then the USB key is cancelled.

Remove Keys (|

Do you want remove USE Key 0(E:Used)

4.2.  Creating a Bluetooth Cell Phone Key

Step 1:

To create a portable Bluetooth cell phone key, select Configure BT Devices and then select the Bluetooth
cell phone that you want to use as the portable user key. (If the screen doesn't display your Bluetooth-enabled
cell phone, click Refresh to let Smart TPM re-detect the device.)

& Configure Smart TPM

Configure USB Storages | Configure BT Devices | Other Settings

Select Bluetooth Key(s) For The TPM Key
[7] BT Key 0(USER-U92A006-NB:) Refresh
BT Key 1(USERS-U952039-N:) T [—J

BT Key 2(TPE-U944093-NB:) -
B Koy 015501 !
BT Key 4(P1i)
BT Key 5(Z750i)
BT Key B(JackCh's iMac:) b
BT Key 7(Chen Xuan Haols iMlac) -
[] Enable Backup To BIOS

»

Before creating a Bluetooth cell phone key, make sure your motherboard includes a Bluetooth receiver and
turn on the search and Bluetooth functions on your phone.
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Step 2:
When the Add Bluetooth Device Wizard appears, enter a passkey (8~16 digits recommended) which will be
used for pairing with your cell phone.

Add Bluetooth Device Wizard ==
Enter the passkey for the Bluetooth device. 9
w550

Use the same passkey that you entered on the device.

Fasskey: 1234587

You should always use a passkcey. unless your devics does ot support one. We
recommend using a passkey that is 810 16 dgtslong. The longerthe passkey, the
more secure it wil be.

Step 3:

Enter the same passkey on your cell phone for pairing. After confirming the passkey, click Finish to complete
creating the Bluetooth cell phone key. You are able to access/close your PSD when turning on/off Bluetooth
on your cell phone or when your cell phone gets close to or away from the computer.

Add Bluetooth Device Wizard ==

Windows is installing your device. 9
¥ Connecting... q

Instaling Blustooth device. T e =

Completing the Add Bluetooth
Device Wizard
The Bluetooth device was successfuly connected to your

Gomputer. Your computer and the devics can commuricate:
wheneverthey are near each other

o protect your privacy, tum discovery off so other devices
cannot find this compuer.

Tum discovery off

<Back Next >

To close this wizand. diick Finish.

<Back Cancel

To cancel a Bluetooth cell phone key:

To cancel a Bluetooth cell phone key, uncheck the Bluetooth cell phone that has been configured as the
Smart TPM key on the Configure BT Devices tab. When prompted to confirm, click Yes. Then the Bluetooth
cell phone key is cancelled.

Remove Keys 122

Do you want remove BT Key 3(W550i:Used)
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4.3.  Other Bluetooth Settings

On the Other Settings tab, you can configure how much time it takes to scan your Bluetooth cell phone key
and how many times to rescan the key to make sure it is in range of your computer.
 Device Scan Time (sec.):
Set the length of time Smart TPM scans your Bluetooth cell phone key, ranging from 5 seconds to 30 sec-
onds in 5-second increment. Smart TPM searches for the key based on the length of time you set.
* Rescan Times:
Set how many times Smart TPM will rescan your Bluetooth cell phone key if it does not detect it, ranging
from 1 time to 10 times. Smart TPM will keep rescanning according to the times you set. When the times

& Configure Smart TN limit is reached and Smart TPM still doesn't detect your
Conligure USB Storages | Gonfigure BT Devices| Other Sefings | Bluetooth cell phone key, Smart TPM will turn off the
TPM function.

Device Sean Time (sec.)
W] Set

5 10 15 20 25 30

Rescan Times:(if the previous scan fails)
n =

4.4. Other Features

A. Manual Login/Logout

You can enable the TPM even if your portable user key is not handy. Right-click the Smart TPM icon E in the
notification area and select Manual Login. When prompted, enter the TPM User Password to enable the TPM.

About...
Manual Login

Configure Smart TPM Devices.

Live Update. q
View User Password
Exit & Plesse insert your password
L Pleane Enter your TPM USER password
[ [=

To disable the TPM, select Manual Logout.

About...

Manual Logout.

Configure Smart TPM Devices.
Live Update.

View User Password

Exit

B. View User Password

Susiih Select View User Password to display the TPM User Password.

Your TPM user password is"123456" This function requires that you plug in your USB key or enable Bluetooth on
your Bluetooth cell phone key.
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