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Federal Communications Commission
(FCC) Interference Statement

This device complies with Part 15 of FCC rules. Operation is subject to the following two conditions:
e This device may not cause harmful interference.

e This device must accept any interference received, including interference that may cause undesired
operations.

This equipment has been tested and found to comply with the limits for a Class B digital device pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a commercial environment. This equipment generates, uses, and can radiate radio frequency
energy, and if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications.

If this equipment does cause harmful interference to radio/television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the interference by one or more of
the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and the receiver.

3. Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
4. Consult the dealer or an experienced radio/TV technician for help.

Notice 1

Changes or modifications not expressly approved by the party responsible for compliance could void the
user's authority to operate the equipment.

Certifications

Refer to the product page at www.zyxel.com.

Tested To Comply
C With FCC Standards

FOR HOME OR OFFICE USE

FCC Statement iii
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ZyXEL Limited Warranty

ZyXEL warrants to the original end user (purchaser) that this product is free from any defects in materials
or workmanship for a period of up to two years from the date of purchase. During the warranty period, and
upon proof of purchase, should the product have indications of failure due to faulty workmanship and/or
materials, ZyXEL will, at its discretion, repair or replace the defective products or components without
charge for either parts or labor, and to whatever extent it shall deem necessary to restore the product or
components to proper operating condition. Any replacement will consist of a new or re-manufactured
functionally equivalent product of equal value, and will be solely at the discretion of ZyXEL. This warranty
shall not apply if the product is modified, misused, tampered with, damaged by an act of God, or subjected
to abnormal working conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the purchaser. This
warranty is in lieu of all other warranties, express or implied, including any implied warranty of
merchantability or fitness for a particular use or purpose. ZyXEL shall in no event be held liable for indirect
or consequential damages of any kind of character to the purchaser.

To obtain the services of this warranty, contact ZyXEL's Service Center for your Return Material
Authorization number (RMA). Products must be returned Postage Prepaid. It is recommended that the unit
be insured when shipped. Any returned products without proof of purchase or those with an out-dated
warranty will be repaired or replaced (at the discretion of ZyXEL) and the customer will be billed for parts
and labor. All repaired or replaced products will be shipped by ZyXEL to the corresponding return address,
Postage Paid. This warranty gives you specific legal rights, and you may also have other rights that vary
from country to country.

Safety Warnings
1. To reduce the risk of fire, use only No. 26 AWG or larger telephone wire.
2. Do not use this product near water, for example, in a wet basement or near a swimming pool.

3. Avoid using this product during an electrical storm. There may be a remote risk of electric shock from
lightening.

iv ZyXEL Warranty
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Customer Support

Please have the following information ready when you contact customer support.

e  Product model and serial number.
e  Warranty Information.
e Date that you received your device.
e  Brief description of the problem and the steps you took to solve it.
=
METHOD E-MAIL TELEPHONE/FAX WEB SITE/ FTP SITE REGULAR MAIL
SUPPORT/SALES
LOCATION
WORLDWIDE support@zyxel.com.tw +886-3-578-3942 www.zyxel.com ZyXEL Communications Corp.,
6 Innovation Road I, Science-
www.europe.zyxel.com | Based Industrial Park, Hsinchu
300, Taiwan.
sales@zyxel.com.tw +886-3-578-2439 ftp.europe.zyxel.com
NORTH support@zyxel.com +1-800-255-4101 www.us.zyxel.com
AMERICA
sales@zyxel.com +1-714-632-0858 ftp.zyxel.com
SCANDINAVIA support@zyxel.dk +45-3955-0700 www.zyxel.dk ZyXEL Communications A/S,
Columbusvej 5, 2860 Soeborg,
sales@zyxel.dk +45-3955-0707 ftp.zyxel.dk Denmark.
GERMANY support@zyxel.de +49-2405-6909-0 www.zyxel.de ZyXEL Deutschland GmbH.
Adenauerstr. 20/A2 D-52146
sales@zyxel.de +49-2405-6909-99 Wouerselen, Germany

Customer Support



mailto:support@zyxel.com.tw
http://www.zyxel.com/
http://www.europe.zyxel.com/
mailto:sales@zyxel.com.tw
ftp://ftp.europe.zyxel.com/
mailto:support@zyxel.com
http://www.us.zyxel.com/
mailto:sales@zyxel.com
ftp://ftp.zyxel.com/
mailto:support@zyxel.dk
www.zyxel.dk
mailto:sales@zyxel.dk
ftp://ftp.zyxel.dk/
mailto:support@zyxel.dk

Prestige 650 Series User’s Guide

Table of Contentsﬂ

Copyright ii
Federal Communications Commission (FCC) Interference Statement iii
ZyXEL Limited Warranty iv
Customer Support v
List of Figures xii
List of Tables xvii
List of Charts XX
Preface xxi
Introduction to DSL xxiii
Getting Started I
Chapter 1 Getting To Know Your Prestige 1-1
1.1 Introducing the Prestige 650 SEIIES ......eecieriieiieiiiierieitieieeteeteeee e steereeeeeseeessaesseessesssesseens 1-1
1.2 Features 0f the PreStiZe.....ccccverieriieiieieeiieiteie ettt et ettt este e e esbeesbestaessaesseessessnessnanns 1-1
1.3 Applications fOr the Prestie........ccueruieiieierieiieieee ettt ebe e sneesneenne 1-6
Chapter 2 Introducing the Web Configurator 2-1
2.1 Web Configurator OVEIVIEW .......cc.eerueeiieeieeieeeiertteie et eeeete st et e teeteseesaeessee st eeeeneeeneesseenseans 2-1
2.2 Accessing the Prestige Web Configurator ...........coeiieieiieiieiieie e 2-1
2.3 Navigating the Prestige Web Configurator.............ccooiiieiiieieniiiee e 2-2
2.4 Configuring PaSSWOTA. .......coeiuiiuieiiieiei ettt sttt se et see b aeeaeeneene 2-3
2.5 ReSettiNg the PreStIZe......cciuiiiiieieiieiieciieit ettt ettt ee s teesbe e beessessaesaeesseesseenseesseessans 2-4
Chapter 3 Wizard Setup 3-1
3.1 Wizard Setup INtroQUCTION ......cocveiieiiecieiieit ettt ettt eae e s e sseenseenseeneens 3-1
3.2 ENCAPSUIALION.......eiiuiiiiieiieiieie ettt ettt ettt e e eatessaesse e seenseensessaesseesseeseenseenneenseeneens 3-1
3.3 MUIPIEKING. .. eeteetieieeie ettt ettt ettt et s e et e e bt et et e st e e st et e et e enseenteeneeeneesneenneeseenneeneenne 3-2
S VA o U 1 To B 1 USSR 3-2
3.5  Wizard Setup Configuration: FirSt SCIEemn .........cocuiviiiiiiieiiiiiiiieiie e 3-2
3.6 1P Address and Subnet Mask .........ccoioriiiiiiiiiiieeeeeee et 3-4
3.7 TP Address ASSIZNMENL........ccueeeueiierieerieeriiesteeteetesreesseesseeseessessaesseesseesseessesssesssesseesseessesssenssens 3-4
3.8 Nailed-Up Connection (PPP).......ccccoieiiiiiiiicieeiesteit ettt st sseeseesseennans 3-6
300 N AT ettt bt ettt a et b e h e bt et ettt be st eaeene 3-6
3.10 Wizard Setup Configuration: SECONd SCIEEMN........c.cccuirierieriieriieieeieeteseesie e eee e eseeneens 3-6
.11 DHOCP SEUUP...ecuieuienieieeieeteete ettt ete et ettt ettt et e e e e besse e st eseestassensensesseeseeseeseassensensesessessessens 3-12
3.12  Wizard Setup Configuration: Third SCIEeN..........cerieiiriiiiiiiieeieieee et 3-13
3.13  Wizard Setup Configuration: Connection TestS........ccceriirirririenienienieieeieeeeneeieeee e 3-15
3.14  Test Your Internet CONNECTION. .......ccueruiirtieriieieiieiie sttt ettt et 3-16
LAN, Wireless LAN and WAN 1I
Chapter 4 LAN Setup 4-1
4.1 LAN OVEIVIEW ittt sttt ettt ettt st besae et et ettt besae bt e bt e bt et et enaestesbesueeneene 4-1
4.2 DINS SerVEr AdAIESS ... coueeuieiitiriintirierieeitet ettt ettt ettt et sb ettt bt et et esbestesbesaeebeene 4-1

Vi Table of Contents



Prestige 650 Series User’'s Guide

4.3 DNS Server Address ASSIZNIMENT .........c.eevieierieerieeiieieseesteesteesseeteseesseesseesseessesssesseessesssesssens 4-2
44 LAN TOCP/IP ettt ettt ettt bbbt ettt e te s b sbeebeene 4-2
4.5 Configuring LAN .....ccooiieieeie ettt ettt et e st et e teesaesseessee s e enseensesnsesssesseanseenseensesnseansens 4-4
Chapter 5 Wireless LAN Setup 5-1
5.1 WIreless LAN OVEIVIBW ......ceiuiiiuieitieiieieeiie ettt ettt st st ettt eaee et e saee st enteeneesseesseenseenseennes 5-1
5.2 LeVelS OF SECUIILY ..evieitieiiiieeie ettt ettt ettt ettt et st e e et e et e bt et e eneeeseeeneenseennes 5-3
5.3  Data Encryption With WEP ..ot 5-4
5.4  Inserting a PCMCIA Wireless LAN Card........cccooioiiiriiieieiesese e 5-4
5.5 Configuring Wireless LAN .......cociiiiiiiieiieieeiesteit ettt seeste b e esbeesbassaessaesseenseennas 5-4
5.6  Configuring MAC Filter........ooiiiiiiiieiicieciecitett ettt et sreesaeebe e b e ssbessaessaeseennas 5-7
5.7 B02.1X OVEIVIEW ..cuviriiiiiieiieiietetente sttt sttt ettt et sttt be st eat et e et e st e b sbeebeebe bt et et entenaesbeeneen 5-9
5.8  Introduction to RADIUS ..ottt ettt ettt e eee s e s e sseeee s 5-9
5.9  Configuring 802.1X ...eeiuieiuieieeie ettt ettt ettt ettt e et e st e et e bttt e ene e ae et e teenteeneesneens 5-11
5.10 Configuring Local User AuthentiCation .............cooeiirieireeieieieie et 5-13
5.11  Configuring RADIUS ..ottt ettt st eneeens 5-15
Chapter 6 WAN Setup 6-1
0.1 WAN OVETVIEW ..ouiiiiiiiieiteitet ettt ettt ettt sb e bt be et ea et e e s b s bt e bt ebe e bt et e e st e nbeabesaeebeenean 6-1
6.2  PPPOE ENCapSULAtion ........cccuieciiiieiieiieii ettt sttt esee e te e e enseensessaenseennes 6-1
6.3 PPTP ENCapSUIAtiON ......covuiiiieiieiieieeiieieee ettt ettt et et e et e se e e ensesnnesneennes 6-1
6.4 Traffic SRAPINEG....c.ee ottt ettt sttt ettt e n e n e b e reenes 6-2
6.5  Configuring WAN SEIUP......eeiiiiieriieie ettt ettt et ettt e et e s e sae e teenteeneesseesbeenseeneeennes 6-2
NAT, Dynamic DNS and Time Zone I
Chapter 7 Network Address Translation (NAT) 7-1
Tl INAT OVEIVIEW ...ttt sttt sttt ettt st be bt ea et e e s b st e bt sbeebe e st e s e nbenbenbesaeebeenean 7-1
7.2 SUA (Single User Account) Versus NAT ......c..cccoviirierierieieiieseesie ettt sre e ese e sene e 7-4
T3 SUA SEIVET ittt ettt et et sttt e b ettt sanesasesueesaeesaeennesanenaeenne 7-5
7.4  Selecting the NAT MOME........occieiieieiieieeieee ettt ettt ntesbessaesseesseesseensesneesneenes 7-7
7.5  ConfigUuring SUA SEIVET.......ceruieiuieiieieeiieetiestt et et ete st e st et e e et e e s seesseesseeteensesneesneesaeenaeenes 7-8
7.6 Configuring Address MapPIing........ccceeeerieriieienieriieieee ettt see e see s e et eeeneeeseesseeseas 7-10
7.7  Editing an Address Mapping RUIE ..........ccooiiiiiiiiiiiiie et 7-12
Chapter 8 Dynamic DNS Setup 8-1
8.1 DyNamic DINS ..ottt ettt et e e ra e e te e be e b e esbeenaeesaebeenns 8-1
8.2  Configuring Dynamic DNS.......cccoooiiiiiiiiiiecieeeie ettt be b e esaessaessaesseennes 8-1
Chapter 9 Time and Date Setup 9-1
9.1 Configuring TIiME ZOME........c.eecueruierieeieeieeteeaestesstesseesseeseessesseesseesseesessesssesssesseesseessesssesssenes 9-1
Remote Management and UPnP v
Chapter 10 Remote Management Configuration 10-1
10.1 Remote Management OVEIVIEW .........ceueiuieriieriieierienitenieente ettt eteesteente et e eeteseaesbeesbeeneeenaesaees 10-1
TO.2 TOINEL ettt ettt et et ettt e e bt eates e et en e e b e ebeebeebeebeeneensenseseaseaeea 10-2
L0.3 BT Pttt b et a et e bbbt bt e bt et e et et et st 10-2
LO.4 WD oottt bt h et e et e bbbt bt bt ettt et et e 10-2
Table of Contents vii



Prestige 650 Series User’s Guide

10.5 Configuring Remote Management.............cccceeverververneennnne.

Chapter 11 Universal Plug-and-Play (UPnP)

11.1  Universal Plug and Play OVerview .......c..ccccecceeveeeevenecnnenn
11.2 UPnP and ZyXEL .......ccoveiiiiiiieeieeeeeeee et
11.3 Installing UPnP in Windows Example..........c.ccccceeninrnnnnnne.
11.4 Using UPnP in Windows XP Example............cccocevvennnens

Bandwidth Management

Chapter 12 Bandwidth Management

12.1 Bandwidth Management OVerview ..........ccccocververeerreennene.
12.2  Bandwidth Classes and Filters.........ccoccocevereiienenenenennnn
12.3  Proportional Bandwidth Allocation .........c..ccccecuevevenincnnene

12.4 Bandwidth Management Usage Examples

12,5 Scheduler ......c.oooieiiiee e
12.6 Maximize Bandwidth Usage..........ccccooverinininiinnnieee
12.7 Bandwidth BOrroOWIng..........cccceeieieieneiinenceceeeee e
12.8  Configuring SUMMATY ........ccceevvieierierieeieereneeseesieeseene e
12.9  Configuring Class SEtup .......cecvvevveeierierieeieeiesieseesie e
12.10 Configuring MONItOT .........cevveriierireieeienieieeie e see e ens

Maintenance

Chapter 13 Maintenance

13.1 Maintenance OVEIVIEW .........ccceeeeeiueeeeeiieeeeeeieeeeeeeeeeeieeeenns
13.2  System Status SCreeN .........coccerviiriirieniieieeienie e
13.3 DHCP Table SCIeen......c..cooveeeuiiecieeeeeee e
13.4  WIreless SCIreenS .....ccvviieurieeiveeciieeieeere et
13.5  DiagnostiC SCIEEMNS.......ccuervierrieiieieeirereereeieereseesseesseenneeens
13.6  Firmware SCIeeM .......c.ccovieiuviecuiieiieeeiieeeieeeeiee e eieeeeereeee s

SMT General Configuration

Chapter 14 Introducing the SMT

14.1  SMT INtroduCtion .........cceeeevieriieriieieeiieieee e

14.2  Navigating the SMT Interface..........cccoceveeneineiniiencencne.

14.3  Changing the System Password ............ccccooeviiinienieinnennne
Chapter 15 General Setup

15.1  General SEtUP.......ccveeeveiierieieeii ettt

15.2  Configuring Menu 1.........cccooieviieiiinienieieee e
Chapter 16 LAN Setup

16.1  LAN SEUUP ceevveieiirieieitrieeeierteei ettt

16.2  Protocol Dependent Ethernet Setup ..........cccceevevievieneennee

16.3 TCP/IP Ethernet Setup and DHCP...........cccccoeeveiiiveineenneene,

Chapter 17 Wireless LAN Setup

17.1  Wireless LAN OVEIVIEW......coovviiivueieeeeie e eeeee e

17.2  Inserting a PCMCIA Wireless LAN Card

viii

Table of Contents



Prestige 650 Series User’'s Guide

17.3  WITELEeSS LAN SEIUD ..oocvietieiieiieieeiecitesttesteeteete s tesee st eaeesbeessesssessaesseesseessesssesssesseesseensesneas 17-1
Chapter 18 Internet Access 18-1
18.1  INternet ACCESS OVEIVIEW ....co.eruiiuiiuiiiiniiniinieetteiteit ettt sttt sttt et ettt besbe e bt sbeeae et eaeseneens 18-1
I18.2 TP POLICIES ..ttt sttt bbbttt ettt st b e bbbttt naenbenae 18-1
I8.3 TP ALHAS. .ttt bbbt b bbbttt ens 18-1
L | o N I 1< 111 SO RRURU 18-2
18.5  ROULE TP SEIUP..ccuiiiitiieeiteiieeste ettt eete et ette et e et e st e eteessbeeeabeesabaeesseesnbeessseesnseessseessseenssennses 18-4
18.6  Internet Access CONTIGUIATION. .......eiuiiiieriiiiiiiieetiecete ettt sttt ettt st be et 18-5
Chapter 19 Remote Node Configuration 19-1
19.1 Remote Node SEtUP OVEIVIEW .....eeevieriieiieiieieiieseesteesteeteetesseesseesseesseessesssesssessesssesssesssessns 19-1
19.2  RemMOtE NOAE SEIUD....eiouieriieiieiieieeteeitestte st et et e te s ee st e st eteesteesaesseesseenseenseensesssesnaesseenseennes 19-1
LR T\, (<15 (TSRS 19-5
19.4 Remote Node Network Layer OPtiOnS ......ccceerueeierierienieeie e eeie sttt siee e e 19-6
19.5  RemMOte NOAE FIlter .....ouiiiiiiieiitieeeee ettt ettt ettt aesee e 19-9
19.6  Editing ATM Layer OPHIONS ..c..ceeuierrierierieiiesieenieett ettt steente et eitesteesbeenbeeaessteseeeseeenaeeneeenes 19-13
19.7  Traffic REAITECE ..ottt sttt s 19-14
Chapter 20 Static Route Setup 20-1
20.1 TP Static ROULE OVEIVIEW ...c..coueiuiiiiiiriinienieeieeit ettt ettt ettt st st saenae st e 20-1
20.2  Configuring an IP StatiC TOULE ......c.eevueerieeiieiieriierie ettt e et ee sttt aesaesraesseenseennes 20-2
Chapter 21 Bridging Setup 21-1
21.1  Brid@ing OVEIVIEW .....ccouiiiuieiieiieiieetieetiest e et et etesetesteeste e et eeeeaeesseesseeseenteenseeseesseenseeseenseeneas 21-1
21.2  Bridge Ethernet SETUD ....cooeoiiiiiieee et 21-1
Chapter 22 Network Address Translation (NAT) 22-1
22,1 NAT OVEIVIEW ..ttt ettt ettt sttt ettt b e st besae e st et et et e st e abesbeebe e st ensensentenbenaeas 22-1
22.2 APPIYING NAT .ottt st e e e ste e b e e b e esseesaessaesseenseessesssessaesseessenneas 22-1
223 NAT SELUP ..ottt ettt et b ettt ettt s b e s bt sbe bt et et entesbenbenaen 22-3
22.4  Configuring a Server behind NAT ......c.ccceiiiiiere ettt se e 22-9
22.5  General NAT EXAMPIES .....ooviemiiiiieiieieeie ettt sttt e s e e 22-11
SMT Advanced Management VIII
Chapter 23 Filter Configuration 23-1
23,1 ADBOUL FIEETINE ..ottt ettt ettt ettt e emee e 23-1
23.2  Configuring a Filter Set for the Prestige 650H and the Prestige 650HW ...........cccceoviiiieeiene 23-4
23.3 Configuring a Filter Set for the Prestige 650R and the Prestige 650R-E ...........ccccoceviieene 23-6
23.4  Configuring @ Filter RULE ........ccoeiiiiiieieeee e 23-9
23.5  Filter Types and NAT .....coioieieieieee ettt ettt ettt e eaeseaessee s e eseenaesnnesneenseenes 23-16
20 BT 521 010 (0 2313 SRS 23-16
23.7 Applying Filters and Factory Defaults ............ccooiiiiiiiiinieeeeeeeeee e 23-19
Chapter 24 SNMP Configuration 24-1
241 SNMP OVETVIEW ....oviriiiiiiiiiiiitinieteienteet ettt ettt sttt ettt et b et es ettt ae s st sb et ebesbeaens 24-1
24.2  SUPPOTLEA MIBS ....viiiieiiiiiicie ettt ettt ettt e te e beesbeesaesteesseesseesseesseessesssesssessaeseensesneas 24-2
24.3  SNMP CONTIGUIALION ....veervieiieiieiieieeieseeieeieetesteseee e esteebeeseesseesseesseesseessesssesssessaesseessesnns 24-2

Table of Contents ix



Prestige 650 Series User’s Guide

244 SNMP TIPS conveeeiieeiieeiee et ette et et e ette et e s bt e eebeesbeesabeessbeessseesasaesaseesssaassseesnseensseessseennseesns 24-4
Chapter 25 System Security 25-1
25.1  SyStem SECUIILY OVEIVIEW ......eevereiertietieiieieeetesteesseesseeseseesseesseesseenseassesssenseesesssesnsesssesseesses 25-1
25.2  Creating User Accounts on the Prestige.........ocoverieiiieiiriieiierieie e 25-5
Chapter 26 System Information and Diagnosis 26-1
26.1 System Maintenance OVEIVIEW ...........ccecierieruierieriertienteesteetestesseesseesseeseeneesseesseenseensesnsesnees 26-1
20.2  SYSEEIM STALTUS ...eeteiiieiieieete ettt ettt b et ettt e sbe e st et e e st e ea e e sbe e bt et e entesebesbeesbeenaeeaees 26-1
26.3  SyStem INFOrmMAatioN. ......c.coouiiiiiiiiiei ettt ettt sttt 26-3
260.4  LOZ ANA TIACE ..c.vieiieeiieiieiiieiiesie ettt ett et et e et e e taestaesteesbeesbessaesseesseesseesseessesssesseesseessenssenseas 26-5
20.5  DIAGNOSTIC ..uvieveeiietieiieieeiesteeteesteeteeteeteesteeseesbeesbessaesseeseesseassesssesseesseesseesseessesssenseesennsesneas 26-8
Chapter 27 Firmware and Configuration File Maintenance 27-1
27.1  Filename CONVENTIONS ....cccueeieruiereietieteeeieetiesteesteeteetesetesseesseenseeneeeseesseanseenseensesseesneesseeseenees 27-1
27.2 Backup COnfigUIAtiON.......c.ceoiiiieriieiieie ettt ettt ettt e et et e eeteeeeesseesseeneenees 27-2
27.3  Restore CONTIGUIATION .....eitiiiiiietietiete ettt ettt sttt st e b et e tesbaesbeesbeenaeeneas 27-7
27.4 Uploading Firmware and Configuration Files ...........ccccoeoiririeiienieieniseeceece e 27-10
Chapter 28 System Maintenance 28-1
28.1 Command Interpreter Mode OVEIVIEW ........c.ccvervierierierierieenteeieeeesseesseeseesseessesseesseessesssessns 28-1
28.2  Call CONLIOl SUPPOIL...ccvireeiieeiieeiieit et eteete st et e tesaeseesseesseessessaesseesseenseenseensessaesseeseensesnnes 28-2
28.3  Time and Date SEHHNE ......c.eccverieriieiieieeieeierieesieete ettt e e et esse et e enseenaessaesseenseensesnnes 28-4
Chapter 29 Remote Management 29-1
29.1 Remote Management OVEIVIEW.........cccueerueeierrierieerieetesteseeesteeteeeeeneesseesseenteensesseesseesseeseenees 29-1
29.2  Configuring Remote Management............cocuerieriieiiiriiiieiienieenie ettt 29-1
29.3 Remote Management and NAT ......ccooiiiiiiiiiiiie et 29-3
29.4  SYSLEM TIMEOUL ...cvieiieeieieieiieiiesteete et e etteettesteebeebessaessaesseesseesseesseessesssensaesseessesssesssesssessesnes 29-3
Chapter 30 IP Policy Routing 30-1
30.1 P Policy ROULNG OVEIVIEW ......eevieiiieiieeiieiieiieieeeesseesteessesssessaesseesseesseansesssesssesseensessesssesnnes 30-1
30.2 Benefits of IP POliCY ROULING .....ccuieiiiiieiiieiieieeee et 30-1
30.3  ROUHNG POIICY ...ttt ettt sttt ettt et e s e s bt e b e aeenae e 30-1
30.4 TP RoULING POLICY SELUP .....iitiiiieiieie ettt ettt s e e 30-2
30.5 ApPLying an IP POLICY ....oouiiuiiieiieieee ettt sttt 30-5
30.6 IP Policy ROUting EXAMPIE......cc.eoiiiiiiiiiieiiiieeiiee ettt 30-7
Chapter 31 Call Scheduling 31-1
31.1  Call SChedUlING OVEIVIEW ......cceecvieiiieieeeiesiieriieteeteeeesteesteesseesseessesssesseesseesseessesssesssesssessesses 31-1
Appendices and Index IX
Appendix A Troubleshooting A-1
A.1  Using LEDs to Diagnose ProbIems ...........ccooceeiiiiiiiiiiinieieeeeee e A-1
y N ©70) 1 110 (S oo ¢ AR A-2
A3 TRINET ..ttt ettt a ettt ettt h e eh e eh e n e e st et et e beete bt eneeneensenean A-2
A4 WeED CONFIGUIALOT ....cotiiiiiiieiie ettt ettt ettt sttt ettt e e e eb e bt e b e e beenbeemeesaeesae A-3
A.5 Login Username and PasSWOId..........c.ccueriiirieiiiiiiiiesiiene ettt stee e eseeaesae e sseesseeseenns A-4
A0 LAN INEETTACE .ttt sttt ettt b e bt bt eeenees A-4

X Table of Contents



Prestige 650 Series User’'s Guide

AT WAN INEEITACE ...ttt ettt st s b et eae et e e easeeens A-5
A8 INEINET ACCESS ..uuiiuiiiniiiiiieiteeiteitt ettt ettt ettt ettt b e bt et et satesbeesbe e bt et e eatesaeesbeenbeenbeen A-5
A9 Remote ManaGEeIMENL ........cocueeiiiiiiiieiiieiiie ettt sttt et et e st e st e st e st e e st e e st e e sateenaeeenee A-6
A.10 Remote Node CONNECLION ..c..eoueeuieuiiiiiiniinienieetteieeitet ettt sttt ettt ettt ees e esaenaens A-7
Appendix B IP Subnetting B-1
Appendix C Wireless LAN and IEEE 802.11 C-1
Appendix D PPPoE D-1
Appendix E Virtual Circuit Topology E-1
Appendix F Setting up Your Computer’s IP Address F-1
Appendix G Splitters and Microfilters G-1
Appendix H Power Adaptor Specifications H-1
H.1  Prestige 650R-E1/-E3/-E7 ADSL ROULET........cceriiiiiiiieiieieetiestteeeie et H-1
H.2  Prestige 650R-11 ADSL ROULET.....ccuieiiiiieiiieiierie ettt H-2
H.3  Prestige 650R-13/-17 ADSL Ethernet ROULET ........ccccoieiiiiiiiiieiiiiieiecee e H-3
H.4  Prestige 650R-31/-33 ADSL over ISDN ROULET ......ccociuiiiiriiieiiiieieieeee e H-4
H.5  Prestige 650H-11/-13 ADSL Router with 4-Port Ethernet Switch............cccocevviniiciieciinien, H-5
H.6  Prestige 650HW-11/-13 ADSL Router with 4-Port Ethernet Switch/Wireless LAN................ H-6
H.7  Prestige 650HW-31/-33/-37; Prestige 650H-31/-33/-37 ADSL Router with 4-port
SWILCH/WITELESS ...ttt ettt b e st b ettt et be bbb bt eae et eabe e H-7
Appendix I Index I-1

Table of Contents Xi



Prestige 650 Series User’s Guide

List of Figures

Figure 1-1 Prestige Internet Access APPLICAtION ......c.oeuieiirieiieeee ettt 1-7
Figure 1-2 Prestige LAN-t0-LAN APPLICATION .....oviiiiiiiieietieiieiieieiee ettt ettt s eeeeee st e e e enee e 1-7
Figure 2-1 PaSSWOTA SCIEEM ....c..euieuieiieiieiee ettt ettt ettt ettt beeae e st e e et e st e saesbesaeebeeneaneeeens 2-1
Figure 2-2 Web Configurator SITE MAP SCIEEN .......ccueecviiieiieiieieeie ettt ettt ste et seaesse s esne e 2-2
FAUIE 2-3 PASSWOIA ....oeiivieiieiieieete ettt ettt ettt ettt e et e s teesbe e beesaesseesseesseesseesseessesssesssessaenseessenssensns 2-3
Figure 2-4 Example Xmodem Upload..........ccocieiieiiiiieieieieeie ettt 2-5
Figure 3-1 Wizard SCIEEN 1 .....ccueiiiiiiiieiie ettt sttt et e st e s st e seenseenseensesseessaenseensennsennns 33
Figure 3-2 Internet Connection With PPPOE...........cccoiiiiiiii e 3-7
Figure 3-3 Internet Connection with RFC 1483 ... e 3-8
Figure 3-4 Internet Connection with ENET ENCAP.........ccooiiiiiiiiieee et 3-9
Figure 3-5 Internet Connection With PPPOA .........oooiiiiiii e 3-11
Figure 3-6 Wizard SCIEEIN 3 ........ooiiiiiieiieiicie ettt ettt e te et e e bessaesaeesseesbeesseesseessessseseesseessesssenseesens 3-13
Figure 3-7 Wizard : LAN COnfiguration...........c.cccverieriieciieiesieseesteesteseeseesseesseesesssesssesseesseessesssesssessessses 3-14
Figure 3-8 WizZard SCIEEIN 4 ........ooiuieiiieiieie ettt ettt et e e st esaae s st esaeesaeenseessesseeseenseensesssenseensenn 3-15
Figure 4-1 LAN and WAN TP AdQAIESSES .......cevieiieiieiieeiieieeieetestesieeieete e seee et esaeensesseesseeseensesnsesnsesnnennns 4-1
FAGUIE 4-2 LAN ...ttt ettt ettt ettt e s e e s e bt et e et e e mae s et e eaeesaeen et eneeeneeeseeesee st enseenbeeneeenes 4-4
FAgUIE 5-1 RTS/CTS ..ottt ettt ettt et et st e s et e st e et e eme e e st e st et e enteeneeeseesneenseenseeneeenes 5-2
Figure 5-2 Prestige Wireless Security LeVelS ........cocuiiiiiiiiiiiiiiiiieececc et 5-3
FIGUIE 53 WITELESS ...ttt ettt sttt et s et e e et e e bt et e ebeeaeeseene e s easeeaeebesaeeseeneanseeens 5-5
Figure 5-4 MAC Address FIILer .......cocviiiiiiieiieieeiiesieee ettt ettt ste e e essaestaesbeessesssessaenseesseessenens 5-8
Figure 5-5 EAP AUthentiCAtION........cccveviieriieiieiieieetteste ettt et esteeteesaeseeesaeesaeesseessesssesseesseesseessesssesseensens 5-11
FAGUIE 560 802, 1Xcuiiiieiieiiieie ettt ettt ettt et ettt et e sat e st e e se et e enseesaesseesseenseenseanseenseseanseenseansennsenseennean 5-11
Figure 5-7 Local USEr Database ..........ccceevviriiiiierieriieieeieeiestieie et stesttesttesseessesaesseesseesseenseesseensesssenseensens 5-14
Fiure 5-8 RADIUS.......o oottt ettt ettt et et e te s te et e e st e st ess e s e seese et eeseentessensansesseesessesneaseeneansenes 5-16
Figure 6-1 Example of Traffic Shaping ..........cccoooioiiiiiieeeee e 6-2
Figure 6-2 INtEINEt ACCESS SELUP...veeruvierrieriieiteeriteeiteesteesteestteesseessteessseessseessseessseesssesssseesssesssseessseessseensseses 6-3
Figure 7-1 HOW NAT WOTKS .....c.eeiuiitietieieeeet ettt ettt b e st et et e tesbeeaeebe et ebeeneeneeneens 7-2
Figure 7-2 NAT Application With TP ATIAS .......c.cccuerieiieiiiiiecie ittt esaesaaesreeseesne e 7-3
Figure 7-3 Multiple Servers Behind NAT EXAMPIE.......cccoveviiiiiiieniiiiiiieeiesie ettt 7-7
FAgUIE 7-4 NAT MOUE......ccuieiieiieieeie ettt ettt et et e e s aesaeessee s st enseenseensesssenseenseensesseenseensennsennsenens 7-7
Figure 7-5 Edit SUA/NAT SEIVET SCL.....ccciiieeiieriieiieieeeesteieetestestesteesseesesseesseesseesseessessaesseesseensesssessennns 7-9
Figure 7-6 Address Mapping RULES ........ccoiiiiiiiiiee ettt saeas 7-11
Figure 7-7 Address Mapping Rule Edit .........coooiiiiiiiiiiieeeee et 7-12
FAgure 8-1 DIDINS ...ttt ettt s h e s b e b e bt et e et e eht e e bt et e en e e bt e ebee b e enbeenbesneenae 8-2
FAgUIE 9-1 TIME/DALE. ... .eeuiiiiieiietieieee ettt ettt ettt st et e et s et eat e s bt et e b e e beeebeenbeenbeenbeeneesae 9-1
Figure 10-1 Telnet Configuration on @ TCP/IP NetWork ...........coiveeviiieiieiieiieiecie et 10-2
Figure 10-2 Remote ManagemeENt ..........cccvievirieiieniietietieiiesteesteesteesessesseesseesseesseessesssesssssseessesssesssesseessens 10-3
Figure 11-1 Configuring UPNP ........cccoooiiiiiiiiiieet ettt ettt e e enaesseenneas 11-2
Figure 12-1 Application-based Bandwidth Management EXample ............cccccevierieiiieciinienieeeeee e, 12-2

Xii List of Figures



Prestige 650 Series User’'s Guide

Figure 12-2 Subnet-based Bandwidth Management EXample ...........ccoccverieriieciiniieiienienieeie e 12-3
Figure 12-3 Application and Subnet-based Bandwidth Management Example...........ccccecvvverieneeneennnen. 12-4
Figure 12-4 Bandwidth Allotment EXamPle ..........cccoiieiiiiiiiiiiiecieeee e 12-5
Figure 12-5 Maximize Bandwidth Usage EXample ........cccccceeiiiienienieiieieceecee s 12-6
Figure 12-6 Bandwidth Borrowing EXample ..........ccooiiiiiiiiiiii et 12-8
Figure 12-7 Bandwidth Manager: SUMMATY ..........cccoeouiriirieiieie ettt 12-10
Figure 12-8 Bandwidth Manager: Class SELUP........cceeeeuieieieieierese sttt ettt sttt ee e e enes 12-12
Figure 12-9 Bandwidth Manager: Class CONfigUIration .............ccceeeeereeueeieienieniene e 12-13
Figure 12-10 Bandwidth Management StatiStiCS .........ccccievveivierieriieiieieeiesieeie e eveseesreeseeeeseee e esse s 12-16
Figure 12-11 Bandwidth Manager MONILOT ...........ccveriieriiiieieeniieieeteeeeeeeesteereesessseseeesseesseessesssesssesseenns 12-17
Figure 13-1 SYSLEM STATUS ...cueeivieiieieeieeieii ettt sttt e ete e e st e st e see st enseenseessesseeseensesnsessaenseensennsesnnes 13-2
Figure 13-2 System Status: ShOW StatiSTICS .....cueeruieierieiieiierit ettt ee s 13-4
Figure 13-3 DHCP TaDIC.....c..ooiiiiieiiee ettt ettt sttt ettt e st e e s e seesbeeseeneenaeenees 13-6
Figure 13-4 ASSOCIAION LIST...coueiiiiiiiiiiiiii ittt ettt ettt sttt b e b e e seees 13-7
Figure 13-5 Channel Usage TabIe ........ccoeiiiiiiiiiie ettt sttt 13-8
FAUIE 1320 DIAZNOSTIC. ..veeuviiiiiieieiieitierit ettt et e et e stte bt ebeesbeesaestaesseesseesseessesseesseeseenseesseessenssessaesseensesssesseas 13-9
Figure 13-7 DIagnostic GENEIAL........c.cccuiviiriieriieieiieieeste ettt steeteesbesaessaesteesseessesssessaesseesesssesseensennns 13-10
Figure 13-8 Diagnostic DSL LANE .......ccveriieriieiieieeiiesieeie et seeste st e e eee et see s esseenteesaessaesseenseensesnsesnnenees 13-11
Figure 13-9 FIrmware UPZIade.........ccecveiieieeieeiesiiesie ettt sttt ettt seessee e esessaesnaesneesseensesnnesseenseenes 13-13
Figure 13-10 Network Temporarily DiSconnected............ccceererrieiiirienienieieee et 13-14
Figure 13-11 EITOT MESSAZE.....cuuieueeetieitietieieeiie e te ettt ettt ettt et et et e et e e bt e bt e beemtesmeesneesseeneesneesneenseenes 13-14
Figure 14-1 LOZIN SCIEOI ...couiiiiiuiiiiieitiettet ettt st sh ettt et et b e bt e b et este st e e beebeemaeseees 14-2
Figure 14-2 Prestige 650HW-31 SMT Menu OVEIVIEW ......coceiiiiiiriiiniieiieieeieniie sttt see e sieeie e 14-3
Figure 14-3 SMT Main Menu for POSOHW .........c.oooiiiiiiiiiieie ettt s 14-5
Figure 14-4 Menu 23 System PassWord..........cccveciiiiiiieiienieii ettt ettt ste e sesesessaesaaesseesseennas 14-6
Figure 15-1 Menu 1 General SEIUD .....cceevuieriieieeieeiieitete et stestee st teeae e sseesseesseenseessessaeseensesnseensesnsesnnes 15-2
Figure 15-2 Menu 1.1 Configure Dynamic DNS ..........ccciiiiiiiiiiienieeeie e 15-3
Figure 16-1 Menu 3 LAN SETUD ..uveeiieieeiietieie ettt ettt ettt et e e e bt e e e e eseesseesseeneenaeenees 16-1
Figure 16-2 Menu 3.1 LAN Port Filter SETUP ....cccueiiiiiiiie ettt 16-1
Figure 16-3 Menu 3.2 TCP/IP and DHCP Ethernet Setup ...........ccoceoeiieieieieierere e 16-2
Figure 17-1 Menu 3.5 - Wireless LAN SELUD ......oouiiiiiiieieieieieese ettt 17-2
Figure 17-2 Menu 3.5.1 WLAN MAC Address Filtering ..........cccooveviircieiienienieeie et eve e sveeieennens 17-4
Figure 18-1 PhySIiCal NEIWOTK ....ccviiiiiiiiiiiiiicieeieetestett ettt ettt et e esbeesbessaessaebaessaensesnnas 18-2
Figure 18-2 Partitioned Logical NetWOTKS.........cccveierieriieieeieiie sttt ettt ae e s saesseeneenseennes 18-2
Figure 18-3 Menu 3.2 TCP/IP and DHECP S@tUP.....ceeiiiiiieiieiieee ettt 18-3
Figure 18-4 Menu 3.2.1 TP ALAS SETUP ...eveetieiieeieetieet ettt ettt e see e ne e 18-3
Figure 18-5 Menu 1 General SETUD .....cc.eeruieiiiiieietieeee ettt ettt ettt et e st et e e eeeaeenees 18-4
Figure 18-6 Menu 4 INternet ACCESS SETUP «...eeuvieuiirtieitieiieieete ettt ettt et ettt sb e b et e beeae e 18-5
Figure 19-1 Menu 11 Remote NOAe SETUP........ooueiiiiiiiieieieieese ettt s 19-2
Figure 19-2 Menu 11.1 Remote Node Profile..........cccoveiieoiiiiiiieiieieeic et 19-3
Figure 19-3 Menu 11.3 Remote Node Network Layer Options .........c.ccceevereereerieiiieneeseenieeeeeeeseesseenens 19-7

List of Figures Xiii



Prestige 650 Series User’s Guide

Figure 19-4 Sample IP Addresses for a TCP/IP LAN-to-LAN Connection...........cccceverererenereeeenieneennenns 19-9
Figure 19-5 Menu 11.5 Remote Node Filter (RFC 1483 or ENET Encapsulation)..........ccccccceeveveenuennnenne. 19-10
Figure 19-6 Menu 11.5 Remote Node Filter (PPPoA or PPPoE Encapsulation) ..........ccceccveevevveniernienennnne. 19-10
Figure 19-7 INtEINEt SECUTILY ......vevuieiieieeieeieeieeie et etestte st eteetestesseesseesseesaesseesseenseensesssessaeseensesnsesnnesnes 19-11
Figure 19-8 Menu 21- Filer Set Configuration (POSOH/HW).......ocoiiiiiiiiiiiieeeeeeeeeeee e 19-12
Figure 19-9 Menu 21.11- WebSet 11 ..ottt 19-12
Figure 19-10 Menu 21.12- WEDSEt 12....cuiiiiiiiiieeeee ettt s 19-12
Figure 19-11 Menu 11.6 for VC-based MUItipIEXiNg ........c.ceceeierierieriiieiieeeiieieieie et 19-13
Figure 19-12 Menu 11.6 for LLC-based Multiplexing or PPP Encapsulation............cccccecvevereenieennennnnne. 19-14
Figure 19-13 Traffic Redirect Setup EXamMPIe ........ccoooieiiieiiiiiicieiieceee e 19-14
Figure 19-14 Menu 11.1 — Remote Node Profile.........c.ccoueiieiieieiecieeeeeeeeeeee e 19-15
Figure 19-15 Menu 11.7 Traffic Redirect SEtUD ........eeveruieiiiieie ettt 19-16
Figure 20-1 Sample Static ROUtING TOPOIOZY ... .eoueirtieiieiieieeeete ettt e 20-1
Figure 20-2 Menu 12 Static ROUE SETUP........oiiiiiiiiiiieieeeeee et et 20-2
Figure 20-3 Menu 12.1 IP Static Route Setup (POSOH/HW)) .....oouiiiiiiiieiii e 20-2
Figure 20-4 Menul2.1.1 Edit IP Static ROULE.........ccieviieiieiecieiecieeee ettt ae s 20-3
Figure 21-1 Menu 11.1 Remote Node Profile..........c.cocviviiiiiiieniieiieiecieceee ettt 21-2
Figure 21-2 Menu 11.3 Remote Node Network Layer Options..........cceeceeeverierienieenieeieeieneeseeieeee e seees 21-2
Figure 21-3 Menu 12.3 Bridge Static ROULE SEUP .....cvievieiieeiieieeieee ettt 21-3
Figure 21-4 Menu 12.3.1 Edit Bridge Static ROULE .........c.ooouiiiiiieiieeee e 21-3
Figure 22-1 Menu 4 Applying NAT for INternet ACCESS .....cueruierieiieieeie ettt 22-2
Figure 22-2 Menu 11.3 Applying NAT to the Remote Node .........cceoueiiiiiriiiiiiieeeee e 22-3
Figure 22-3 Menu 15 NAT SEUP.....cciiriiiiiiteeeee ettt sttt ettt st st e st e ettt eeteebeenbeenbeas 22-4
Figure 22-4 Menu 15.1 Address Mapping Sets.......cccvevvieeiiriiiienienieeiieeieieesieesseesaesseeseeesseesseessesssesssessesssees 22-4
Figure 22-5 Menu 15.1.255 SUA Address Mapping RUIES .........ccccvevieriiiiiiienienieieeieeeeeeeesie e eve e 22-5
Figure 22-6 Menu 15.1.1 FIrSt SET......cciiiiiiiiiiieriieit ettt ettt e st eseenseenseenseenaenseesens 22-6
Figure 22-7 Menu 15.1.1.1 Editing/Configuring an Individual Rule in @ Set........cc.ccccevininininencniienennenn. 22-8
Figure 22-8 Menu 15.2 NAT SEIVET SETUD ....eeeueeiiertieiieiieieeiieetee sttt stesiee st ee e enee et e sseeste e seeneesseenneas 22-9
Figure 22-9 Menu 15.2.1 NAT SEIVET SEIUD .....eertieiuieieeieiiesieerie et stte sttt ettt et eeeesaesseeseeeneeeneeenee 22-10
Figure 22-10 Multiple Servers Behind NAT EXample.........cccoociiiiiiiiiiiiiieie e 22-11
Figure 22-11 NAT EXAMPLE ©...viiiiiiiiiiiieie ettt ettt e 22-12
Figure 22-12 Menu 4 Internet Access & NAT EXaMPIE ....cc.oeovivieiieiieniieiicieceeseeieee e e 22-12
Figure 22-13 NAT EXAMPLE 2....vieiiiiiiiieiiieieeit ettt ettt ettt ste et eaeesaessaesseesseesseessesssassaesseesseensennsenens 22-13
Figure 22-14 Menu 15.2.1 Specifying an InSide SErVer ..........ccoovveriieiiieciirierieeee et e 22-13
Figure 22-15 NAT EXAMPLE 3....eieiiiieiiecieieeie ettt ettt ettt etesete st e st enseesaeesaessaenseenseensesnsesns 22-14
Figure 22-16 Example 3: Menu L1.3 ..ottt et 22-15
Figure 22-17 Example 3: Menu I5. 1. 1.1 oottt 22-16
Figure 22-18 Example 3: Final Menu 15. 1.1 ..o 22-16
Figure 22-19 NAT EXAMPIE 4 .....ouiiuiiiieieeeee ettt ettt et ettt ese et e beseeebeeneeneeneenean 22-17
Figure 22-20 Example 4: Menu 15.1.1.1 Address Mapping Rule..........cccocvevieienienieciieieeieseeie e 22-18
Figure 22-21 Example 4: Menu 15.1.1 Address Mapping Rules..........cccoevvivviirienieniieiieieeieseeie e 22-18

Xiv List of Figures



Prestige 650 Series User’'s Guide

Figure 23-1 Outgoing Packet Filtering PrOCESS .........cccveviieciiiiiiieiierieeie ettt sa e ve e 23-2
Figure 23-2 Filter RULE PrOCESS.......ccviiieiieiieiiciieeiietteie ettt ettt ettt esteebeesbeessesssessaeseesseensesnnas 23-3
Figure 23-3 Menu 21 Filter Set Configuration (P6SOH/HW) .......ccviiiiiiiiiiiiieieece e 23-4
Figure 23-4 NetBIOS_WAN Filter RUleS SUMMATY .......c.ccoveiiiiieiieiieie et 23-5
Figure 23-5 NetBIOS_LAN Filter Rules SUmMmary ...........cccoooieiieiieiiiie e 23-5
Figure 23-6 IGMP Filter RUIES SUMMATY ......cc.eiiuiiiiiiieiieiec ettt 23-5
Figure 23-7 Menu 21 Filter Set Configuration (P650R and P650R-E)........cccoeoieiiiiiiininiiiiieceeee 23-6
Figure 23-8 TELNET WAN Filter Rules SUMMATY ..........ccccoiiiiiiiieieeeeeeeee e 23-7
Figure 23-9 PPPOE Filter Rules SUMMATY..........ccoooiiiieiiiiieiieiieieee ettt sraesaeeseesaeennes 23-7
Figure 23-10 FTP_WAN Filter Rules SUMMATY .........ccoovieiiieiiiiieiiecieeie ettt sae e esae s 23-7
Figure 23-11 Menu 21.X.1 TCP/IP Filter RUIC .......ccccoviiiiiiiieieeieteeee et 23-10
Figure 23-12 Executing an IP FIlter.........ccooiiiuiiiiiiiee et s 23-13
Figure 23-13 Menu 21.6.1 Generic Filter RUle .........cccooiiiiiiiiieeeeee e 23-14
Figure 23-14 Protocol and Device FIlter Sets .........cociiiiiriiriiiiiereeeei et 23-16
Figure 23-15 Sample TeINet FIlter........coiiiiiiieiiieeeee ettt 23-17
Figure 23-16 Menu 21.6.1 SamPle Filter ........ccoiiiiiiiiiiiiiiiesieseee ettt 23-18
Figure 23-17 Menu 21.6 Sample Filter Rules SUMMAry ...........cccoeevieiieienieniieiicie e 23-19
Figure 23-18 Filtering Ethernet Traffic..........oocvoiiieiiiieieieee e 23-20
Figure 23-19 Filtering Remote Node Traffic .........cccvviiiiiiiieiieiee e 23-21
Figure 24-1 SNMP Management MOdel.........ccooiiiiiiiiiiiiiee ettt 24-1
Figure 24-2 Menu 22 SNMP CONfigUIAtiON........cceeiiiuieiieieeie ettt eeee sttt eeee e seeesneeaeenees 24-3
Figure 25-1 Menu 23 SYSteIM SECUIIEY....c..eertieiiriiriieitietteteete sttt ettt st e st ettt eaeesbeesbeebeebeenaesaees 25-1
Figure 25-2 Menu 23 SYStEIM SECUIILY....c..eeottiiieiieriieitiettete ettt sttt ettt et ettt eatesbeesbeebeebeenaeeaees 25-1
Figure 25-3 Menu 23.2 System Security : RADIUS SEIVEr ......ccoocveviieviiiiiiieeierieeieeeeeee et 25-2
Figure 25-4 Menu 23 SYStEIM SECUIILY ....cc.eervieriieieeieriiesieesteetesteseeesseesseessesseesseesseesseessesssesssesseesseessesssessees 25-3
Figure 25-5 Menu 23.4 System Security : [EEE802.1X ....cccvviiiieniieiieie ettt 25-4
Figure 25-6 Menu 14 Dial-in USET SEUD.....c.eecvieieeieriieiieieeiestestesttesteeaeseeseesseesseesseensesssessaesseenseensesnnes 25-6
Figure 25-7 Menu 14.1 Edit Dial-in USET ......cccuieiiiiiiiieiieieeie ettt 25-6
Figure 26-1 Menu 24 System MaiNteNANCE ..........ccceeiuieiiieiieeieiie et eteeee e eeeseee st enee e e sseesseeseeeseeeaeenees 26-1
Figure 26-2 Menu 24.1 System Maintenance : StatUS.........ccceoueiierierieniienieeie ettt eeees 26-2
Figure 26-3 Menu 24.2 System Information and Console Port Speed..........ccccocevviniinininiinienenceeee, 26-3
Figure 26-4 Menu 24.2.1 System Maintenance : Information .............cccceevevieeeiircieriieneeneeie e 26-4
Figure 26-5 Menu 24.2.2 System Maintenance : Change Console Port Speed.........cceevveeiivieiieneenieeienen. 26-5
Figure 26-6 Menu 24.3 System Maintenance : Log and Trace .........ccceecvveverieneerieiiie e 26-6
Figure 26-7 Sample Error and Information MeESSAZES ........ceevuerverierieriieieeieeiesieeieeieeaesaesenesseesseeseennes 26-6
Figure 26-8 Menu 24.3.2 System Maintenance : Syslog and AcCOUNting..........c.eeverueerirerierienieneeneeeeeee. 26-6
Figure 26-9 Menu 24.4 System Maintenance : DIa@noStiC .......coovevierieriieieiieeierieeie e 26-9
Figure 27-1 Telnet in MENU 24.5.......ouiiiiieeieeieee ettt ettt ettt s ae et e e ae e e eae e 27-3
Figure 27-2 FTP SeSSi0n EXaMPIE......ocuiiiiiiiiiiiiiieiie ettt 27-4
Figure 27-3 Menu 24.5 System Maintenance - Backup Configuration..............ccoecvevveviiecienieniieneenieeneenne. 27-6
Figure 27-4 Menu 24.5 System Maintenance — Starting Xmodem Download Screen...........cccccceevenennene. 27-6

List of Figures XV



Prestige 650 Series User’s Guide

Figure 27-5 Backup Configuration EXampIe..........cccoecviiiiriieriieiiieiieiesieseesie ettt ssaesseenne s 27-7
Figure 27-6 Successful Backup Confirmation SCIEEN .........c.cccverrieriierierieiieiienieesieereeetesreesseesseeseessesseensens 27-7
Figure 27-7 Telnet int0 MEMU 24.6 .......c.eecviiiiiieriieieeie et eiee st et e e e aesteesteesseesessaesseesseenseenseessesnsesssenseensens 27-8
Figure 27-8 Restore Using FTP Session EXamPIe.........cccvvciiiieiieiieiieie et 27-9
Figure 27-9 System Maintenance — Restore Configuration .............cceceeeeeiieiienieneeeeeceee e 27-9
Figure 27-10 System Maintenance — Starting Xmodem Download Screen............coecveieeiinieieecieeieneeen. 27-9
Figure 27-11 Restore Configuration EXample .........ccoooiiiiiiiiiiiiieieieeese e 27-10
Figure 27-12 Successful Restoration Confirmation SCIEeN ............cevueruirirerieieieieie e 27-10
Figure 27-13 Telnet Into Menu 24.7.1 Upload System FIrmware ............cccceeveveerieniieciiecieeieneesieeee e 27-11
Figure 27-14 Telnet Into Menu 24.7.2 System Maintenance ..........c.covevverreerreeeeeieeneeseesseessesseseesseesseenns 27-11
Figure 27-15 FTP Session Example of Firmware File Upload...........cccccveviiriiniinieieeeeeeee e 27-12
Figure 27-16 Menu 24.7.1 as seen using the Console Port..........cooccoviiiiiiiiiiiiieeeeee e 27-14
Figure 27-17 Example Xmodem UpPLoad...........cocoiiiiieiieiieececeeee ettt 27-14
Figure 27-18 Menu 24.7.2 as seen using the Console Port ... 27-15
Figure 27-19 Example Xmodem UpPload..........cccooiiiiiiiiiiiie ettt 27-16
Figure 28-1 Command Mode in MENU 24 ...........ccoovuieiieiieieniienieecieeeeseesteesreesaesaesseesseesseesseessesssesseesseesses 28-1
Figure 28-2 Valid COMMANGS ......ccueeiviiieiieiieiteie ettt esteeteetestestaesteesseessessaesseesseesseesseesseessesssesseessens 28-2
Figure 28-3 Menu 24.9 System Maintenance : Call Control ..........ccoccevveriierieneerie e 28-2
Figure 28-4 Menu 24.9.1 Budget Management .............cccueerueeeieniesieseeneeeeeseeseeseeesseenseessessaessaesseensesssensens 28-3
Figure 28-5 Menu 24 System MaiNteNaNnCe ...........cerueeiieiiriieriieie et eeesieesiee st et eeeeeseeesseeneeeteeneeeneesseennens 28-4
Figure 28-6 Menu 24.10 System Maintenance: Time and Date Setting ............ccoooeveerieniiiinienerieeeee 28-4
Figure 29-1 Menu 24.11 Remote Management CONtrol .............ccoiiiiiiiieieieerese et 29-2
Figure 30-1 Menu 25 IP Routing POliCY SEtUP .....c.eeuiiieiiiiieee ettt 30-2
Figure 30-2 Menu 25.1 IP Routing POLICY SELUP ......ieviiiieiieiieieeieeieeeecteste ettt esbe e ae s 30-3
Figure 30-3 Menu 25.1.1 IP ROULING POLICY ....uviiuiieiieiieiieiecieetesie ettt st esbesssessaenne s 30-4
Figure 30-4 Menu 3.2 TCP/IP and DHCP Ethernet Setup .......c.cccveviereecierieiiereee e 30-6
Figure 30-5 Menu 11.3 Remote Node Network Layer Options..........ccceceeeverierienieenieeieeieseesieeieeee e seens 30-6
Figure 30-6 Example of IP POlicy ROULING........coiiiiiiiiiiiiieeeeeee et 30-7
Figure 30-7 IP Routing Policy EXamPle .........cccoeiiiiiiiiiiiieeeee ettt 30-8
Figure 30-8 IP Routing Policy EXamPLe .........ccooriiiiiiiiiiiieieieeee et 30-9
Figure 30-9 Applying IP Policies EXamPple........ccooiiiiiiiiiiiiiieieeee et 30-9
Figure 31-1 Menu 26 SChedule SEUP.......cccvevvieiieiieiecieeieeieet ettt ettt esseesseessesssessaenseas 31-1
Figure 31-2 Menu 26.1 Schedule St SEUP........occviiieriieiieieeeeeesteese ettt esbeessessaesaes 31-2
Figure 31-3 Applying Schedule Set(s) to a Remote Node (PPPOE)........ccccccovievienieiieeieeeeeeeee 31-4

Xvi List of Figures



Prestige 650 Series User’'s Guide

Table 1-1 Model SPecific FEATUIES. .....cc.eeruieiieeieei ettt ettt ettt et s aeeaeeae e snee e

TaDIE 2-1 PASSWOTA .....eiiiieitie ettt ettt st sb ettt et ea e e bt et e e s b e e bt eaeeaesaeesaeenee 2-3
Table 3-1 WIZard SCIEEM 1 .....coouiiiiiiiiiiieiee ettt ettt ettt s e b e e enee 33
Table 3-2 Internet Connection With PPPOE ............cccociiiiiiiiiiiieice ettt 3-7
Table 3-3 Internet Connection With RFC 1483 ........cciiiiiiiiiiiiecierteit ettt se e seae e e 3-9
Table 3-4 Internet Connection With ENET ENCAP........ccccoiiiiiiiiiieiet et 3-10
Table 3-5 Internet Connection With PPPOA ..........cooiiiiiiiiieiee ettt 3-11
Table 3-6 Wizard : LAN CONfIGUIAtION .......c.ceouieiiiiiitieitieeeie ettt ettt seee e naeeae s 3-14
B 10) (o B I PR URURR 4-4
TADIE 51 WITELESS ... eeneeuteteie ettt ettt sttt ettt et a et e e ae e teeb e ebeebeeaeemsenseeebesseebesseeneeneenbeaaeaseeneeneaneens 5-5
Table 5-2 MAC AdAIess FIILT .......co.oiiiiiieieieee ettt ee ettt e sae e beeaeeneene 5-9
TADIE 573 B02.TX 1ottt ettt ettt b e s bt bt e st et b et b e bt bt a e st e b et bbbt et en b et et e b e 5-12
Table 5-4 Local USET Database .........cceoeririiriieieieieiesie ettt ettt sb e st eb et e e e 5-15
Table 5-5 RADIUS ...ttt ettt ettt ettt be s bt bt et e e st et e bbbt e st st et enae b nee 5-16
Table 6-1 INLEINEt ACCESS SELUP ....eerurierutieriieriiesteesteesteesteesbeeebeesbeesateesabeesateesabeesaseesabeesaseesabeesaseesabeesnseesas 6-4
Table 7-1 NAT DETINITIONS .. .eeiuietiereieie ettt ettt et ettt st et e e steeteeseeeuee e st e st enseeneeeseeeseeaseeseeseenaeeneesneenne 7-1
Table 7-2 NAT MaPPING TYPES .-eeveerieeieiieieeeieet et et et eteete st eesaeesteeteeneeeseeeseesseeseenseentesneesneeseeseeneesneenns 7-4
Table 7-3 Services and Port NUMDETS ........ccoiiiiiiiieeee ettt ettt ettt be e eneene 7-6
TaDIE 7-4 AT IMOME ...ttt ettt ettt ettt e a e et e e bt et e e bt e st ens e s e sebeseeebesseeseeneensesseeaeeneeneaneans 7-8
Table 7-5 Edit SUA/NAT SEIVET SEL......icciiiiieiiertieitieiietestestesteesteeteseesseesseesseessesssesssessaessesssesssesssesssesssens 7-9
Table 7-6 Address Mapping RUIES ..........cciiiiiiiiiiiieciee ettt ve e et aeesveseeessaeseenseens 7-11
Table 7-7 Address Mapping RUle Edit.........cccooieiiiiiiiieiieieie ettt 7-13
TabIe 8-1 DIDNS.... ettt ettt ettt ettt b e s bbbt ebt e st et et e sa e b e sbeebt et et et e nte e bt sbeeaeene 8-2
TabLe -1 TIME/DALE........eeueieieeeiie ettt ettt ettt et ettt e e et e e et e et et eeaeeese e st enteenseeseeeseeaseeseeseenseeneesneenne 9-2
Table 10-1 Remote MaNaEMENL .........cc.eeuiireieiieieeieeie et te et et eeeeteeaeeste e teeneeeneeeseesseenseenseeneesseesneeneeneeenees 10-3
Table 11-1 Configuring UPNP ........cooiiiiiiieee ettt sttt et e it e eae 11-3
Table 12-1 Application and Subnet-based Bandwidth Management Example............ccccooeeririnniienenennnne 12-3
Table 12-2 Bandwidth Manager: SUIMIMATY ............ccevvveruieriireesiesteeteeteseesseesseeseesesssesseesseessesssesseesseenes 12-10
Table 12-3 Bandwidth Manager: Class SCTUD ........covervirriiiieiierieeie ettt ere st e steesreesseseesreesseenseenns 12-12
Table 12-4 Bandwidth Manager: Class Configuration ............ccoecveeiierieesieeiienienieneeie e 12-13
Table 12-5Services and Port NUMDETS ........c.eviiriieiiieie ettt sae et esseeseeeesneesseeseenes 12-15
Table 12-6 Bandwidth Management StatiSTICS ........ceeruirrerrierierierieeie et etie ettt e e 12-16
Table 12-7 Bandwidth Manager MONILOT ...........cc.ieiiriiriiiieieese ettt ettt seee e e e 12-17
Table 13-1 SYSTEIM SALUS ....eeutiiiiiiieitieeee et ettt ettt ettt e b et e e seee s b e e beebeenaeeaees 13-3
Table 13-2 System Status: SHOW STAtISTICS . ....cueruiriitieieiieie ettt 13-5
Table 13-3 DHECP TabBIE ...c.veevieeiiiieiieciteit ettt ettt st te e be e b e esaesseesseesseesseesseessenssessaessaensanssessnas 13-7
Table 13-4 ASSOCIAION LLISt......ccieriiiiieiieieeieieeie ettt ettt ete et e steesteebeesseesbeesaesseesseessesssessaesseensenssessnas 13-8
Table 13-5 Channel Usage Table.........cccveiuiiiiiiieienieieieeie ettt sttt et seesseeseensesnnas 13-9
Table 13-6 DIiagnostic GENETAL..........c.cceeriieriieieiie ettt ettt e ete st et eesbeensesnaesseesseenseensesseesseenseenes 13-10

List of Tables XVii



Prestige 650 Series User’s Guide

Table 13-7 Diagnostic DSL LINE .....ccueecviiiiiieciieiieiietestest ettt ettt esve e be e b e essessaeseessasnnenes 13-12
Table 13-8 FIrmware UPGIade........cccuvecveiieriieriieiieieeiesieeteetestestte e eaessvessaesaeesseessesssesssesseesseesseessesssenses 13-13
Table 14-1 Main Menu COMMANAS .......cccoererieieiiiiienenere ettt sttt ettt et ennenee 14-4
Table 14-2 Main Menu Summary for POSOHW ...........coooiiiiiiieicece et 14-5
Table 15-1 Menu 1 GEeNeral SELUP ......ccoueeiiiiiiieieee ettt sttt ettt e saee st et e e enteeneesseenaean 15-2
Table 15-2 Menu 1.1 Configure Dynamic DNS ........cooiiiiiiiiiieee e 15-3
Table 16-1 DHCP Ethernet Setup Menu FIelds ..........coieviieiiiiiiiiiiieieceeceece ettt 16-3
Table 16-2 TCP/IP Ethernet Setup Menu FieldS.......c.cooviiviiiiiiiiiiiiieccce e 16-3
Table 17-1 Wireless LAN Setup Field DeSCription..........c.cccverierieeriiecieiieiienieenieeeeeeeseeesseesseeseessesssesseesses 17-2
Table 17-2 Menu 3.5.1 WLAN MAC Address Filtering..........cccccvevvieeiercieriieiieneeie e eeeseesreeve e eve e 17-4
Table 18-1 Menu 3.2.1 TP ALIAS SELUP ....eecveeieeiieriietiett ettt ettt st st sae e et e eseesseesseenseenseensenseensens 18-4
Table 18-2 Menu 4 INternet ACCESS SELUP ....uveruieruieriieiieiietie sttt ettt ettt eeeeeseeeseeeteeneeeneesneesseensens 18-5
Table 19-1 Menu 11.1 Remote Node Profile ..........ccooiiiiiiiiiieeeeeee e 19-3
Table 19-2 Menu 11.3 Remote Node Network Layer OPtions .........cc.coererererereeieieiee e 19-7
Table 19-3 Menu 11.1 — Remote Node Profile (Traffic Redirect Field) ........cccovevvivieiieiieiiiicceeieeee 19-15
Table 19-4 Menu 11.7 Traffic Redirect SCtUP ......ceevvieriiiiieiieiieie ettt 19-16
Table 20-1 Menul2.1.1 Edit IP Static ROULE .....c.ccouiiiiiiiiiiiiieieteeeeee e 20-3
Table 21-1 Menu 11.3 Remote Node Network Layer Options : Bridge Fields.........cccecveeirienveneeieneen. 21-3
Table 21-2 Menu 12.3.1 Edit Bridge Static ROULE .........cecvieiiiieeieieeeee ettt 21-4
Table 22-1 Applying NAT in Menus 4 & 11.3 ..ottt 22-3
Table 22-2 SUA Address Mapping RULES .........ccooiiiiiiiiiieeeeese ettt 22-5
Table 22-3 Menu 15.1.1 FIIST Set....eoiuiiiiiiiiieiieeet ettt bttt et ettt et e b e b s 22-7
Table 22-4 Menu 15.1.1.1 Editing/Configuring an Individual Rule in a Set .........c.cccocoiiiiiiiiiineeee 22-8
Table 23-1 Abbreviations Used in the Filter Rules Summary Menu ...........cccoovevierieniieieeieneeieeee e 23-8
Table 23-2 Rule Abbreviations USEd ..........coeeieieiiriiniiiiiiiniteeeiteee ettt 23-8
Table 23-3 Menu 21.x.1 TCP/IP Filter RUIE ......c..ccoiiiiiiiiiiiiiicceseeeeeee s 23-10
Table 23-4 Menu 21.6.1 Generic Filter RuUle ........cccooioiiiiiiiiiiiiiiieccccese e 23-15
Table 23-5 FIlter SetS TabIE ........oeiuiiieiieiiee ettt ettt e e et e s e neebeeeeeneeens 23-20
Table 24-1 Menu 22 SNMP CONTIGUIATION .....eouuieiiieeietietieteeie ettt ettt sttt e see et enteeseeseeeste e e eneesseenneas 24-3
Table 24-2 SINIMP TTAPS.....ceitieeieeiiieeiteeeteeete et esteestteesttesteeesaeesteeesseesssaeasseessseeanseesssessssessnseeensessnseennseenn 24-4
Table 24-3 Ports and INtErface TYPES.......couerererieiieieieie sttt ettt st ettt e e b b ebe et st eneeneenes 24-4
Table 25-1 Menu 23.2 System Security : RADIUS S@IVET......c.coiveiiircieiieriieniieieeee ettt eveeveeeesseensees 25-2
Table 25-2 Menu 23.4 System Security : IEEES02.1X ......cccveiiiiiieiieieeieseeceeie ettt 25-4
Table 25-3 Menu 14.1 Edit DIal-In USET........cccerieiiiiiiniiniinieneeiteeet ettt 25-6
Table 26-1 Menu 24.1 System Maintenance : STAtUS ..........ccuereereererierieesieneeseeee e seeesseesseeseesresseenseenses 26-2
Table 26-2 Menu 24.2.1 System Maintenance : Information..............ccoeeeriiiiiiiiniiiiieeeeee e 26-4
Table 26-3 Menu 24.3.2 System Maintenance : Syslog and AcCOUNtING..........ccceeveeiiieieeierieneeeeie e 26-7
Table 26-4 Menu 24.4 System Maintenance Menu : DIagnostic ........cceeouereereenirniiiienieneeieeieeeeeeenieeenn 26-9
Table 27-1 Filename CONVENTIONS ........cceiiiuirieieieieieste sttt eeeetteieeee e stes e et eteeseeseesseeeseaseeseebeeseeneeneensenes 27-2
Table 27-2 General Commands for GUI-based FTP CLENtS .........cceruerireniniiiiieieienieeseeeeeeee e 27-4
Table 27-3 General Commands for GUI-based TFTP CHENts ..........ccceoerererinireeieienieseseeeeeeeeeeeeene 27-6

XViii List of Tables



Prestige 650 Series User’'s Guide

Table 28-1 Menu 24.9.1 Budget Management .............c.ccvvereeriierieeiieeiesienieereereeesessaesseesseeseesesssesseesaessnes 28-3
Table 28-2 Menu 24.10 System Maintenance: Time and Date Setting ..........ccccceevvveviievienieneenieeieereneeenen 28-5
Table 29-1 Menu 24.11 Remote Management CONIOL...........c.ecveriieriieienieniereeie et seee e 29-2
Table 30-1 Menu 25.1 IP RoOUting POlICY SETUP .....ccvieiieiieieeiecieceeie ettt 30-3
Table 30-2 Menu 25.1.1 TP ROULING POLICY ....eeuvieiiieiieeieiieeee ettt s 30-4
Table 31-1 Menu 26.1 Schedule Set SETUP. ......cueeiiiieieeee e 31-2

List of Tables XiX



Prestige 650 Series User’s Guide

List of Chart

Chart A-1 Troubleshooting POWEr LED ........cccciiiiiiiiiiiiiieiee ettt A-1
Chart A-2 Troubleshooting LAN LED .......cccoiiiiiiiieeee ettt ettt s eneeneas A-1
Chart A-3 Troubleshooting DSL LED ........cciiiiiiiiieieeese ettt sttt ettt sbe e eneeneas A-2
Chart A-4 Troubleshooting Console POrt.............ccuiviiiieriiriieiieieeiestee ettt r e e s sreesseesseenseas A-2
Chart A-5 TroubleShOOtiNg TEINEL........cceeciiiiiiieiierieet ettt et ste e eebeebesseesaeesseesseesseesseessens A-2
Chart A-6 Troubleshooting Web CONfIgUIALOL............ccveriieiieieeiereeie et eee sttt sae e seeseesseeseenseenseensens A-3
Chart A-7 Troubleshooting Internet Browser DiSplay .........cccecveeiiriierierienieieeie et A-4
Chart A-8 Troubleshooting Login Username and Password.............ccccoeoiiiiiiienieiiiicieeeee e A-4
Chart A-9 Troubleshooting LAN INtEITACE ........coviiiuieiieiieeeies ettt A-4
Chart A-10 Troubleshooting ADSL CONNECLION ......c.ceueriiriirieeiietieieeeieeie e ste sttt ettt et ee e seeseesbeseeeneeneas A-5
Chart A-11 Troubleshooting WAN INtEITACE ........c.eerieiiriiiiiiieeiee et A-5
Chart A-12 Troubleshooting INTEIMEt ACCESS ......ccviruierrieiiiiieiertierieeieereeteseesteesteeaeeaesseesseesseeseesseesseessens A-5
Chart A-13 Troubleshooting Internet CONNECHION. ........c.ccverrierieeiieieiieieereeie e eteeeeesreesteeseesseesaesseesseensens A-6
Chart A-14 Troubleshooting Remote Management .............ceeceerueeeierierienienieeee e seeseeeseeseeseesseesseeseesens A-6
Chart A-15 Troubleshooting Connecting to a Remote Node or ISP .........cccooviiiiiiiiiniirieieeeeeeeeee A-7
Chart B-1 Classes Of [P AQAIESSES. ... .eeuueruieitieitieieeie ettt ettt sttt e sae s e et eestesaeesteenteeneeeneenneens B-1
Chart B-2 Allowed IP Address Range By Class .........cccoeiieiieiiiieiieiieeee ettt B-2
Chart B-3 “Natural” IMasKS. ........ooiieiiiieeee ettt ettt est et et e be s aeebeseeebe et ensensensesaesaea B-2
Chart B-4 Alternative Subnet Mask NOTAtION .......c.couiiiiiiieiiee et B-3
Chart B-5 SUDNEE 1 ..ottt et b e bt st besb e bt et et et e tenbe e B-4
Chart B-6 SUDNEE 2 ......c.oouiiiiiiiieee ettt ettt h bt e h ettt et et e s bt s bt ebesbeeb e et e s et e tenbenae s B-4
Chart B-7 SUDNEE 1 ..ottt et ettt st sh et ebe et enaenbe e B-5
Chart B-8 SUDNEE 2 .......eoiiiiiiieriiee ettt sttt ettt et et b s bbbt bbbt s et ae b nae e B-5
Chart B-9 SUDNET 3 ...ttt ettt et e et e et e e st e e st e sae e et e neeeaeeentesae e st enseeneeeneenneans B-5
Chart B-10 SUDNEE 4 ...ttt ettt ettt e et e st e bt et e mteeseesseesseeaseenneenseenseeneeeneenneans B-6
Chart B-11 Eight SUDNELS .....c.eoiiiiiiit ettt ee ettt s a e b st ese et e e e e eesbesaeas B-6
Chart B-12 Class C Subnet PLANMNING .......cccoouiiiiiiiietieieietee ettt ese e ste e sne e B-6
Chart B-13 Class B Subnet PIanning............cccccveiiiriieniieiieieeiesieesie et etesee e e sieesaessaesseesseesseesseessesssesssesseens B-7

XX List of Charts



Prestige 650 Series User’'s Guide

Preface

Congratulations on your purchase from the Prestige 650 ADSL Router series.

Your Prestige is easy to install and configure. Use the web configurator, System Management Terminal
(SMT) or command interpreter interface to configure your Prestige. Not all features can be configured
through all interfaces.

Don’t forget to register your Prestige online at www.zyxel.com for free future
product updates and information.

About This User's Guide

This manual is designed to guide you through the configuration of your Prestige for its various applications.
The web configurator parts of this guide contain background information on features configurable by web
configurator. The SMT parts of this guide contain background information on features not configurable by
web configurator.

Related Documentation
> Supporting Disk

Refer to the included CD for support documents.
> Compact Guide or Read Me First

The Prestige 650H and Prestige 650HW come with a Compact Guide. The Prestige 650R and the
Prestige 650R-E use a Read Me First. Both of them are designed to help you get up and running
right away. They contain connection information and instructions on getting started. The Compact
Guide contains additional information on the Wizard and key feature configuration.

> Web Configurator Online Help
Embedded web help for descriptions of individual screens and supplementary information.

> ZyXEL Glossary and Web Site
Please refer to www.zyxel.com for an online glossary of networking terms and additional support
documentation.

Syntax Conventions

e “Enter” means for you to type one or more characters. “Select” or “Choose” means for you to use one
predefined choices.

e  The SMT menu titles and labels are in Bold Times New Roman font. Predefined field choices are in
Bold Arial font. Command and arrow keys are enclosed in square brackets. [ENTER] means the
Enter, or carriage return key; [ESC] means the Escape key and [SPACE BAR] means the Space Bar.
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e  Mouse action sequences are denoted using a comma. For example, “click the Apple icon, Control
Panels and then Modem” means first click the Apple icon, then point your mouse pointer to Control
Panels and then click Modem.

e For brevity’s sake, we will use “e.g.,” as a shorthand for “for instance”, and “i.e.,” for “that is” or “in
other words” throughout this manual.

e The Prestige 650 series may be referred to as the Prestige in this user’s guide. This refers to both
models (ADSL over POTS and ADSL over ISDN) unless specifically identified.

e  The Prestige models with wireless features will be referred to as the Prestige 650H/HW.

The following section offers some background information on DSL. Skip to
Chapter 1 if you wish to begin working with your router right away.

User Guide Feedback

Help us help you. E-mail all User Guide-related comments, questions or suggestions for improvement to
techwriters@zyxel.com.tw or send regular mail to The Technical Writing Team, ZyXEL Communications
Corp., 6 Innovation Road II, Science-Based Industrial Park, Hsinchu, 300, Taiwan. Thank you.
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Introduction to DSL

DSL (Digital Subscriber Line) technology enhances the data capacity of the existing twisted-pair wire that
runs between the local telephone company switching offices and most homes and offices. While the wire
itself can handle higher frequencies, the telephone switching equipment is designed to cut off signals above
4,000 Hz to filter noise off the voice line, but now everybody is searching for ways to get more bandwidth to
improve access to the Web - hence DSL technologies.

There are actually seven types of DSL service, ranging in speeds from 16 Kbits/sec to 52 Mbits/sec. The
services are either symmetrical (traffic flows at the same speed in both directions), or asymmetrical (the
downstream capacity is higher than the upstream capacity). Asymmetrical services (ADSL) are suitable for
Internet users because more information is usually downloaded than uploaded. For example, a simple button
click in a web browser can start an extended download that includes graphics and text.

As data rates increase, the carrying distance decreases. That means that users who are beyond a certain
distance from the telephone company’s central office may not be able to obtain the higher speeds.

A DSL connection is a point-to-point dedicated circuit, meaning that the link is always up and there is no
dialing required.

What is ADSL?

It is an asymmetrical technology, meaning that the downstream data rate is much higher than the upstream
data rate. As mentioned, this works well for a typical Internet session in which more information is
downloaded, for example, from Web servers, than is uploaded. ADSL operates in a frequency range that is
above the frequency range of voice services, so the two systems can operate over the same cable.

Introduction to DSL Xxiii






Getting Started

Part I:

Getting Started

This part is structured as a step-by-step guide to help you access your Prestige. It covers key
features and applications, accessing the web configurator, password setup and configuring the
wizard screens for initial setup.
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Chapter 1
Getting To Know Your Prestige

This chapter describes the key features and applications of your Prestige.

1.1 Introducing the Prestige 650 Series

Your Prestige integrates high-speed 10/100Mbps auto-negotiating LAN interface(s) and a high-speed ADSL
port into a single package. The Prestige is ideal for high-speed Internet browsing and making LAN-to-LAN
connections to remote networks. By integrating DSL and NAT, the Prestige provides super-fast Internet
access to multiple users at minimum cost.

The Prestige 650R and Prestige 650R-E is a router and includes two models, one for ADSL over POTS
(Plain Old Telephone System) and one for ADSL over ISDN (Integrated Synchronous Digital System).

The Prestige 650H and Prestige 650HW have an integrated four-port switch with an embedded PCMCIA
wireless card slot. The Prestige 650H/HW provides a wireless LAN connectivity allowing users to enjoy the
convenience and mobility of working anywhere within the coverage area. The Prestige 650HW includes a
wireless LAN card, but the Prestige 650H doesn’t.

Only use firmware for your Prestige’s specific model. Refer to the label on the
bottom of your Prestige.

The web browser-based Graphical User Interface provides easy management and is totally independent of the
operating system platform you use.

1.2 Features of the Prestige

The following sections describe the features of the Prestige series. Features vary by Prestige model. This
table only lists the key features of the Prestige series. Please refer to the feature descriptions below for more
details.

Some features are not available in every model. Refer to the Model Specific
Features table to see what features are specific to your Prestige model.
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Table 1-1 Model Specific Features

PRESTIGE MODEL P650R P650R-E P650H/HW
FEATURES
Wireless Slot 0]
Wireless LAN Card o]
Four-Port Switch 0]
Console Port (0] (0]
Auto-crossover 10/100 Mbps Ethernet LAN 0] 0] 0]
Reset Button O 0] 0]
Power Switch o O O
IEEE 802.1x Network Security o
Traffic Redirect O 0
Bandwidth Management (0]
IP Policy Routing (0] (0] (0]
UPNnP o] O )
Remote Management (0] 0
Table Key: An “O” in a model’s column shows that the model has the specified feature. A number
specific to an individual model may alternately be displayed. The information in this table was correct at
the time of writing, although it may be subject to change.

> Four-Port Switch

A combination of switch and router makes your Prestige a cost-effective and viable network solution. You
can connect up to four computers to the LAN ports on you Prestige without the cost of a hub.

» High Speed Internet Access

Your Prestige ADSL router can support downstream transmission rates of up to 8Mbps and upstream
transmission rates of 832 Kbps. Prestige with ADSL over POTS also supports rate management.

> |IEEE 802.11b 11Mbps Wireless LAN

The 11 Mbps wireless LAN provides mobility and a fast network environment for small and home offices.
Computers with wireless LAN Ethernet adapters can connect to the local area network without any wiring
efforts and enjoy reliable high-speed connectivity. This feature is not available on all models.
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> PPPoE Support (RFC2516)

PPPoE (Point-to-Point Protocol over Ethernet) emulates a dial-up connection. It allows your ISP to use their
existing network configuration with newer broadband technologies such as ADSL. The PPPoE driver on the
Prestige is transparent to the computers on the LAN, which see only Ethernet and are not aware of PPPoE
thus saving you from having to manage PPPoE clients on individual computers.

» |IEEE 802.1x Network Security

The Prestige supports the IEEE 802.1x standard to enhance user authentication. Use the built-in user profile
database to authenticate up to 32 users using MDS5 encryption. Use an EAP-compatible RADIUS (RFC2138,
2139 - Remote Authentication Dial In User Service) server to authenticate a limitless number of users using
EAP (Extensible Authentication Protocol). EAP is an authentication protocol that supports multiple types of
authentication.

» Network Address Translation (NAT)

Network Address Translation (NAT) allows the translation of an Internet protocol address used within one
network (for example a private IP address used in a local network) to a different IP address known
within another network (for example a public IP address used on the Internet).

> Traffic Redirect

Traffic Redirect forwards WAN traffic to a backup gateway on the LAN when the Prestige cannot connect to
the Internet, thus acting as an auxiliary backup when your regular WAN connection fails.

» Bandwidth Management

Bandwidth management allows you to allocate network resources according to defined policies. This policy-

based bandwidth allocation helps your network to better handle real-time applications such as Voice-over-1P
(VoIP).

» Universal Plug and Play (UPnP)

Using the standard TCP/IP protocol, the Prestige and other UPnP enabled devices can dynamically join a
network, obtain an IP address and convey its capabilities to other devices on the network.

» 10/100M Auto-negotiation Ethernet/Fast Ethernet Interface

This auto-negotiation feature allows the Prestige to detect the speed of incoming transmissions and adjust
appropriately without manual intervention. It allows data transfer of either 10 Mbps or 100 Mbps in either
half-duplex or full-duplex mode depending on your Ethernet network.
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» Dynamic DNS Support

With Dynamic DNS support, you can have a static hostname alias for a dynamic IP address, allowing the
host to be more easily accessible from various locations on the Internet. You must register for this service
with a Dynamic DNS client.

» Multiple PVC (Permanent Virtual Circuits) Support

Your Prestige supports up to 8§ PVC'’s.
» ADSL Standards

¢ Full-Rate (ANSI T1.413, Issue 2; G.dmt (G.992.1) with line rate support of up to 8 Mbps
downstream and 832 Kbps upstream.

¢ Glite (G.992.2) with line rate support of up to 1.5Mbps downstream and 512Kbps upstream.

¢ Supports Multi-Mode standard (ANSI T1.413, Issue 2; G.dmt (G.992.1); G.994.1 and G.996.1 (for
ISDN only); G.991.1;G.lite (G992.2)).

¢ Supports OAM F4/F5 loop-back, AIS and RDI OAM cells.
¢ ATM Forum UNI 3.1/4.0 PVC.
¢ Supports up to 8 PVCs (UBR, CBR, VBR).
¢ Multiple Protocols over AALS (RFC 1483).
¢ PPPover AALS (RFC 2364).
¢ PPP over Ethernet (RFC 2516).
» DHCP Support

DHCP (Dynamic Host Configuration Protocol) allows individual clients (computers) to obtain TCP/IP
configuration at start-up from a centralized DHCP server. The Prestige has built-in DHCP server capability
enabled by default. It can assign IP addresses, an IP default gateway and DNS servers to DHCP clients. The
Prestige can now also act as a surrogate DHCP server (DHCP Relay) where it relays IP address assignment
from the actual real DHCP server to the clients.

> IP Alias

IP Alias allows you to partition a physical network into logical networks over the same Ethernet interface.
The Prestige supports three logical LAN interfaces via its single physical Ethernet interface with the Prestige
itself as the gateway for each LAN network.
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» |IP Policy Routing (IPPR)

Traditionally, routing is based on the destination address only and the router takes the shortest path to
forward a packet. IP Policy Routing (IPPR) provides a mechanism to override the default routing behavior
and alter the packet forwarding based on the policy defined by the network administrator.

» Protocol Support

¢ PPP (Point-to-Point Protocol) link layer protocol.
o PPP over PAP (RFC 1334).
o PPP over CHAP (RFC 1994).

TCP/IP (Transmission Control Protocol/Internet Protocol) network layer protocol.
Transparently bridging for unsupported network layer protocols.

RIP I/RIP II

IGMP Proxy

ICMP support

MIB 1II support (RFC 1213)

PPPoE feature

* & & & o o o

o PPPoE idle time out
o PPPoE dial on demand
» Networking Compatibility

Your Prestige is compatible with major ADSL DSLAM (Digital Subscriber Line Access Multiplexer)
providers.

» Multiplexing
The Prestige Series supports VC-based and LLC-based multiplexing.
» Encapsulation

The Prestige series supports PPPoA (RFC 2364 - PPP over ATM Adaptation Layer 5), RFC 1483
encapsulation over ATM, MAC encapsulated routing (ENET Encapsulation) as well as PPP over Ethernet
(RFC 2516).

» Network Management
¢ Menu driven SMT (System Management Terminal) management

¢ Embedded Web Configurator
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CLI (Command Line Interpreter)
Remote SMT session via Telnet
SNMP manageable

Local SMT session via console port
DHCP Server/Client

Built-in Diagnostic Tools

Syslog

® & 6 & 6 o o o

TFTP/FTP server, firmware upgrade and configuration backup/support supported
» Diagnostics Capabilities

¢ The Prestige can perform self-diagnostic tests. These tests check the integrity of the following
circuitry:
. FLASH memory
. ADSL circuitry

° RAM
. LAN port
> Filters

The Prestige's packet filtering functions allows added network security and management.

> Ease of Installation

Your Prestige is designed for quick, intuitive and easy installation.

» Housing

Your Prestige's all new compact and ventilated housing minimizes space requirements making it easy to
position anywhere in your busy office.

1.3 Applications for the Prestige

Here are some example uses for which the Prestige is well suited.
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1.3.1 Internet Access

The Prestige is the ideal high-speed Internet access solution. Your Prestige supports the TCP/IP protocol,
which the Internet uses exclusively. It is compatible with all major ADSL DSLAM (Digital Subscriber Line
Access Multiplexer) providers. A DSLAM is a rack of ADSL line cards with data multiplexed into a
backbone network interface/connection (for example, T1, OC3, DS3, ATM or Frame Relay). Think of it as
the equivalent of a modem rack for ADSL. In addition, for Prestige 650H/HW, you can insert an optional
wireless PCMICA card into the Prestige and allow wireless stations access to your network resources. A
typical Internet access application is shown below.

INTERNET

10/100M
Ethernet

Figure 1-1 Prestige Internet Access Application

1.3.2 LAN to LAN Application

You can use the Prestige to connect two geographically dispersed networks over the ADSL line. A typical
LAN-to-LAN application for your Prestige is shown as follows.

TR e

10/100M 10/100M
Ethernet Ethernet \‘\ x";

Home/Office == - Prestige e Home; Office

Figure 1-2 Prestige LAN-to-LAN Application
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2.1

Chapter 2
Introducing the Web Configurator

This chapter describes how to access and navigate the web configurator.

Web Configurator Overview

The embedded web configurator allows you to manage the Prestige from anywhere through a browser such
as Microsoft Internet Explorer or Netscape Navigator. Use Internet Explorer 6.0 and later or Netscape
Navigator 7.0 and later versions with JavaScript enabled. It is recommended that you set your screen
resolution to 1024 by 768 pixels

2.2 Accessing the Prestige Web Configurator

Step 1.

Step 2.

Step 3.
Step 4.
Step 5.

Make sure your Prestige hardware is properly connected (refer to the Compact Guide or Read
Me First).

Prepare your computer/computer network to connect to the Prestige (refer to the Compact
Guide or Read Me First).

Launch your web browser.
Type "192.168.1.1" as the URL.

An Enter Network Password window displays. Enter the user name (“admin” is the default),
password (“1234” is the default) and click OK.

Enter Network Password 7] x|

% Fleaze type pour user name and pazsword.
Site: 192.168.1.1

Fealm Prestige BE0HW-31

User Mame Iadmin

Password I""""

[~ Save this password in your password list

ok I Cancel

Figure 2-1 Password Screen
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Step 6. You should now see the Site Map screen.

The Prestige automatically times out after five minutes of inactivity. Simply log
back into the Prestige if this happens to you.

2.3 Navigating the Prestige Web Configurator

The following summarizes how to navigate the web configurator from the Site Map screen. Screens vary
slightly for different Prestige models.

» Select a language from the Language drop-down list box.

»  Click Wizard Setup to begin a series of screens to configure your Prestige for the first time.
» Click a link under Advanced Setup to configure advanced Prestige features.
>

Click a link under Maintenance to see Prestige performance statistics, upload firmware and back up,
restore or upload a configuration file.

Click SITE MAP to go to the Site Map screen.

Y

» Click Logout in the navigation panel when you have finished a Prestige management session.

zyxs L SITE MAP HELP

TOTAL INTERRET ACCESS SOLUTION

. Wizard Setup -
Site Map Language IEngIlsh v|
Wizard Setup A
m
Advanced Setup Wizard Setup Password System Staius
> LAN DHCP Tahle
; \ — Wireless L AN Wireless L AN
hsintenance Navigation panel WAN Diagnostic
NAT Fimware
Secind
Logout J Dynamic DNS
Logout Time Zone
Remote Manaqgement
LPnP
BW Manager

Figure 2-2 Web Configurator SITE MAP Screen

Click the HELP icon (located in the top right corner of most screens) to view
embedded help.
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2.4 Configuring Password

It is highly recommended that you change the password for accessing the Prestige.

To change your Prestige’s password, click Advanced Setup and then Password. The screen appears as

shown.

Password

Old Passward
e Password |

Retype to confirm |

Please record your new password whenever you change it. The system will lock you out if you
hawve forgotten your password.

Apply Cancel

Figure 2-3 Password

The following table describes the labels in this screen.

Table 2-1 Password

LABEL

DESCRIPTION

Old Password

Type the default password or the existing password you use to access the system
in this field.

New Password

Type the new password in this field.

Retype to Confirm Type the new password again in this field.
Apply Click Apply to save your changes back to the Prestige.
Cancel Click Cancel to begin configuring this screen afresh.

Introducing the Web Configurator
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2.5 Resetting the Prestige

If you forget your password or cannot access the Prestige, you will need to reload the factory-default
configuration file or use the RESET button the back of the Prestige. Uploading this configuration file
replaces the current configuration file with the factory-default configuration file. This means that you will
lose all configurations that you had previously and the speed of the console port will be reset to the default of
9600bps with 8 data bit, no parity, one stop bit and flow control set to none. The password will be reset to
“1234”, also.

2.5.1 Using The Reset Button
Step 1. Make sure the SYS LED is on (not blinking).

Step 2.  Press the RESET button for five seconds, and then release it. When the SYS LED begins to
blink, the defaults have been restored and the Prestige restarts.

2.5.2 Uploading a Configuration File Via Console Port
Download the default configuration file from the ZyXEL FTP site, unzip it and save it in a folder.

Step 1.  Turn off the Prestige, begin a terminal emulation software session and turn on the Prestige again.
When you see the message "Press Any key to enter Debug Mode within 3 seconds", press any
key to enter debug mode.

Step 2.  Enter "atlc" after "Enter Debug Mode" message.

Step 3.  Wait for "Starting XMODEM upload" message before activating Xmodem upload on your
terminal. This is an example Xmodem configuration upload using HyperTerminal.

Step 4.  Click Transfer, then Send File to display the following screen.
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i Send File

Folder: C:\Program Filez

Type the configuration file’s
location, or click Browse to
search for it.

Filenarme:
IE:'&F‘rn:-duc:t'\c:anfig.n:nm Browse. .. |

Protocal;

IXdeem j

Choose the Xmodem
protocol.

|
Send — L | Cancel |

Then click Send.

Figure 2-4 Example Xmodem Upload

Step 5.  After successful firmware upload, enter "atgo" to restart the router.

Introducing the Web Configurator
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Chapter 3
Wizard Setup

This chapter provides information on the Wizard Setup screens in the web configurator.

3.1 Wizard Setup Introduction

Use the Wizard Setup screens to configure your system for Internet access settings and fill in the fields with
the information in the Internet Account Information table of the Compact Guide or Read Me First. Y our ISP
may have already configured some of the fields in the wizard screens for you.

3.2 Encapsulation

Be sure to use the encapsulation method required by your ISP. The Prestige supports the following methods.

3.2.1 ENET ENCAP

The MAC Encapsulated Routing Link Protocol (ENET ENCAP) is only implemented with the IP network
protocol. IP packets are routed between the Ethernet interface and the WAN interface and then formatted so
that they can be understood in a bridged environment. For instance, it encapsulates routed Ethernet frames
into bridged ATM cells. ENET ENCAP requires that you specify a gateway IP address in the Ethernet
Encapsulation Gateway field in the second wizard screen. You can get this information from your ISP.

3.2.2 PPP over Ethernet

PPPoE provides access control and billing functionality in a manner similar to dial-up services using PPP.
The Prestige bridges a PPP session over Ethernet (PPP over Ethernet, RFC 2516) from your computer to an
ATM PVC (Permanent Virtual Circuit) which connects to ADSL Access Concentrator where the PPP session
terminates. One PVC can support any number of PPP sessions from your LAN. For more information on
PPPoE, see the appendix.

3.2.3 PPPoA

PPPoA stands for Point to Point Protocol over ATM Adaptation Layer 5 (AALS). It provides access control
and billing functionality in a manner similar to dial-up services using PPP. The Prestige encapsulates the PPP
session based on RFC1483 and sends it through an ATM PVC (Permanent Virtual Circuit) to the Internet
Service Provider's (ISP) DSLAM (digital access multiplexer). Please refer to RFC 2364 for more information
on PPPoA. Refer to RFC 1661 for more information on PPP.
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3.2.4 RFC 1483

RFC 1483 describes two methods for Multiprotocol Encapsulation over ATM Adaptation Layer 5 (AALS).
The first method allows multiplexing of multiple protocols over a single ATM virtual circuit (LLC-based
multiplexing) and the second method assumes that each protocol is carried over a separate ATM virtual
circuit (VC-based multiplexing). Please refer to the RFC for more detailed information.

3.3 Multiplexing

There are two conventions to identify what protocols the virtual circuit (VC) is carrying. Be sure to use the
multiplexing method required by your ISP.

3.3.1 VC-based Multiplexing

In this case, by prior mutual agreement, each protocol is assigned to a specific virtual circuit; for example,
VCI1 carries IP, etc. VC-based multiplexing may be dominant in environments where dynamic creation of
large numbers of ATM VCs is fast and economical.

3.3.2 LLC-based Multiplexing

In this case one VC carries multiple protocols with protocol identifying information being contained in each
packet header. Despite the extra bandwidth and processing overhead, this method may be advantageous if it
is not practical to have a separate VC for each carried protocol, for example, if charging heavily depends on
the number of simultaneous VCs.

3.4 VPland VCI

Be sure to use the correct Virtual Path Identifier (VPI) and Virtual Channel Identifier (VCI) numbers
assigned to you. The valid range for the VPI is 0 to 255 and for the VCI is 32 to 65535 (0 to 31 is reserved
for local management of ATM traffic). Please see the appendix for more information.

3.5 Wizard Setup Configuration: First Screen
In the SITE MAP screen click Wizard Setup to display the first wizard screen.
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Wizard Setup - ISP Parameters for Internet Access

Mode IRDuting "I
Encapsulation IPPPGE vl
Multiplex ILLC vl

Virtual Circuit ID
WP

]
vl [

et

Figure 3-1 Wizard Screen 1

The following table describes the labels in this screen.

Table 3-1 Wizard Screen 1

LABEL

DESCRIPTION

Mode

From the Mode drop-down list box, select Routing (default) if your ISP allows multiple
computers to share an Internet account. Otherwise select Bridge.

Encapsulation

Select the encapsulation type your ISP uses from the Encapsulation drop-down list box.
Choices vary depending on what you select in the Mode field.

If you select Bridge in the Mode field, select either PPPoA or RFC 1483.
If you select Routing in the Mode field, select PPPoA, RFC 1483, ENET ENCAP or PPPoE.

Multiplex Select the multiplexing method used by your ISP from the Multiplex drop-down list box either
VC-based or LLC-based.

Virtual Circuit | VPI (Virtual Path Identifier) and VCI (Virtual Channel Identifier) define a virtual circuit. Refer to

ID the appendix for more information.

VP

Enter the VPI assigned to you. This field may already be configured.

VvC

Enter the VCI assigned to you. This field may already be configured.

Wizard Setup
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Table 3-1 Wizard Screen 1

LABEL DESCRIPTION

Next Click this button to go to the next wizard screen. The next wizard screen you see depends on
what protocol you chose above. Click on the protocol link to see the next wizard screen for
that protocol.

3.6 IP Address and Subnet Mask

Similar to the way houses on a street share a common street name, so too do computers on a LAN share one
common network number.

Where you obtain your network number depends on your particular situation. If the ISP or your network
administrator assigns you a block of registered IP addresses, follow their instructions in selecting the IP
addresses and the subnet mask.

If the ISP did not explicitly give you an IP network number, then most likely you have a single user account
and the ISP will assign you a dynamic IP address when the connection is established. If this is the case, it is
recommended that you select a network number from 192.168.0.0 to 192.168.255.0 and you must enable the
Network Address Translation (NAT) feature of the Prestige. The Internet Assigned Number Authority
(IANA) reserved this block of addresses specifically for private use; please do not use any other number
unless you are told otherwise. Let's say you select 192.168.1.0 as the network number; which covers 254
individual addresses, from 192.168.1.1 to 192.168.1.254 (zero and 255 are reserved). In other words, the first
three numbers specify the network number while the last number identifies an individual computer on that
network.

Once you have decided on the network number, pick an IP address that is easy to remember, for instance,
192.168.1.1, for your Prestige, but make sure that no other device on your network is using that IP address.

The subnet mask specifies the network number portion of an IP address. Your Prestige will compute the
subnet mask automatically based on the IP address that you entered. You don't need to change the subnet
mask computed by the Prestige unless you are instructed to do otherwise.

3.7 IP Address Assignment

A static IP is a fixed IP that your ISP gives you. A dynamic IP is not fixed; the ISP assigns you a different
one each time. The Single User Account feature can be enabled or disabled if you have either a dynamic or
static IP. However the encapsulation method assigned influences your choices for IP address and ENET
ENCAP Gateway.

3-4 Wizard Setup




Prestige 650 Series User’s Guide

3.7.1 IP Assignment with PPPoA or PPPoE Encapsulation

If you have a dynamic IP, then the IP Address and ENET ENCAP Gateway fields are not applicable (N/A). If
you have a static IP, then you only need to fill in the IP Address field and not the ENET ENCAP Gateway
field.

3.7.2 |IP Assignment with RFC 1483 Encapsulation

In this case the IP Address Assignment must be static with the same requirements for the IP Address and
ENET ENCAP Gateway fields as stated above.

3.7.3 IP Assignment with ENET ENCAP Encapsulation

In this case you can have either a static or dynamic IP. For a static IP you must fill in all the [P Address and
ENET ENCAP Gateway fields as supplied by your ISP. However for a dynamic IP, the Prestige acts as a
DHCEP client on the WAN port and so the IP Address and ENET ENCAP Gateway fields are not applicable
(N/A) as the DHCP server assigns them to the Prestige.

3.7.4 Private IP Addresses

Every machine on the Internet must have a unique address. If your networks are isolated from the Internet,
for example, only between your two branch offices, you can assign any IP addresses to the hosts without
problems. However, the Internet Assigned Numbers Authority (IANA) has reserved the following three
blocks of IP addresses specifically for private networks:

10.0.0.0 — 10.255.255.255
172.16.0.0 — 172.31.255.255
192.168.0.0 — 192.168.255.255

You can obtain your IP address from the IANA, from an ISP or it can be assigned from a private network. If
you belong to a small organization and your Internet access is through an ISP, the ISP can provide you with
the Internet addresses for your local networks. On the other hand, if you are part of a much larger
organization, you should consult your network administrator for the appropriate IP addresses.

Regardless of your particular situation, do not create an arbitrary IP address;
always follow the guidelines above. For more information on address assignment,
please refer to RFC 1597, Address Allocation for Private Internets and RFC 1466,
Guidelines for Management of IP Address Space.
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3.8 Nailed-Up Connection (PPP)

A nailed-up connection is a dial-up line where the connection is always up regardless of traffic demand. The
Prestige does two things when you specify a nailed-up connection. The first is that idle timeout is disabled.
The second is that the Prestige will try to bring up the connection when turned on and whenever the
connection is down. A nailed-up connection can be very expensive for obvious reasons.

Do not specify a nailed-up connection unless your telephone company offers flat-rate service or you need a
constant connection and the cost is of no concern

3.9 NAT

NAT (Network Address Translation - NAT, RFC 1631) is the translation of the IP address of a host in a
packet, for example, the source address of an outgoing packet, used within one network to a different IP
address known within another network.

3.10 Wizard Setup Configuration: Second Screen

The second wizard screen varies depending on what mode and encapsulation type you use. All screens shown
are with routing mode. Configure the fields and click Next to continue.

3.10.1 PPPoE

Select PPPoE from the Encapsulation drop-down list box in the first wizard screen to display the screen as
shown.
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Wizard Setup - ISP Parameters for internet Access

Serice Name |

User Mame |
Password |
IP Address
& Obtain an 1P Address Autormatically
" Static IP Address
Connection
& Connect on Demand: Max Idle Timeoullﬂ Secs

' MNailed-Up Connection

Network Address Translation

ISUAOnIy vl

Figure 3-2 Internet Connection with PPPoE

The following table describes the labels in this screen.

Table 3-2 Internet Connection with PPPoE

LABEL

DESCRIPTION

Service Name

Type the name of your PPPoE service here.

User Name

Configure User Name and Password fields for PPPoA and PPPoE encapsulation only.
Enter the user name exactly as your ISP assigned. If assigned a name in the form
user@domain where domain identifies a service name, then enter both components exactly
as given.

Password

Enter the password associated with the user name above.

IP Address

A static IP address is a fixed IP that your ISP gives you. A dynamic IP address is not fixed;
the ISP assigns you a different one each time you connect to the Internet. The Single User
Account feature can be used with either a dynamic or static IP address.

Select Obtain an IP Address Automatically if you have a dynamic IP address; otherwise
select Static IP Address and type your ISP assigned IP address in the IP Address text box
below.

Wizard Setup
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Table 3-2 Internet Connection with PPPoE

LABEL DESCRIPTION

Connection Select Connect on Demand when you don't want the connection up all the time and specify
an idle time-out (in seconds) in the Max. Idle Timeout field. The default setting selects
Connection on Demand with 0 as the idle time-out, which means the Internet session will
not timeout.
Select Nailed-Up Connection when you want your connection up all the time. The Prestige
will try to bring up the connection automatically if it is disconnected.
The schedule rule(s) in SMT menu 26 has priority over your Connection settings.

Network Select None, SUA Only or Full Feature from the drop-sown list box. Refer to the NAT

Address chapter for more details.

Translation

Back Click Back to go back to the first wizard screen.

Next Click Next to continue to the next wizard screen.

3.10.2 RFC 1483

Select RFC 1483 from the Encapsulation drop-down list box in the first wizard screen to display the screen

as shown.

Wizard Setup - ISP Parameters for Internet Access

IP Address ID.D.D.D

Network Address Translation
ISUA Only vl

Back | M

Figure 3-3 Internet Connection with RFC 1483

The following table describes the labels in this screen.
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Table 3-3 Internet Connection with RFC 1483

LABEL DESCRIPTION
IP Address This field is available if you select Routing in the Mode field.
Type your ISP assigned IP address in this field.
Network Address |Select None, SUA Only or Full Feature from the drop-sown list box. Refer to the NAT
Translation chapter for more details.
Back Click Back to go back to the first wizard screen.
Next Click Next to continue to the next wizard screen.

3.10.3 ENET ENCAP
Select ENET ENCAP from the Encapsulation drop-down list box in the first wizard screen to display the

screen as shown.

Wizard Setup - ISP Parameters for Internet Access

IP Address
i+ Chbtain an IP Address Automatically
O Static IP Address

IP Address ID.D.D.D
Subnet Mask ID.D.D.D
EMET EMCAP Gatewray ID.D.D.D

Network Address Translation

ISUA Dby 'l

Figure 3-4 Internet Connection with ENET ENCAP
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The following table describes the labels in this screen.

Table 3-4 Internet Connection with ENET ENCAP

LABEL DESCRIPTION

IP Address A static IP address is a fixed IP that your ISP gives you. A dynamic IP address is not
fixed; the ISP assigns you a different one each time you connect to the Internet. The
Single User Account feature can be used with either a dynamic or static IP address.

Select Obtain an IP Address Automatically if you have a dynamic IP address;
otherwise select Static IP Address and type your ISP assigned IP address in the IP
Address text box below.

Subnet Mask | Enter a subnet mask in dotted decimal notation.

Refer to the /P Subnetting appendix to calculate a subnet mask If you are implementing
subnetting.

ENET ENCAP | You must specify a gateway IP address (supplied by your ISP) when you use ENET
Gateway | ENCAP in the Encapsulation field in the previous screen.

Network Address  |Select None, SUA Only or Full Feature from the drop-sown list box. Refer to the NAT
Translation chapter for more details.

Back Click Back to go back to the first wizard screen.
Next Click Next to continue to the next wizard screen.
3.10.4 PPPoA

Select PPPoA from the Encapsulation drop-down list box in the first wizard screen to display the screen as
shown.
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Wizard Setup - ISP Parameters for internet Access

Usear Mame I
Passward I
IP Address
% Obtain an IP Address Autamatically
" Static IP Address
ID.EI.D.D
Connection

' Connecton Demand:MaxIdleTimeuutlU Secs
 mailed-Up Connection

Network Address Translation

ISUA Only v|

Figure 3-5 Internet Connection with PPPoA

The following table describes the labels in this screen.

Table 3-5 Internet Connection with PPPoA

LABEL DESCRIPTION
User Name Enter the user name exactly as your ISP assigned. If assigned a name in the form
user@domain where domain identifies a service name, then enter both components exactly
as given.
Password Enter the password associated with the user name above.
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Table 3-5 Internet Connection with PPPoA

LABEL DESCRIPTION

IP Address This option is available if you select Routing in the Mode field.

A static IP address is a fixed IP that your ISP gives you. A dynamic IP address is not fixed;
the ISP assigns you a different one each time you connect to the Internet. The Single User
Account feature can be used with either a dynamic or static IP address.

Click Obtain an IP Address Automatically if you have a dynamic IP address; otherwise
click Static IP Address and type your ISP assigned IP address in the IP Address text box
below.

Connection Select Connect on Demand when you don't want the connection up all the time and specify
an idle time-out (in seconds) in the Max. Idle Timeout field. The default setting selects
Connection on Demand with 0 as the idle time-out, which means the Internet session will
not timeout.

Select Nailed-Up Connection when you want your connection up all the time. The Prestige
will try to bring up the connection automatically if it is disconnected.

The schedule rule(s) in SMT menu 26 has priority over your Connection settings.

Network This option is available if you select Routing in the Mode field.

Address Select None, SUA Only or Full Feature from the drop-sown list box. Refer to the NAT

Translation chapter for more details.
Back Click Back to go back to the first wizard screen.
Next Click Next to continue to the next wizard screen.

3.11 DHCP Setup

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows individual clients to obtain
TCP/IP configuration at start-up from a server. You can configure the Prestige as a DHCP server or disable
it. When configured as a server, the Prestige provides the TCP/IP configuration for the clients. If you turn
DHCEP service off, you must have another DHCP server on your LAN, or else the computer must be
manually configured.
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3.11.1IP Pool Setup

The Prestige is pre-configured with a pool of 32 IP addresses starting from 192.168.1.33 to 192.168.1.64 for
the client machines. This leaves 31 IP addresses, 192.168.1.2 to 192.168.1.32 (excluding the Prestige itself
which has a default IP of 192.168.1.1) for other server machines, for example, server for mail, FTP, telnet,
web, etc., that you may have.

3.12 Wizard Setup Configuration: Third Screen

Verify the settings in the screen shown next. To change the LAN information on the Prestige, click Change
LAN Configurations. Otherwise click Save Settings to save the configuration and skip to section 3.13.

Wizard Setup - ISP Parameters for Internet Access

WAN Information:
Mode: Rowting
Encapsulation: PPPoE
Multiplexing: LLC
WRINCI: Bi35
Sernice Name :
User Mame : useriisp.ch
Pasgward ; ##sssses
IP Address : Obtain an IP Address Automaticalhy
Metwark Address Translation: SUA Only
Connecton Demand: Max Idle Timeout 1500 sec.

LAN Information:
IF Address: 192.168.1.1
IF Mask 255.255.255.0
DHCF: ON
Client IP Poal Starting Address: 192.168.1.33
Size of Client IP Pool: 32

Change LAN Configuration |

Sawve Seftings |

Figure 3-6 Wizard Screen 3

If you want to change your Prestige LAN settings, click Change LAN Configuration to display the screen
as shown next.
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Wizard Setup - ISP Parameters for Internet Access

LAN IP Address |192.168.1.1
LAN Subnet Mask |255.255.255.D

DHCP
DHCP Server oM -
Client IP Pool Starting Address |192.1BB.1.33
Size of Client IP Foaol |32

Primary DMNS Server ID.D.D.D
Secondary DNS Server ID.D.D.D

Elackl Finish |

Figure 3-7 Wizard : LAN Configuration

The following table describes the labels in this screen.

Table 3-6 Wizard : LAN Configuration

LABEL

DESCRIPTION

LAN IP Address

Enter the IP address of your Prestige in dotted decimal notation, for example,
192.168.1.1 (factory default).

If you changed the Prestige's LAN IP address, you must use
the new IP address if you want to access the web
configurator again.

LAN Subnet Mask

Enter a subnet mask in dotted decimal notation.

DHCP

DHCP Server

From the DHCP Server drop-down list box, select On to allow your Prestige to
assign IP addresses, an IP default gateway and DNS servers to computer systems
that support the DHCP client. Select Off to disable DHCP server.

When DHCP server is used, set the following items:
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Table 3-6 Wizard : LAN Configuration

LABEL

DESCRIPTION

Client IP Pool Starting
Address

This field specifies the first of the contiguous addresses in the IP address pool.

Size of Client IP Pool

This field specifies the size or count of the IP address pool.

Primary DNS Server

Enter the IP addresses of the DNS servers. The DNS servers are passed to the
DHCP clients along with the IP address and the subnet mask.

Secondary DNS Server

As above.

Back

Click Back to go back to the previous screen.

Finish

Click Finish to save the settings and proceed to the next wizard screen.

3.13 Wizard Setup Configuration: Connection Tests

The Prestige automatically tests the connection to the computer(s) connected to the LAN ports. To test the
connection from the Prestige to the ISP, click Start Diagnose. Otherwise click Return to Main Menu to go
back to the Site Map screen.

Wizard Setup - ISP Parameters for Internet Access

LAN connections
Testyour Ethernet Connection

WAN connections
TestADSL synchronization
Test ADSLIATM OAM) loophack test
Test PPPSPPPOE server connection
Ping default aateway

PASS

PASS
PASS
PASS
PASS

Start Diagnose | Return ta kain Menu

Figure 3-8 Wizard Screen 4
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3.14 Test Your Internet Connection

Launch your web browser and navigate to www.zyxel.com. Internet access is just the beginning. Refer to the
rest of this User’s Guide for more detailed information on the complete range of Prestige features. If you
cannot access the Internet, open the web configurator again to confirm that the Internet settings you
configured in the Wizard Setup are correct.
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Chapter 4
LAN Setup

This chapter describes how to configure LAN settings.

41 LAN Overview

A Local Area Network (LAN) is a shared communication system to which many computers are attached. A
LAN is a computer network limited to the immediate area, usually the same building or floor of a building.
The LAN screens can help you configure a LAN DHCP server and manage IP addresses.

4.1.1 LANs, WANs and the Prestige

The actual physical connection determines whether the Prestige ports are LAN or WAN ports. There are two
separate IP networks, one inside, the LAN network; the other outside: the WAN network as shown next:

The inlerfacie fo the
Internet or aremote
node is the ADSL port.

Prestige

4.2 DNS Server Address

DNS (Domain Name System) is for mapping a domain name to its corresponding IP address and vice versa,
for example, the IP address of www.zyxel.com is 204.217.0.2. The DNS server is extremely important
because without it, you must know the IP address of a machine before you can access it. The DNS server
addresses that you enter in the DHCP setup are passed to the client machines along with the assigned IP
address and subnet mask.
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There are two ways that an ISP disseminates the DNS server addresses. The first is for an ISP to tell a
customer the DNS server addresses, usually in the form of an information sheet, when s/he signs up. If your
ISP gives you the DNS server addresses, enter them in the DNS Server fields in DHCP Setup, otherwise,
leave them blank.

Some ISP’s choose to pass the DNS servers using the DNS server extensions of PPP IPCP (IP Control
Protocol) after the connection is up. If your ISP did not give you explicit DNS servers, chances are the DNS
servers are conveyed through IPCP negotiation. The Prestige supports the IPCP DNS server extensions
through the DNS proxy feature.

If the Primary and Secondary DNS Server fields in DHCP Setup are not specified, for instance, left as
0.0.0.0, the Prestige tells the DHCP clients that it itself is the DNS server. When a computer sends a DNS
query to the Prestige, the Prestige forwards the query to the real DNS server learned through IPCP and relays
the response back to the computer.

Please note that DNS proxy works only when the ISP uses the IPCP DNS server extensions. It does not
mean you can leave the DNS servers out of the DHCP setup under all circumstances. If your ISP gives you
explicit DNS servers, make sure that you enter their IP addresses in the DHCP Setup menu. This way, the
Prestige can pass the DNS servers to the computers and the computers can query the DNS server directly
without the Prestige’s intervention.

4.3 DNS Server Address Assignment

Use DNS (Domain Name System) to map a domain name to its corresponding IP address and vice versa. The
DNS server is extremely important because without it, you must know the IP address of a computer before
you can access it.

There are two ways that an ISP disseminates the DNS server addresses.

1. The ISP tells you the DNS server addresses, usually in the form of an information sheet, when you sign
up. If your ISP gives you DNS server addresses, enter them in the DNS Server fields in DHCP Setup.

2. Leave the DNS Server fields in DHCP Setup blank (for example 0.0.0.0). The Prestige acts as a DNS
proxy when this field is blank.

44 LANTCP/IP

The Prestige has built-in DHCP server capability that assigns IP addresses and DNS servers to systems that
support DHCP client capability.

441 Factory LAN Defaults

The LAN parameters of the Prestige are preset in the factory with the following values:
» IP address of 192.168.1.1 with subnet mask of 255.255.255.0 (24 bits)
» DHCP server enabled with 32 client IP addresses starting from 192.168.1.33.
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These parameters should work for the majority of installations. If your ISP gives you explicit DNS server
address(es), read the embedded web configurator help regarding what fields need to be configured.

4.4.2 |P Address and Subnet Mask
Refer to the IP Address and Subnet Mask section in the Wizard Setup chapter for this information.

4.4.3 RIP Setup

RIP (Routing Information Protocol) allows a router to exchange routing information with other routers. The
RIP Direction field controls the sending and receiving of RIP packets. When set to:

1. Both - the Prestige will broadcast its routing table periodically and incorporate the RIP information that
it receives.

2. In Only - the Prestige will not send any RIP packets but will accept all RIP packets received.
3. Out Only - the Prestige will send out RIP packets but will not accept any RIP packets received.
4. None - the Prestige will not send any RIP packets and will ignore any RIP packets received.

The Version field controls the format and the broadcasting method of the RIP packets that the Prestige sends
(it recognizes both formats when receiving). RIP-1 is universally supported; but RIP-2 carries more
information. RIP-1 is probably adequate for most networks, unless you have an unusual network topology.

Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being that RIP-2B uses
subnet broadcasting while RIP-2M uses multicasting.

4.4.4 Multicast

Traditionally, IP packets are transmitted in one of either two ways - Unicast (1 sender - 1 recipient) or
Broadcast (1 sender - everybody on the network). Multicast delivers IP packets to a group of hosts on the
network - not everybody and not just 1.

IGMP (Internet Group Multicast Protocol) is a network-layer protocol used to establish membership in a
Multicast group - it is not used to carry user data. IGMP version 2 (RFC 2236) is an improvement over
version 1 (RFC 1112) but IGMP version 1 is still in wide use. If you would like to read more detailed
information about interoperability between IGMP version 2 and version 1, please see sections 4 and 5 of
RFC 2236. The class D IP address is used to identify host groups and can be in the range 224.0.0.0 to
239.255.255.255. The address 224.0.0.0 is not assigned to any group and is used by IP multicast computers.
The address 224.0.0.1 is used for query messages and is assigned to the permanent group of all IP hosts
(including gateways). All hosts must join the 224.0.0.1 group in order to participate in IGMP. The address
224.0.0.2 is assigned to the multicast routers group.

The Prestige supports both IGMP version 1 (IGMP-v1) and IGMP version 2 (IGMP-v2). At start up, the
Prestige queries all directly connected networks to gather group membership. After that, the Prestige
periodically updates this information. IP multicasting can be enabled/disabled on the Prestige LAN and/or
WAN interfaces in the web configurator (LAN; WAN). Select None to disable IP multicasting on these
interfaces.
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4.5 Configuring LAN

Click LAN to open the following screen.

Size of Client IP Fool
Primary DMS Server
Secondary DNS Server
Femote DHCP Server

TCPAP
IP Address

IP Subnet Mask
RIF Direction
RIF Yersian

Multicast

LAN - Setup
DHCP
DHCP ISen.'er vI

Client IP Pool Starting Address |192.1EE|.1 a3

E—

0.0.0.0

jo.0.0.0

[hisas

[192.168.1.1

[255.255.255.0

INune vI

[AA, -

INune vl

Apply |

Cancel

Figure 4-2 LAN

The following table describes the labels in this screen.

Table 4-1 LAN

LABEL

DESCRIPTION

DHCP
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Table 4-1 LAN

LABEL

DESCRIPTION

DHCP

If set to Server, your Prestige can assign IP addresses, an IP default gateway
and DNS servers to Windows 95, Windows NT and other systems that support
the DHCP client.

If set to None, the DHCP server will be disabled.

If set to Relay, the Prestige acts as a surrogate DHCP server and relays DHCP
requests and responses between the remote server and the clients. Enter the IP
address of the actual, remote DHCP server in the Remote DHCP Server field in
this case.

When DHCP is used, the following items need to be set:

Client IP Pool Starting
Address

This field specifies the first of the contiguous addresses in the IP address pool.

Size of Client IP Pool

This field specifies the size or count of the IP address pool.

Primary DNS Server

Enter the IP addresses of the DNS servers. The DNS servers are passed to the
DHCP clients along with the IP address and the subnet mask.

Secondary DNS Server

As above.

Remote DHCP Server

If Relay is selected in the DHCP field above then enter the IP address of the
actual remote DHCP server here.

TCP/IP

IP Address

Enter the IP address of your Prestige in dotted decimal notation, for example,
192.168.1.1 (factory default).

IP Subnet Mask

Type the subnet mask assigned to you by your ISP (if given).

RIP Direction Select the RIP direction from None, Both, In Only and Out Only.

RIP Version Select the RIP version from RIP-1, RIP-2B and RIP-2M.

Multicast IGMP (Internet Group Multicast Protocol) is a session-layer protocol used to
establish membership in a multicast group. The Prestige supports both IGMP
version 1 (IGMP-v1) and IGMP-v2. Select None to disable it.

Apply Click this button to save these settings back to the Prestige.

Cancel Click this button to reset the fields in this screen.

LAN Setup
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Chapter 5
Wireless LAN Setup

This chapter discusses how to configure Wireless LAN on the Prestige. This chapter is only
applicable to the Prestige 650H and Prestige 650HW.

5.1 Wireless LAN Overview

This section introduces the wireless LAN and some basic configurations. Wireless LANs can be as simple as
two computers with wireless LAN cards communicating in a peer-to-peer network or as complex as a
number of computers with wireless LAN cards communicating through access points which bridge network
traffic to the wired LAN.

The WLAN screens are only available when a WLAN card is installed.

5.1.1 Additional Installation Requirements for Using 802.1x

» A computer with an IEEE 802.11b wireless LAN card and equipped with a web browser (with
JavaScript enabled) and/or Telnet.

» A wireless station computer must be running IEEE 802.1x-compliant software. Currently, this is
offered in Windows XP.

» An optional network RADIUS server for remote user authentication and accounting.

5.1.2 Channel

The range of radio frequencies used by IEEE 802.11b wireless devices is called a “channel”. Channels
available depend on your geographical area. You may have a choice of channels (for your region) so you
should use a different channel than an adjacent AP (access point) to reduce interference. Interference occurs
when radio signals from different access points overlap causing interference and degrading performance.

Adjacent channels partially overlap however. To avoid interference due to overlap, your AP should be on a
channel at least five channels away from a channel that an adjacent AP is using. For example, if your region
has 11 channels and an adjacent AP is using channel 1, then you need to select a channel between 6 or 11.

5.1.3 ESSID

An Extended Service Set (ESS) is a group of access points or wireless gateways connected to a wired LAN
on the same subnet. An ESS ID uniquely identifies each set. All access points or wireless gateways and their
associated wireless stations in the same set must have the same ESSID.
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5.1.4 RTS/CTS

A hidden node occurs when two stations are within range of the same access point, but are not within range
of each other. The following figure illustrates a hidden node. Both stations (STA) are within range of the
access point (AP) or wireless gateway, but out-of-range of each other, so they cannot “hear” each other, that
is they do not know if the channel is currently being used. Therefore, they are considered hidden from each

other.
- . BTSRange CTS Range
Station Prestige T S g e
RIS —
\\’ ” / % — = \ n\‘
‘/’C_'I"S/ { / Prest??e Y
! ;
—Deta | [ 7 []
\ [ e c‘-__,

4—-”&9&/ ~~~~~~

Stations A and B do nof|

hear each other. They [

can hear the Prestige.

Station B

Figure 5-1 RTS/CTS

When station A sends data to the Prestige, it might not know that the station B is already using the channel. If
these two stations send data at the same time, collisions may occur when both sets of data arrive at the AP at
the same time, resulting in a loss of messages for both stations.

RTS/CTS is designed to prevent collisions due to hidden nodes. An RTS/CTS defines the biggest size data
frame you can send before an RTS (Request To Send)/CTS (Clear to Send) handshake is invoked.

When a data frame exceeds the RTS/CTS value you set (between 0 to 2432 bytes), the station that wants to
transmit this frame must first send an RTS (Request To Send) message to the AP for permission to send it.
The AP then responds with a CTS (Clear to Send) message to all other stations within its range to notify
them to defer their transmission. It also reserves and confirms with the requesting station the time frame for
the requested transmission.

Stations can send frames smaller than the specified RTS/CTS directly to the AP without the RTS (Request
To Send)/CTS (Clear to Send) handshake.

You should only configure RTS/CTS if the possibility of hidden nodes exists on your network and the “cost”
of resending large frames is more than the extra network overhead involved in the RTS (Request To
Send)/CTS (Clear to Send) handshake.

If the RTS/CTS value is greater than the Fragmentation Threshold value (see next), then the RTS (Request
To Send)/CTS (Clear to Send) handshake will never occur as data frames will be fragmented before they
reach RTS/CTS size.
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Enabling the RTS Threshold causes redundant network overhead that could
negatively affect the throughput performance instead of providing a remedy.

5.1.5 Fragmentation Threshold

A Fragmentation Threshold is the maximum data fragment size (between 256 and 2432 bytes) that can be
sent in the wireless network before the Prestige will fragment the packet into smaller data frames.

A large Fragmentation Threshold is recommended for networks not prone to interference while you should
set a smaller threshold for busy networks or networks that are prone to interference.

If the Fragmentation Threshold value is smaller than the RTS/CTS value (see previously) you set then the
RTS (Request To Send)/CTS (Clear to Send) handshake will never occur as data frames will be fragmented
before they reach RTS/CTS size.

5.2 Levels of Security

Wireless security is vital to your network to protect wireless communication between wireless stations,
access points and the wired network.

The figure below shows the possible wireless security levels on your Prestige. The highest security level
relies on EAP (Extensible Authentication Protocol) for authentication and utilizes dynamic WEP key
exchange. It requires interaction with a RADIUS (Remote Authentication Dial-In User Service) server either
on the WAN or your LAN to provide authentication service for wireless stations.

Uigus IEEE8D2.1x
EAP with
- Essll RADIUS

Unique with Hide MAC & orvor
ESSID ESSID Address WEP Authen-
(Default) Enabled Filtering Encryption tication

< »

Least Secure Most Secure

Figure 5-2 Prestige Wireless Security Levels
If you do not enable any wireless security on your Prestige, your network is accessible to any wireless
networking device that is within range.

Use the Prestige web configurator to configurator to set up your wireless LAN security settings. Refer to the
chapter on using the Prestige web configurator to see how to access the web configurator.
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5.3 Data Encryption with WEP

WEP encryption scrambles the data transmitted between the wireless stations and the access points to keep
network communications private. It encrypts unicast and multicast communications in a network. Both the
wireless stations and the access points must use the same WEP key for data encryption and decryption.

Your Prestige allows you to configure up to four 64-bit or 128-bit WEP keys but only one key can be enabled
at any one time.

5.4 Inserting a PCMCIA Wireless LAN Card
Use a ZyAlIR series wireless LAN PCMCIA card to add wireless LAN capabilities.
Step 1.  Turn off the Prestige.

Never insert or remove a wireless LAN card when the Prestige is turned on.

Step 2.  Locate the slot labeled Wireless LAN on the Prestige.

Step 3.  With its pin connector facing the slot and the LED side facing upwards, slide the ZyAIR wireless
LAN card into the slot.

Never force, bend or twist the wireless LAN card into the slot.

Step 4.  Turn on the Prestige. The WLAN LED should turn on.

5.5 Configuring Wireless LAN

If you are configuring the Prestige from a computer connected to the wireless LAN

and you change the Prestige’s ESSID or WEP settings, you will lose your wireless

connection when you press Apply to confirm. You must then change the wireless
settings of your computer to match the Prestige’s new settings.

Click Wireless LAN, Wireless to open the Wireless screen.
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Wireless [ AN- Wireless

ESSID |Wire|ess
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|
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' Kevd I

Elackl Applyl Cancel

Figure 5-3 Wireless

The following table describes the labels in this screen.

Table 5-1 Wireless

LABEL DESCRIPTION

ESSID The ESSID (Extended Service Set Identification) is a unique name to identify the Prestige in
the wireless LAN. Wireless stations associating to the Prestige must have the same ESSID.

Enter a descriptive name (up to 32 characters).
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Table 5-1 Wireless

LABEL DESCRIPTION

Hide ESSID |Select Yes to hide the ESSID in so a station cannot obtain the ESSID through passive
scanning.
Select No to make the ESSID visible so a station can obtain the ESSID through passive
scanning.

Channel ID The range of radio frequencies used by IEEE 802.11b wireless devices is called a channel.
Select a channel from the drop-down list box.

RTS/CTS The RTS (Request To Send) threshold (number of bytes) for enabling RTS/CTS handshake.

Threshold Data with its frame size larger than this value will perform the RTS/CTS handshake. Setting
this attribute to be larger than the maximum MSDU (MAC service data unit) size turns off the
RTS/CTS handshake. Setting this attribute to zero turns on the RTS/CTS handshake.
Enter a value between 0 and 2432.

Fragmentation | The threshold (number of bytes) for the fragmentation boundary for directed messages. It is

Threshold the maximum data fragment size that can be sent.
Enter a value between 256 and 2432.

WEP WEP (Wired Equivalent Privacy) encrypts data frames before transmitting over the wireless

Encryption network.
Select Disable to allow all wireless computers to communicate with the access points
without any data encryption.
Select 64-bit WEP or 128-bit WEP to use data encryption.

Key 1 to Key |The WEP keys are used to encrypt data. Both the Prestige and the wireless stations must

4 use the same WEP key for data transmission.
If you chose 64-bit WEP, then enter any 5 ASCII characters or 10 hexadecimal characters
(“0-9", llA_Fll).
If you chose 128-bit WEP, then enter 13 ASCII characters or 26 hexadecimal characters ("0-
9"’ llA_Fll).
You must configure all four keys, but only one key can be activated at any one time. The
default key is key 1.

Back Click Back to go to the main wireless LAN setup screen.

Apply Click Apply to save your changes back to the Prestige.

Cancel Click Cancel to begin configuring this screen afresh.
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5.6 Configuring MAC Filter

The MAC filter screen allows you to configure the Prestige to give exclusive access to up to 32 devices
(Allow Association) or exclude up to 32 devices from accessing the Prestige (Deny Association). Every
Ethernet device has a unique MAC (Media Access Control) address. The MAC address is assigned at the
factory and consists of six pairs of hexadecimal characters, for example, 00:A0:C5:00:00:02. You need to
know the MAC address of the devices to configure this screen.

To change your Prestige’s MAC filter settings, click Wireless LAN, MAC Filter to open the MAC Filter
screen. The screen appears as shown.
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Wireless L AN- MAC Filter

Active Mo =
Action IAIIDWASSDCiatiDnLI
MAC Address
1 |00:00:00:00:00:00 2 | |00:00:00:00:00:00
3| |00:00:00:00:00:00 4 | |00:00:00:00:00:00
5 | |00:00:00:00:00:00 6 | |00:00:00:00:00:00
7| |00:00:00:00:00:00 8 | |00:00:00:00:00:00
9 | |00:00:00:00:00:00 0]  |00:00:00:00:00:00
1] |00:00:00:00:00:00 12| |00:00:00:00:00:00
13| [00:00:00:00:00:00 14| |00:00:00:00:00:00
15| [oo:00:00:00:00:00 16| |D0:00:00:00:00:00
17 |00:00:00:00:00:00 18 |00:00:00:00:00:00
19 IDD:DD:DD:DD:DD:DD 20 IDD:DD:DD:DD:DD:DD
21| |00:00:00:00:00:00 22| |00:00:00:00:00:00
23| [00:00:00:00:00:00 24| |00:00:00:00:00:00
25 IIJD:IJD:EID:EID:EID:EID 26 IEIEI:EIEI:IJEI:DEI:DEI:DEI
27| |00:00:00:00:00:00 28| |00:00:00:00:00:00
29 IDD:DD:DD:DD:DD:DD 30 IDD:DD:DD:DD:DD:DD
31| [oo:00:00:00:00:00 32| |D0:00:00:00:00:00
Back | Apply | Cancel |

Figure 5-4 MAC Address Filter

The following table describes the labels in this menu.
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Table 5-2 MAC Address Filter

LABEL DESCRIPTION
Active Select Yes from the drop down list box to enable MAC address filtering.
Action Define the filter action for the list of MAC addresses in the MAC address filter table.

Select Deny Association to block access to the router, MAC addresses not listed will be
allowed to access the router. Select Allow Association to permit access to the router,
MAC addresses not listed will be denied access to the router.

MAC Enter the MAC addresses (in XX:XX:XX:XX:XX:XX format) of the wireless station that are
Address allowed or denied access to the Prestige in these address fields.

Back Click Back to go to the main wireless LAN setup screen.

Apply Click Apply to save your changes back to the Prestige.

Cancel Click Cancel to begin configuring this screen afresh.

5.7 802.1x Overview

The IEEE 802.1x standard outlines enhanced security methods for both the authentication of wireless stations
and encryption key management. Authentication can be done using the local user database internal to the
Prestige (authenticate up to 32 users) or an external RADIUS server for an unlimited number of users.

5.8 Introduction to RADIUS

RADIUS is based on a client-sever model that supports authentication and accounting, where access point is
the client and the server is the RADIUS server. The RADIUS server handles the following tasks among
others:

e Authentication
Determines the identity of the users.
e Accounting

Keeps track of the client’s network activity.

RADIUS user is a simple package exchange in which your Prestige acts as a message relay between the
wireless station and the network RADIUS server.

Types of RADIUS Messages

The following types of RADIUS messages are exchanged between the access point and the RADIUS server
for user authentication:
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Access-Request
Sent by an access point requesting authentication.

e Access-Reject

Sent by a RADIUS server rejecting access.
e Access-Accept

Sent by a RADIUS server allowing access.

e Access-Challenge
Sent by a RADIUS server requesting more information in order to allow access. The access point
sends a proper response from the user and then sends another Access-Request message.
The following types of RADIUS messages are exchanged between the access point and the RADIUS server
for user accounting:

e Accounting-Request

Sent by the access point requesting accounting.
e Accounting-Response

Sent by the RADIUS server to indicate that it has started or stopped accounting.
In order to ensure network security, the access point and the RADIUS server use a shared secret key, which

is a password, they both know. The key is not sent over the network. In addition to the shared key, password
information exchanged is also encrypted to protect the wired network from unauthorized access.

5.8.1 EAP Authentication Overview

EAP (Extensible Authentication Protocol) is an authentication protocol that runs on top of the IEEE802.1x
transport mechanism in order to support multiple types of user authentication. By using EAP to interact with
an EAP-compatible RADIUS server, the access point helps a wireless station and a RADIUS server perform
authentication.

The type of authentication you use depends on the RADIUS server or the AP. The Prestige supports EAP-
TLS, EAP-TTLS and DEAP with RADIUS. Refer to the Types of EAP Authentication appendix for
descriptions on the four common types.

Your Prestige supports EAP-MDS5 (Message-Digest Algorithm 5) with the local user database and RADIUS.

The following figure shows an overview of authentication when you specify a RADIUS server on your
access point.
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Figure 5-5 EAP Authentication
The details below provide a general description of how IEEE 802.1x EAP authentication works. For an
example list of EAP-MDS5 authentication steps, see the IEEE 802.1x appendix.
Step 1.  The wireless station sends a “start” message to the Prestige.
Step 2.  The Prestige sends a “request identity” message to the wireless station for identity information.
Step 3. The wireless station replies with identity information, including username and password.

Step 4. The RADIUS server checks the user information against its user profile database and determines
whether or not to authenticate the wireless station.

5.9 Configuring 802.1x

To change your Prestige’s authentication settings, click Wireless LAN, 802.1x. The screen appears as
shown.

Wireless L AN - 802.Tx

802.1% Authentication

"Wireless Port Contral IND Authentication Required ﬂ
Resuthentication Timer 1800 iln Seconds)

Idle Timeout SE00 iIn Seconds)
Authentication Databases |L|:u:a| User Database Only ¥

Elackl Apply | Cancel |

Figure 5-6 802.1x

The following table describes the labels in this screen.
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Table 5-3 802.1x

LABEL

DESCRIPTION

Wireless Port
Control

To control wireless stations access to the wired network, select a control method from
the drop-down list box. Choose from No Authentication Required, Authentication
Required and No Access Allowed.

No Authentication Required allows all wireless stations access to the wired network
without entering user names and passwords. This is the default setting.

Authentication Required means that all wireless stations have to enter user names
and passwords before access to the wired network is allowed.

No Access Allowed blocks all wireless stations access to the wired network.

ReAuthentication
Timer

Specify how often wireless stations have to re-enter user names and passwords in
order to stay connected. This field is activated only when you select Authentication
Required in the Wireless Port Control field.

Enter a time interval between 10 and 9999 seconds. The default time interval is 1800
seconds (30 minutes).

If wireless station authentication is done using a RADIUS
server, the reauthentication timer on the RADIUS server has
priority.

Idle Timeout

The Prestige automatically disconnects a wireless station from the wired network after
a period of inactivity. The wireless station needs to enter the user name and password
again before access to the wired network is allowed.

This field is activated only when you select Authentication Required in the Wireless
Port Control field. The default time interval is 3600 seconds (1 hour).

5-12
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Table 5-3 802.1x

LABEL DESCRIPTION
Authentication This field is activated only when you select Authentication Required in the Wireless
Databases Port Control field.

The authentication database contains wireless station login information. The local user
database is the built-in database on the Prestige. The RADIUS is an external server.
Use this drop-down list box to select which database the Prestige should use (first) to
authenticate a wireless station.

Before you specify the priority, make sure you have set up the corresponding
database(s) correctly.

Select Local User Database Only to have the Prestige just check the built-in user
database on the Prestige for a wireless station's user name and password.

Select RADIUS Only to have the Prestige just check the user database on the
specified RADIUS server for a wireless station's user name and password.

Select Local first, then RADIUS to have the Prestige first check the user database on
the Prestige for a wireless station's user name and password. If the user name is not
found, the Prestige checks the user database on the specified RADIUS server.

Select RADIUS first, then Local to have the Prestige first check the user database on
the specified RADIUS server for a wireless station's user name and password. When
the user name is not found or password does not match in the RADIUS server, the
Prestige will not check the local user database and the authentication fails. If the
Prestige cannot reach the RADIUS server, then the Prestige checks the local user
database on the Prestige.

Back Click Back to go to the main wireless LAN setup screen.
Apply Click Apply to save these settings back to the Prestige.
Cancel Click Cancel to begin configuring this screen again.

5.10 Configuring Local User Authentication

By storing user profiles locally, your Prestige is able to authenticate wireless users without interacting with a
network RADIUS server. However, there is a limit on the number of users you may authenticate in this way.

To change your Prestige’s local user database, click Wireless LAN, Local User Database. The screen
appears as shown.
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Wireless [ AN - I ocal User DataBase

# Active User Name Password
1 r | |
2 O | |
3 | | |
4 O | |
5 | | |
6 O | |
7 | | |
] r | |
] - | |
10 O | |
11 - | |
12 O | |
13 r | |
14 O | |
15 r | |
16 O | |
17 O | |
18 O | |
19 O | |
20 O | |
bl r | |
22 O | |
7 O | |
b2} O | |
25 r | |
% O | |
27 r | |
28 O | |
29 r | |
30 O | |
3 r | |
32 r | |
Back | Apply | Cancel |

Figure 5-7 Local User Database
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The following table describes the labels in this screen.

Table 5-4 Local User Database

LABEL DESCRIPTION
# This is the index number of a local user account.
Active Select this check box to enable the user profile.
User Name Enter the user name of the user profile.
Password Enter a password up to 31 characters long for this user profile.
Back Click Back to go to the main wireless LAN setup screen.
Apply Click Apply to save these settings back to the Prestige.
Cancel Click Cancel to begin configuring this screen again.

5.11 Configuring RADIUS

Once you enable the EAP authentication, you need to specify the external sever for remote user
authentication and accounting.

To set up your Prestige’s RADIUS server settings, click WIRELESS LAN, RADIUS. The screen appears as
shown.
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Wireless [ AN - Radins

Authentication Server

Artive I I

Sener P Address |

Mo =
0.0.0.0
Faort Murmhber |1E!12
Mo =
0.0.0.0

Shared Secret

Accounting Server

Artive I I

Sener P Address |

Faort Murmhber |1E!13

Shared Secret

Back | Apply | Cancel

Figure 5-8 RADIUS

The following table describes the labels in this screen.

Table 5-5 RADIUS

LABEL DESCRIPTION

Authentication Server

Active | Select Yes from the drop-down list box to enable user authentication through an
external authentication server.

Server IP Address | Enter the IP address of the external authentication server in dotted decimal
notation.
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Table 5-5 RADIUS

LABEL

DESCRIPTION

Port Number

The default port of the RADIUS server for authentication is 1812.

You need not change this value unless your network administrator instructs you
to do so with additional information.

Shared Secret

Enter a password (up to 31 alphanumeric characters) as the key to be shared
between the external authentication server and the access points.

The key is not sent over the network. This key must be the same on the external
authentication server and Prestige.

Accounting Server

Active

Select Yes from the drop-down list box to enable user authentication through an
external accounting server.

Server IP Address

Enter the IP address of the external accounting server in dotted decimal notation.

Port Number

The default port of the RADIUS server for accounting is 1813.

You need not change this value unless your network administrator instructs you
to do so with additional information.

Shared Secret

Enter a password (up to 31 alphanumeric characters) as the key to be shared
between the external accounting server and the access points.

The key is not sent over the network. This key must be the same on the external
accounting server and the Prestige.

Back Click Back to go to the main wireless LAN setup screen.
Apply Click Apply to save these settings back to the Prestige.
Cancel Click Cancel to begin configuring this screen again.

Wireless LAN Setup
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Chapter 6
WAN Setup

This chapter describes how to configure WAN settings.

6.1 WAN Overview

A WAN (Wide Area Network) is an outside connection to another network or the Internet.
See the Wizard Setup chapter for more information on the fields in the WAN screens.

6.2 PPPoE Encapsulation

The Prestige supports PPPoE (Point-to-Point Protocol over Ethernet). PPPoE is an IETF Draft standard (RFC
2516) specifying how a personal computer (PC) interacts with a broadband modem (DSL, cable, wireless,
etc.) connection. The PPPOE option is for a dial-up connection using PPPoE.

For the service provider, PPPoE offers an access and authentication method that works with existing access
control systems (for example Radius). PPPoE provides a login and authentication method that the existing
Microsoft Dial-Up Networking software can activate, and therefore requires no new learning or procedures
for Windows users.

One of the benefits of PPPoE is the ability to let you access one of multiple network services, a function
known as dynamic service selection. This enables the service provider to easily create and offer new IP
services for individuals.

Operationally, PPPoE saves significant effort for both you and the ISP or carrier, as it requires no specific
configuration of the broadband modem at the customer site.

By implementing PPPoE directly on the Prestige (rather than individual computers), the computers on the
LAN do not need PPPoE software installed, since the Prestige does that part of the task. Furthermore, with
NAT, all of the LANs’ computers will have access.

6.3 PPTP Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables secure transfer of data from a
remote client to a private server, creating a Virtual Private Network (VPN) using TCP/IP-based networks.

PPTP supports on-demand, multi-protocol and virtual private networking over public networks, such as the
Internet.
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6.4 Traffic Shaping

Traffic Shaping is an agreement between the carrier and the subscriber to regulate the average rate and
“burstiness” or fluctuation of data transmission over an ATM network. This agreement helps eliminate
congestion, which is important for transmission of real time data such as audio and video connections.

Peak Cell Rate (PCR) is the maximum rate at which the sender can send cells. This parameter may be lower
(but not higher) than the maximum line speed. 1 ATM cell is 53 bytes (424 bits), so a maximum speed of 832
Kbps gives a maximum PCR of 1962 cells/sec. This rate is not guaranteed because it is dependent on the line
speed.

Sustained Cell Rate (SCR) is the mean cell rate of a bursty, on-off traffic source that can be sent at the peak
rate, and a parameter for burst-type traffic. SCR may not be greater than the PCR; the system default is 0
cells/sec.

Maximum Burst Size (MBS) is the maximum number of cells that can be sent at the PCR. After MBS is
reached, cell rates fall below SCR until cell rate averages to the SCR again. At this time, more cells (up to
the MBS) can be sent at the PCR again.

If the PCR, SCR or MBS is set to the default of “0”, the system will assign a
maximum value that correlates to your upstream line rate.

The following figure illustrates the relationship between PCR, SCR and MBS.

Cell Rgte

PC

el
| —

SCR

y

<p <P Time
MBS MBS
Figure 6-1 Example of Traffic Shaping

6.5 Configuring WAN Setup

To change your Prestige’s WAN remote node settings, click WAN. The screen differs by the encapsulation.
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Internet Access Setup

Name [pyiSP
Mode IPu:uuting v|
Encapsulation |PPP|:|E ;I
Multiplex ILLC "I
Virtual Circuit ID
YR IB
W |35
ATM QoS Type ILJEIR 'I
Cell Rate

FPeak Cell Rate

[

1]

cellizec

Sustain Cell Rate cellisec

Maximum Burst Size

Login Information

Service Mame

ser Mame

Faszword
IP Address
&% Ohtain an IP Address Automatically
" Static IP Address

IP Address 0.0.0.0

_E?_ =
o
o

(@

=

-

[

=

Connection
 MNailed-Up Connection
& Connect on Demand

Max ldle Timeout |1EDEI SEC

Elackl Applyl Cancel

Figure 6-2 Internet Access Setup

WAN Setup
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The following table describes the labels in this screen.

Table 6-1 Internet Access Setup

LABEL DESCRIPTION
Name Enter the name of your Internet Service Provider, e.g., MyISP. This information is for
identification purposes only.
Mode Select Routing (default) from the drop-down list box if your ISP allows multiple

computers to share an Internet account. Otherwise select Bridge.

Encapsulation

Select the method of encapsulation used by your ISP from the drop-down list box.
Choices vary depending on the mode you select in the Mode field.

If you select Bridge in the Mode field, select either PPPoA or RFC 1483.

If you select Routing in the Mode field, select PPPoA, RFC 1483, ENET ENCAP or
PPPoE.

Multiplex

Select the method of multiplexing used by your ISP from the drop-down list. Choices
are VC or LLC.

Virtual Circuit ID

VPI (Virtual Path Identifier) and VCI (Virtual Channel Identifier) define a virtual circuit.
Refer to the appendix for more information.

VP

The valid range for the VPl is 0 to 255. Enter the VPI assigned to you.

VC

The valid range for the VCl is 32 to 65535 (0 to 31 is reserved for local management of
ATM traffic). Enter the VCI assigned to you.

ATM QoS Type

Select CBR (Continuous Bit Rate) to specify fixed (always-on) bandwidth for voice or
data traffic. Select UBR (Unspecified Bit Rate) for applications that are non-time
sensitive, such as e-mail. Select VBR (Variable Bit Rate) for bursty traffic and
bandwidth sharing with other applications.

VBR is not available on all models.

Cell Rate

Cell rate configuration often helps eliminate traffic congestion that slows transmission of
real time data such as audio and video connections.

Peak Cell Rate

Divide the DSL line rate (bps) by 424 (the size of an ATM cell) to find the Peak Cell
Rate (PCR). This is the maximum rate at which the sender can send cells. Type the
PCR here.

Sustain Cell Rate

The Sustain Cell Rate (SCR) sets the average cell rate (long-term) that can be
transmitted. Type the SCR, which must be less than the PCR.

6-4
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Table 6-1 Internet Access Setup

LABEL

DESCRIPTION

Maximum Burst Size

Maximum Burst Size (MBS) refers to the maximum number of cells that can be sent at
the peak rate. Type the MBS, which is less than 65535.

Login Information

(PPPoA and PPPoE encapsulation only)

Service Name

(PPPoE only) Type the name of your PPPOE service here.

User Name

Enter the user name exactly as your ISP assigned. If assigned a name in the form
user@domain where domain identifies a service name, then enter both components
exactly as given.

Password

Enter the password associated with the user name above.

IP Address

A static IP address is a fixed IP that your ISP gives you. A dynamic IP address is not
fixed; the ISP assigns you a different one each time you connect to the Internet. The
Single User Account feature can be used with either a dynamic or static IP address.

Select Obtain an IP Address Automatically if you have a dynamic IP address;
otherwise select Static IP Address and type your ISP assigned IP address in the IP
Address field below.

Connection
(PPPoA and PPPoE
encapsulation only)

The schedule rule(s) in SMT menu 26 have priority over your Connection settings.

Nailed-Up
Connection

Select Nailed-Up Connection when you want your connection up all the time. The
Prestige will try to bring up the connection automatically if it is disconnected.

Connect on Demand

Select Connect on Demand when you don't want the connection up all the time and
specify an idle time-out in the Max Idle Timeout field.

Max Idle Timeout

Specify an idle time-out in the Max Idle Timeout field when you select Connect on
Demand. The default setting is 0, which means the Internet session will not timeout.

Subnet Mask
(ENET ENCAP
encapsulation only)

Enter a subnet mask in dotted decimal notation.

Refer to the Subnetting appendix in the to calculate a subnet mask If you are
implementing subnetting.

WAN Setup
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Table 6-1 Internet Access Setup

LABEL DESCRIPTION
ENET ENCAP You must specify a gateway IP address (supplied by your ISP) when you select ENET
Gateway ENCAP in the Encapsulation field.

(ENET ENCAP
encapsulation only)

Back Click Back to return to the previous screen.
Apply Click Apply to save the changes.
Cancel Click Cancel to begin configuring this screen afresh.
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Chapter 7
Network Address Translation (NAT)

This chapter discusses how to configure NAT on the Prestige.

7.1 NAT Overview

NAT (Network Address Translation - NAT, RFC 1631) is the translation of the IP address of a host in a
packet, for example, the source address of an outgoing packet, used within one network to a different IP
address known within another network.

7.1.1 NAT Definitions

Inside/outside denotes where a host is located relative to the Prestige, for example, the computers of your
subscribers are the inside hosts, while the web servers on the Internet are the outside hosts.

Global/local denotes the IP address of a host in a packet as the packet traverses a router, for example, the
local address refers to the IP address of a host when the packet is in the local network, while the global
address refers to the IP address of the host when the same packet is traveling in the WAN side.

Note that inside/outside refers to the location of a host, while global/local refers to the IP address of a host
used in a packet. Thus, an inside local address (ILA) is the IP address of an inside host in a packet when the
packet is still in the local network, while an inside global address (IGA) is the IP address of the same inside
host when the packet is on the WAN side. The following table summarizes this information.

Table 7-1 NAT Definitions

ITEM DESCRIPTION
Inside This refers to the host on the LAN.
Outside This refers to the host on the WAN.

Local This refers to the packet address (source or destination) as the packet travels on the LAN.

Global This refers to the packet address (source or destination) as the packet travels on the WAN.

NAT never changes the IP address (either local or global) of an outside host.

7.1.2 What NAT Does

In the simplest form, NAT changes the source IP address in a packet received from a subscriber (the inside
local address) to another (the inside global address) before forwarding the packet to the WAN side. When
the response comes back, NAT translates the destination address (the inside global address) back to the inside
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local address before forwarding it to the original inside host. Note that the IP address (either local or global)
of an outside host is never changed.

The global IP addresses for the inside hosts can be either static or dynamically assigned by the ISP. In
addition, you can designate servers, for example, a web server and a telnet server, on your local network and
make them accessible to the outside world. With no servers defined, your Prestige filters out all incoming
inquiries, thus preventing intruders from probing your network. For more information on IP address
translation, refer to RFC 1631, The IP Network Address Translator (NAT).

7.1.3 How NAT Works

Each packet has two addresses — a source address and a destination address. For outgoing packets, the ILA
(Inside Local Address) is the source address on the LAN, and the IGA (Inside Global Address) is the source
address on the WAN. For incoming packets, the ILA is the destination address on the LAN, and the IGA is
the destination address on the WAN. NAT maps private (local) IP addresses to globally unique ones required
for communication with hosts on other networks. It replaces the original IP source address (and TCP or UDP
source port numbers for Many-to-One and Many-to-Many Overload NAT mapping) in each packet and then
forwards it to the Internet. The Prestige keeps track of the original addresses and port numbers so incoming
reply packets can have their original values restored. The following figure illustrates this.

NAT Table
Inside Local Inside Global
IP Address IP Address
LAN 192.168.1.10 1GA 1 WAN
192.168.1.11 1GA 2
192.168.1.12 IGA 3
Computer IP = 192.168.1.13 IGA 4
192.168.1.13
Computer IP = E‘ SA
192.168.1.12 Prestige IGA 1
—
; (REETE 2] _—
Computer IP = Inside Local Inside Global

192.168.1.11 Addresses (ILA) : Addresses (IGA)

Computer IP =
192.168.1.10

Figure 7-1 How NAT Works
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7.1.4 NAT Application

The following figure illustrates a possible NAT application, where three inside LANs (logical LANs using IP
Alias) behind the Prestige can communicate with three distinct WAN networks. More examples follow at the

end of this chapter.

LAN1: 192.168.1.X
Network Server Serverin
“Admin” =192.168.1.1 Admin Network .
PC2 FC3 =P 1 (GA1) Corporation A

PC3

PC2

NT Server
192.168.1.1

Corporation B

PC2 Serverin

5 Sales Network
- ANTERNET..D).... Sales Netwo

LANZ2: 192.168.2.X PC3
Network Server

“Sales” =192.168.2.1

NT Server
192.168.2.1

PC4

PC  Serverin
R&D Network
=IP 3 (IGA 3)
LAN3: 192.168.3.X
Network Server
“R&D” =192.168.3.1

192.168.3.1

: : YWAN Addresses: LAN Addresses:(Default IPs)
PC1 Pc2 IGA 1-——————— —> 192.168.1.1

[lcY\p S—— — 192.168.2.1
[[cY\: T— —> 192.168.3.1

Figure 7-2 NAT Application With IP Alias

7.1.5 NAT Mapping Types
NAT supports five types of [P/port mapping. They are:

1. One to One: In One-to-One mode, the Prestige maps one local IP address to one global IP address.

2. Many to One: In Many-to-One mode, the Prestige maps multiple local IP addresses to one global IP
address. This is equivalent to SUA (for instance, PAT, port address translation), ZyXEL’s Single User
Account feature that previous ZyXEL routers supported (the SUA Only option in today’s routers).

3. Many to Many Overload: In Many-to-Many Overload mode, the Prestige maps the multiple local IP
addresses to shared global IP addresses.
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4. Many-to-Many No Overload; In Many-to-Many No Overload mode, the Prestige maps each local IP
address to a unique global IP address.

5. Server: This type allows you to specify inside servers of different services behind the NAT to be
accessible to the outside world.

Port numbers do not change for One-to-One and Many-to-Many No Overload NAT
mapping types.

The following table summarizes these types.

Table 7-2 NAT Mapping Types

TYPE IP MAPPING SMT ABBREVIATION
One-to-One ILA1<-> IGA1 1:1

Many-to-One (SUA/PAT) ILA1<-> IGA1 M:1
ILA2€-> IGA1

Many-to-Many Overload ILA1<-> IGA1 M:M Ov
ILA2<-> IGA2
ILA3<—> IGA1
ILA4<-> IGA2

Many-to-Many No Overload |ILA1€-> IGA1 M:M No OV
ILA2<-> IGA2
ILA3<~> IGA3

Server Server 1 IP<~> IGA1 Server
Server 2 IP<-> IGA1
Server 3 IP&<-> IGA1

7.2 SUA (Single User Account) Versus NAT

SUA (Single User Account) is a ZyNOS implementation of a subset of NAT that supports two types of
mapping, Many-to-One and Server. The Prestige also supports Full Feature NAT to map multiple global
IP addresses to multiple private LAN IP addresses of clients or servers using mapping types as outlined in
Table 7-2.
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1. Choose SUA Only if you have just one public WAN IP address for your Prestige.

2. Choose Full Feature if you have multiple public WAN IP addresses for your Prestige.

7.3 SUA Server

A SUA server set is a list of inside (behind NAT on the LAN) servers, for example, web or FTP, that you can
make visible to the outside world even though SUA makes your whole inside network appear as a single
computer to the outside world.

You may enter a single port number or a range of port numbers to be forwarded, and the local IP address of
the desired server. The port number identifies a service; for example, web service is on port 80 and FTP on
port 21. In some cases, such as for unknown services or where one server can support more than one service
(for example both FTP and web service), it might be better to specify a range of port numbers. You can
allocate a server IP address that corresponds to a port or a range of ports.

Many residential broadband ISP accounts do not allow you to run any server processes (such as a Web or
FTP server) from your location. Your ISP may periodically check for servers and may suspend your account
if it discovers any active services at your location. If you are unsure, refer to your ISP.

Default Server IP Address

In addition to the servers for specified services, NAT supports a default server IP address. A default server
receives packets from ports that are not specified in this screen.

If you do not assign a Default Server IP Address, then all packets received for ports
not specified in this screen will be discarded.

7.3.1 Port Forwarding: Services and Port Numbers

A NAT server set is a list of inside (behind NAT on the LAN) servers, for example, web or FTP, that you can
make accessible to the outside world even though NAT makes your whole inside network appear as a single
machine to the outside world.

Use the SUA Server page to forward incoming service requests to the server(s) on your local network. You
may enter a single port number or a range of port numbers to be forwarded, and the local IP address of the
desired server. The port number identifies a service; for example, web service is on port 80 and FTP on port
21. In some cases, such as for unknown services or where one server can support more than one service (for
example both FTP and web service), it might be better to specify a range of port numbers.

In addition to the servers for specified services, NAT supports a default server. A service request that does
not have a server explicitly designated for it is forwarded to the default server. If the default is not defined,
the service request is simply discarded.
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The most often used port numbers are shown in the following table. Please refer to RFC 1700 for further

Many residential broadband ISP accounts do not allow you to run any server
processes (such as a Web or FTP server) from your location. Your ISP may
periodically check for servers and may suspend your account if it discovers any
active services at your location. If you are unsure, refer to your ISP.

information about port numbers.

7.3.2 Configuring Servers Behind SUA (Example)

Let's say you want to assign ports 22-25 to one server, port 80 to another and assign a default server IP

Table 7-3 Services and Port Numbers

SERVICES PORT NUMBER

ECHO 7
FTP (File Transfer Protocol) 21
SMTP (Simple Mail Transfer Protocol) 25
DNS (Domain Name System) 53
Finger 79
HTTP (Hyper Text Transfer protocol or WWW, Web) 80
POP3 (Post Office Protocol) 110
NNTP (Network News Transport Protocol) 119
SNMP (Simple Network Management Protocol) 161
SNMP trap 162
PPTP (Point-to-Point Tunneling Protocol) 1723

address of 192.168.1.35 as shown in the next figure.

7-6
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Priavte network
IP addresses

The NAT network appears as
a single host on the Internet

192.168.1.1

FTP/TELNET/SMTP server

IP Address =
o 192.168.1.33
&
S Prestige
=, Computer
O |IP Address =
Q
c
2 Computer
a IP Address =
S 192.168.1.35 === =
Computer
IP Address = IP ADDRESS ASSIGNED
192.168.1.36 BY ISP

Figure 7-3 Multiple Servers Behind NAT Example

7.4 Selecting the NAT Mode

Click NAT to open the following screen.

NAT - Mode

MHetwork Address Translation

" Mone
& SUA Only Edit Details
" Full Feature Edit Details

Apply |

Figure 7-4 NAT Mode

The following table describes the labels in this screen.

NAT
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Table 7-4 NAT Mode

LABEL DESCRIPTION

None Select this radio button to disable NAT.

Select this radio button if you have just one public WAN IP address for your Prestige. The

SUA Only Prestige uses Address Mapping Set 1 in the NAT - Edit SUA/NAT Server Set screen.

Edit Details Click this link to go to the NAT - Edit SUA/NAT Server Set screen.

Full Feature |Select this radio button if you have multiple public WAN IP addresses for your Prestige.

Edit Details Click this link to go to the NAT - Address Mapping Rules screen.

Apply Click Apply to save your configuration.

7.5 Configuring SUA Server

If you do not assign an IP Address in Server Set 1 (default server), then all packets
received for ports not specified in this screen will be discarded.

Click NAT, Select SUA Only and click Edit Details to open the following screen.
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NAT - Edit SUANAT Server Set

Start Port No. End Port No. IP Address
1 All ports All ports 0.0.0.0
2 b b [pooo
3 b b [pooo
1 b b [rooo
5 b b [iooo
6 T I [ooo
7 T I [ooo
8 T I [ooo
9 P I [ooo
10 b b [pooo
1 b b [pooo
12 b b fpooo
Save | Cancel |

Figure 7-5 Edit SUA/NAT Server Set

The following table describes the labels in this screen.

Table 7-5 Edit SUA/NAT Server Set

LABEL DESCRIPTION

Start Port No. Enter a port number in this field.
To forward only one port, enter the port number again in the End Port No. field.

To forward a series of ports, enter the start port number here and the end port number
in the End Port No. field.
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Table 7-5 Edit SUA/NAT Server Set

LABEL DESCRIPTION

End Port No. Enter a port number in this field.

To forward only one port, enter the port number again in the Start Port No. field above
and then enter it again in this field.

To forward a series of ports, enter the last port number in a series that begins with the
port number in the Start Port No. field above.

IP Address Enter your server IP address in this field.
Save Click Save to save your changes back to the Prestige.
Cancel Click Cancel to return to the previous configuration.

7.6 Configuring Address Mapping

Ordering your rules is important because the Prestige applies the rules in the order that you specify. When a
rule matches the current packet, the Prestige takes the corresponding action and the remaining rules are
ignored. If there are any empty rules before your new configured rule, your configured rule will be pushed up
by that number of empty rules. For example, if you have already configured rules 1 to 6 in your current set
and now you configure rule number 9. In the set summary screen, the new rule will be rule 7, not 9. Now if
you delete rule 4, rules 5 to 7 will be pushed up by 1 rule, so old rules 5, 6 and 7 become new rules 4, 5 and
6.

To change your Prestige’s address mapping settings, click NAT, Select Full Feature and click Edit Details
to open the following screen.
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NAT - Address Mapping Rules

Local 5tart IP | Local End IP | Globhal Start IP | Global End IP | Type

Bule 1 -
Bule 2 -
Bule 3 -
Bule 4 -
Bule 5 -
Bule 6 -
Bule 7 -
Bule 8 -
Bule 9 -
Rule 10 -

Back |

Figure 7-6 Address Mapping Rules

The following table describes the labels in this screen.

Table 7-6 Address Mapping Rules

LABEL DESCRIPTION

Local Start IP This is the starting Inside Local IP Address (ILA). Local IP addresses are N/A for Server
port mapping.

Local End IP This is the end Inside Local IP Address (ILA). If your rule is for all local IP addresses,
then enter 0.0.0.0 as the Local Start IP address and 255.255.255.255 as the Local End
IP address. This field is N/A for One-to-one and Server mapping types.

Global Start IP | This is the starting Inside Global IP Address (IGA). Enter 0.0.0.0 here if you have a
dynamic IP address from your ISP. You can only do this for Many-to-One and Server

mapping types.

Global End IP | This is the ending Inside Global IP Address (IGA). This field is N/A for One-to-one,
Many-to-One and Server mapping types.
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Table 7-6 Address Mapping Rules

LABEL DESCRIPTION

Type 1-1: One-to-one mode maps one local IP address to one global IP address. Note that
port numbers do not change for the One-to-one NAT mapping type.

M-1: Many-to-One mode maps multiple local IP addresses to one global IP address. This
is equivalent to SUA (i.e., PAT, port address translation), ZyXEL's Single User Account
feature that previous ZyXEL routers supported only.

M-M Ov (Overload): Many-to-Many Overload mode maps multiple local IP addresses to
shared global IP addresses.

MM No (No Overload): Many-to-Many No Overload mode maps each local IP address to
unique global IP addresses.

Server: This type allows you to specify inside servers of different services behind the
NAT to be accessible to the outside world.

Back Click Back to return to the NAT Mode screen.

7.7 Editing an Address Mapping Rule

To edit an address mapping rule, click the rule’s link in the NAT Address Mapping Rules screen to display
the screen shown next.

NAT - Edit Address Mapping Rule T

Type |One-tn-0ne ~|
Local Start IP [pooo

Lacal End IP [raza,

Global Start IP [o.o.00

Global End IP [Para,

Server Mapping Set [ia =] et Details

Apply | Cancel Delete

Figure 7-7 Address Mapping Rule Edit
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The following table describes the labels in this screen.

Table 7-7 Address Mapping Rule Edit

LABEL DESCRIPTION

Type Choose the port mapping type from one of the following.
1. One-to-One: One-to-One mode maps one local IP address to one global IP
address. Note that port numbers do not change for One-to-one NAT mapping type.
2. Many-to-One: Many-to-One mode maps multiple local IP addresses to one global
IP address. This is equivalent to SUA (i.e., PAT, port address translation), ZyXEL's
Single User Account feature that previous ZyXEL routers supported only.
3. Many-to-Many Overload: Many-to-Many Overload mode maps multiple local IP
addresses to shared global IP addresses.
4. Many-to-Many No Overload: Many-to-Many No Overload mode maps each local
IP address to unique global IP addresses.
5. Server: This type allows you to specify inside servers of different services behind
the NAT to be accessible to the outside world.

Local Start IP This is the starting local IP address (ILA). Local IP addresses are N/A for Server port
mapping.

Local End IP This is the end local IP address (ILA). If your rule is for all local IP addresses, then
enter 0.0.0.0 as the Local Start IP address and 255.255.255.255 as the Local End
IP address.
This field is N/A for One-to-One and Server mapping types.

Global Start IP This is the starting global IP address (IGA). Enter 0.0.0.0 here if you have a dynamic
IP address from your ISP.

Global End IP This is the ending global IP address (IGA). This field is N/A for One-to-One, Many-
to-One and Server mapping types.

Server Mapping Only available when Type is set to Server.

Set Select a number from 1 to 10 from the drop-down menu to choose a server set from
the NAT - Address Mapping Rules screen.

Edit Details | Click this link to go to the NAT - Edit SUA/NAT Server Set screen to edit a server

set that you have selected in the Server Mapping Set field.

Apply Click Apply to save your changes back to the Prestige.

Cancel Click Cancel to return to the previously saved settings.

Delete Click Delete to exit this screen without saving
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Chapter 8
Dynamic DNS Setup

This chapter discusses how to configure your Prestige to use Dynamic DNS.

8.1 Dynamic DNS

Dynamic DNS allows you to update your current dynamic IP address with one or many dynamic DNS
services so that anyone can contact you (in NetMeeting, CU-SeeMe, etc.). You can also access your FTP
server or Web site on your own computer using a DNS-like address (for instance myhost.dhs.org, where
myhost is a name of your choice) that will never change instead of using an IP address that changes each
time you reconnect. Your friends or relatives will always be able to call you even if they don't know your IP
address.

First of all, you need to have registered a dynamic DNS account with www.dyndns.org. This is for people
with a dynamic IP from their ISP or DHCP server that would still like to have a DNS name. The Dynamic
DNS service provider will give you a password or key.

8.1.1 DYNDNS Wildcard

Enabling the wildcard feature for your host causes *.yourhost.dyndns.org to be aliased to the same IP address
as yourhost.dyndns.org. This feature is useful if you want to be able to use, for example,
www.yourhost.dyndns.org and still reach your hostname.

If you have a private WAN IP address, then you cannot use Dynamic DNS.

8.2 Configuring Dynamic DNS
To change your Prestige’s DDNS, click Dynamic DNS. The screen appears as shown.
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Dynamic DNS

[T Active

Setvice Provider |W.DynDNS.ORG j

Host Mame |

E-mail Address

zer |
Password I

[T Enable wWildcard

Apply Cancel

Figure 8-1 DDNS

The following table describes the labels in this screen.

Table 8-1 DDNS

LABEL DESCRIPTION
Active Select this check box to use dynamic DNS.
Service Provider Select the name of your Dynamic DNS service provider.
Host Name Type the domain name assigned to your Prestige by your Dynamic DNS provider.
E-mail Address Type your e-mail address.
User Type your user name.
Password Type the password assigned to you.
Enable Wildcard Select this check box to enable DYNDNS Wildcard.
Apply Click Apply to save your changes back to the Prestige.
Cancel Click Cancel to return to the previously saved settings.
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Chapter 9

Time and Date Setup

Use this screen to configure the Prestige’s time and date settings. This chapter is not available on

9.1 Configuring Time Zone

all models.

To change your Prestige’s time and date, click Time Zone. The screen appears as shown. Use this screen to

configure the Prestige’s time based on your local time zone.

™ calibrate system clock with Tirme Server now.
fattention! This may take up to 60 seconds if Time Server is unreachahle).

Date

Current Date |2EIEIEI -|IZI1 .|D1
Mew Date daav-mirm-dd) |2E|E|EI -|EI1 .|D1
Time

Current Time |IZIIZI ;|29 ;|3-’-1
Mew Time |EIEI ;|29 ;|34

Time Zone

Time Server

Use Time Serverwhen Elnntupl Mane ;l

Time Server P Address |N,fA

Tirme Zone |[GMT) Greenwich Mean Time : Dublin, Edinburgh, Liskban, Lund:ﬂ
[T Daylight Saving

Start Date [0 month]d  day

End Date |EI mgnthID day

Apphy | Cancel

Figure 9-1 Time/Date

Time and Date Setup
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The following table describes the labels in this screen.

Table 9-1 Time/Date

LABEL

DESCRIPTION

Time Server

Use Time Server
when Bootup

Select the time service protocol that your time server sends when you turn on the
Prestige. Not all time servers support all protocols, so you may have to check with
your ISP/network administrator or use trial and error to find a protocol that works.

The main difference between them is the format.

Daytime (RFC 867) format is day/month/year/time zone of the server.

Time (RFC 868) format displays a 4-byte integer giving the total number of seconds
since 1970/1/1 at 0:0:0.

The default, NTP (RFC 1305), is similar to Time (RFC 868).

Select None to enter the time and date manually.

Time Server IP
Address

Enter the IP address of your time server. Check with your ISP/network administrator
if you are unsure of this information.

Time Zone

Choose the time zone of your location. This will set the time difference between your
time zone and Greenwich Mean Time (GMT).

Daylight Savings

Select this option if you use daylight savings time. Daylight saving is a period from
late spring to early fall when many countries set their clocks ahead of normal local
time by one hour to give more daytime light in the evening.

Start Date | Enter the month and day that your daylight-savings time starts on if you selected
Daylight Savings.
End Date | Enter the month and day that your daylight-savings time ends on if you selected

Daylight Savings.

Calibrate system
clock with Time
Server now

Click this button to have your Prestige use the time server (that you configured
above) to set its internal system clock.

Please wait for up to 60 seconds while the Prestige locates the time server. If the
Prestige cannot find the time server, please check the time server protocol and its IP
address. If the IP address was entered correctly, try pinging it for example to test the
connection.

Date

Current Date

This field displays the date of your Prestige.
Each time you reload this page, the Prestige synchronizes the time with the time
server.

9-2
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Table 9-1 Time/Date

LABEL DESCRIPTION

New Date | This field displays the last updated date from the time server.
(yyyy-mm-dd) | When you select None in the Use Time Server when Bootup field, enter the new
date in this field and then click Apply.

Time

Current Time | This field displays the time of your Prestige.
Each time you reload this page, the Prestige synchronizes the time with the time
server.

New Time | This field displays the last updated time from the time server.
When you select None in the Use Time Server when Bootup field, enter the new
time in this field and then click Apply.

Apply Click Apply to save your changes back to the Prestige.

Cancel Click Cancel to return to the previously saved settings.
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Part IV:

Remote Management and UPnP

This part contains information on how to configure the Prestige for remote management and setting
up Universal Plug and Play (UPnP).
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Chapter 10
Remote Management Configuration

This chapter provides information on configuring remote management. Remote management is not
available on all models

10.1 Remote Management Overview

Remote management allows you to determine which services/protocols can access which Prestige interface
(if any) from which computers.

You may manage your Prestige from a remote location via:
» Internet (WAN only) » ALL (LAN and WAN)
> LAN only » Neither (Disable)

To disable remote management of a service, select Disable in the corresponding Server Access field.

10.1.1 Remote Management Limitations
Remote management over LAN or WAN will not work when:

1. A filter in SMT menu 3.1 (LAN) or in menu 11.5 (WAN) is applied to block a Telnet, FTP or Web
service.

2. You have disabled that service in one of the remote management screens.

3. The IP address in the Secured Client IP field does not match the client IP address. If it does not
match, the Prestige will disconnect the session immediately.

4. There is an SMT console session running.

5. There is already another remote management session of the same type (web, FTP or Telnet)
running. You may only have one remote management session of the same type running at one time.

6. There is a web remote management session running with a Telnet session. A Telnet session will be
disconnected if you begin a web session; it will not begin if there already is a web session.

10.1.2 Remote Management and NAT
When NAT is enabled:
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» Use the Prestige’s WAN IP address when configuring from the WAN.
»  Use the Prestige’s LAN IP address when configuring from the LAN.

10.1.3 System Timeout

There is a system timeout of five minutes (three hundred seconds) for either the console port or
telnet/web/FTP connections. Your Prestige automatically logs you out if you do nothing in this timeout
period, except when it is continuously updating the status in menu 24.1 or when sys stdio has been
changed on the command line.

10.2 Telnet

You can configure your Prestige for remote Telnet access as shown next.

User telnets
into the LAN
via the Prestige

Figure 10-1 Telnet Configuration on a TCP/IP Network

10.3 FTP

You can upload and download Prestige firmware and configuration files using FTP. To use this feature, your
computer must have an FTP client.

10.4 Web

You can use the Prestige’s embedded web configurator for configuration and file management. See the
online help for details.

10.5 Configuring Remote Management

Click Remote Management to open the following screen.
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Remote Management Control

Sener Type Access Status Port Secured Client IP
Telnet Al 3 R 7E o000
FTF [l =] |21 ilEI.EI.D.D
Wb Al =] |feo jn.000

Applyl Cancel |

Figure 10-2 Remote Management
The following table describes the labels in this screen.

Table 10-1 Remote Management

LABEL DESCRIPTION

Server Type |Each of these labels denotes a service that you may use to remotely manage the Prestige.

Access Select the access interface. Choices are All, LAN Only, WAN Only and Disable.
Status
Port This field shows the port number for the remote management service. You may change the port

number for a service in this field, but you must use the same port number to use that service for
remote management.

Secured The default 0.0.0.0 allows any client to use this service to remotely manage the Prestige. Type
Client IP an IP address to restrict access to a client with a matching IP address.

Apply Click Apply to save your settings back to the Prestige.

Cancel Click Cancel to begin configuring this screen afresh.
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Chapter 11
Universal Plug-and-Play (UPnP)

This chapter introduces the UPnP feature in the web configurator.

11.1 Universal Plug and Play Overview

Universal Plug and Play (UPnP) is a distributed, open networking standard that uses TCP/IP for simple peer-
to-peer network connectivity between devices. A UPnP device can dynamically join a network, obtain an IP
address, convey its capabilities and learn about other devices on the network. In turn, a device can leave a
network smoothly and automatically when it is no longer in use.

11.1.1 How do | know if I'm using UPnP?

UPnP hardware is identified as an icon in the Network Connections folder (Windows XP). Each UPnP
compatible device installed on your network will appear as a separate icon. Selecting the icon of a UPnP
device will allow you to access the information and properties of that device.

11.1.2 NAT Traversal

UPnP NAT traversal automates the process of allowing an application to operate through NAT. UPnP
network devices can automatically configure network addressing, announce their presence in the network to
other UPnP devices and enable exchange of simple product and service descriptions. NAT traversal allows
the following:

» Dynamic port mapping

» Learning public IP addresses

» Assigning lease times to mappings

Windows Messenger is an example of an application that supports NAT traversal and UPnP.

See the Network Address Translation (NAT) chapter for further information about NAT.

11.1.3 Cautions with UPnP

The automated nature of NAT traversal applications in establishing their own services may present network
security issues. Network information and configuration may also be obtained and modified by users in some
network environments.

UPnP 11-1



Prestige 650 Series User’s Guide

All UPnP-enabled devices may communicate freely with each other without additional configuration. Disable
UPnP if this is not your intention.

11.2 UPnP and ZyXEL

ZyXEL has achieved UPnP certification from the Universal Plug and Play Forum Creates UPnP™
Implementers Corp. (UIC). ZyXEL's UPnP implementation supports IGD 1.0 (Internet Gateway Device). At
the time of writing ZyXEL's UPnP implementation supports Windows Messenger 4.6 and 4.7 while
Windows Messenger 5.0 and Xbox are still being tested.

UPnP broadcasts are only allowed on the LAN.

See later sections for examples of installing UPnP in Windows XP and Windows Me as well as an example
of using UPnP in Windows.

11.2.1 Configuring UPnP

From the Site Map in the main menu, click UPnP under Advanced Setup to display the screen shown next.

LIPNP

[T Enable the Universal Flug and Play(UFPnFP) Service

[T Allow users to make configuration changes through UPRP

Applhy Cancel

Figure 11-1 Configuring UPnP

The following table describes the labels in this screen.

11-2 UPnP



Prestige 650 Series User’s Guide

Table 11-1 Configuring UPnP

LABEL

DESCRIPTION

Enable the Universal Plug
and Play (UPnP) Service

Select this checkbox to activate UPnP. Be aware that anyone could use a
UPnNP application to open the web configurator's login screen without entering
the Prestige's IP address (although you must still enter the password to
access the web configurator).

Allow users to make
configuration changes
through UPnP

Select this check box to allow UPnP-enabled applications to automatically
configure the Prestige so that they can communicate through the Prestige, for
example by using NAT traversal, UPnP applications automatically reserve a
NAT forwarding port in order to communicate with another UPnP enabled
device; this eliminates the need to manually configure port forwarding for the
UPNP enabled application.

Apply

Click Apply to save the setting to the Prestige.

Cancel

Click Cancel to return to the previously saved settings.

11.3 Installing UPnP in Windows Example

This section shows how to install UPnP in Windows Me and Windows XP.

11.3.1 Installing UPnP in Windows Me
Follow the steps below to install the UPnP in Windows Me.

Step 1.  Click Start and Control Panel. Double-click Add/Remove 4dd/Remove Progian S
Programs Install/Unirstall  Windows Setup | Startup Disk
To add or 1emove a component, select or clear the :he_:k box. [
Step 2.  Click on the Windows Setup tab and select Communication o
. . . . Components:
in the Components selection box. Click Details. T oy |
4 & Communications 5.6 ME
| A% Desktap Themes 0.0ME J
! fif Games 10.1 MB
] @ Mulilanguage Support 0OME =
Space used by installed components: 124 MB
Space required 0.0Me
Space available on disk: B66.3 MB
Description
Includes accessories to help you connect o other computers
and online services.
5 of 10 components selected Details..
Have Disk...
ok || cancel | s |
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Step 3. In the Communications window, select the Universal Plug x|
and Play check box in the Components selection box. ;gmi%i:%:lﬂnﬂa}gﬁgﬁéj‘f;; ;:hzgpla;;‘;,ﬂ;?;:;;f;r;am >
installit. & shaded box means that only pait of the component wil
Step 4 Clle OK tO go back tO the Add/RemOVe Programs be installed. To see what's included |nyapcomponent, cfck Details.
Properties window and click Next. Components:
1 Nethlesting 42Mp |
Step 5.  Restart the computer when prompted. &) Prane Didkr 02MB
£ Uriversal Plug and Play 0.4 MB
] [z Wirtual Private Networking 0.0HE j
Space uged by installed components: 42.4 MB
Space required. 0.0ME
Space available on disk: BEE.3 ME
Description

Universal Plug and Play enables seamless connectivity and
communication between Windows and intelligent appliances

Details

11.3.2 Installing UPnP in Windows XP

Follow the steps below to install the UPnP in Windows XP.
Step 1.  Click Start and Control Panel. " Network Connections
File

- ? = Operator-aAssisted Dialing
@ Back ~ 7 2 | 2~ %€ Dial-up Preferences...

Edit  Wiew Favorites

Step 2. Double-click Network Connections.

Step 3. In the Network Connections window,
click Advanced in the main menu and
select Optional Networking Components

Metwaork Connecl;\ons Mebwiork Identification. ..
EBridge Connections

Advanced Settings,

The Windows Optional Networking
Components Wizard window displays.

Step 4, Select Networking Service in the Windows Optional Networking Components Wizard

Components selection box and click Windows Companents
. “Y'ou can add or remove components of Windows XP.
Details.

To add or remave a companent, click the checkbox, & shaded box means that anly
part of the companent will be installed. To see what's included in a component, click
Dietails.

Components:

[ 85 Management and Moritoring Tools
5
O Eg] Other Metwork File and Print Services 0.0ME

Description:  Containg a variety of specialized, network-related services and protocols.
Total disk space raquued' 0.0MB
Space avallable on disk: 260.9ME
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Step 5. In the Networking Services window,
select the Universal Plug and Play check
box.

Step 6.  Click OK to go back to the Windows
Optional Networking Component
Wizard window and click Next.

Metworking Services

To add or remove a component, click the check box. A shaded box means that only part

of the component will be installed. Tao see what's included in a component, click Details

Subcomponents of Metworking Services:

|1 BRI Listerer D0ME
imple TCPAP Services

Flug and Play

Description:  Allows wour computer to discover and control Universal Plug and Play

devices.
Total disk space required: 0.0MB
Space available on disk: 260.8 MB

11.4 Using UPnP in Windows XP Example

This section shows you how to use the UPnP feature in Windows XP. You must already have UPnP installed

in Windows XP and UPnP activated on the Prestige.

Make sure the computer is connected to a LAN port of the Prestige. Turn on your computer and the Prestige.

11.4.1 Auto-discover Your UPnP-enabled

Step 1.  Click start and Control Panel. Double-click
Network Connections. An icon displays
under Internet Gateway.

Step 2.  Right-click the icon and select Properties.

Network Device

% Network Connections

Fle Edt View Favorites Tools  Advanced  Help

Qe - © - (T Pseach [roes | [FH-

Address | &) Network Connertions

Network Tasks

[&] Create anew
cannection

% Set up a home or small
office netwark

& Disable this netwark
device:

®]} Rename this connaction

&) View status of this
connection

Change settings of this

rFannertinn

Disable
LANorH  Status

Create Shorkout:
)

3 Rename

UPnP
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Step 3. In the Internet Connection Properties Step 4. You may edit or delete the port
window, click Settings to see the port mappings or click Add to
mappings there were automatically created. manually add port mappings.

® Internet Connection Properties Aelvancoe Settings

General | Sendce:

Connect lo the Intemet using Sefac! e sardces 1nning on o releolk that Infemel uge iz can

‘\v_.j Internet Connection ‘ et
envices

B} 1EEIH TEP.

AR54] #7177 LIOF
104 mamnsge (19216811 817281 25047 DR
This connection allows you to connect to the Intemet through a [ memsge (1921651 0070100 2 711 TCR
shared connection on another computer,

Settings

Show icon in notification area when connected

i, | gk |

Ok | Carcel

Service Settings

Description of service:
JTest

Mame or IP address [for example 192.168.0.12] of the
computer hosting this service on your network:

|192.158.1.11

External Port number for thiz service:
[142 & TCP C UDP

Irternal Port number for this service:

]1431

Cancel

When the UPnP-enabled device is disconnected from your computer, all port
mappings will be deleted automatically.

Step 5. Select Show icon in notification area when
connected option and click OK. An icon
displays in the System tray _flij Internet Connection is now connected

1 Click here for more information. ..

*

4 upnp2 - Paint
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Step 6. Double-click on the icon to display your

current Internet connection status.

11.4.2 Web Configurator Easy Access

"2 Internet Connection Status

General ‘
Internet Gateway
Statug: Caornected
Duration: 00:00:56
Speed: 100.0 Mbps
Activity
Internet Internet Gateway tdy Computer
Packets:
Sent: g Elg
Received 5.943 T4E

Close

With UPnP, you can access the web-based configurator on the Prestige without finding out the IP address of
the Prestige first. This comes helpful if you do not know the IP address of the Prestige.

Follow the steps below to access the web configurator.

Step 1. Click Start and then Control Panel. % Network Connections
. File Edt “iew Favorites Tools  Advanced  Help
Step 2.  Double-click Network = ;
Connections. Qe - () T Dsearh [ Fokers | [
Address Q Mebwork Connections
Step 3.  Select My Network Places under I internet Gateway
Other Places Lo riks =
L\_.J Create & new connection g;z:g“:é Senpection
9 Set up a hame or small 1 Inkernet Connection
"~ office nebwork,
- LAN or High-Speed Internet
See Also #
Local Area Connection
s
l—G&I Accton EM12070-TX PCILFast .,
Details
Network Connections
System Falder
iy Start ) s
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Step 4. Anicon with the description for each — [EHH SR,
UPnP-enabled device displays under File Edit Wiew Favorites Tools  Help
Local Network' _/ J L? /TjSearch , Faolders v
Step 5. Right-click on the icon for your Ackess |4 my Network Places
Prestige and select Invoke. The web
. . Metwork Tasks
configurator login screen displays. _
g Add & network place
‘.- Wigw network connections
#) Set up a home or small Creats Shorteut
~ office netwark E
jf‘ ‘Wigw wiorkgroup computers Faname
— Properties
Other Places A
Step 6. nght_Cth on the 1‘001’1 for your Prestlge £yXEL Prestige 650R-31 Internet Sharing Gateway Pr... [#&]
and select Properties. A properties
window displays with basic information General |
about the Prestige. o
L]
b anufacturer: ZyREL
Model Mame: ZVAEL Internet Sharing Gateway
Model Murmber:  Prastige B50R-31
Description: ZyHEL Prestige B50R-31 Internet Sharing Gateway
Device Address: http:/192.168.1.1/
11-8
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Part V:

Bandwidth Management

This part provides information on the functions and configuration of Bandwidth Management.
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Chapter 12
Bandwidth Management

This chapter describes the functions and configuration of bandwidth management. Bandwidth
management is not available on all models.

12.1 Bandwidth Management Overview

Bandwidth management allows you to allocate an interface’s outgoing capacity to specific types of traffic. It
can also help you make sure that the Prestige forwards certain types of traffic (especially real-time
applications) with minimum delay. With the use of real-time applications such as Voice-over-IP (VoIP)
increasing, the requirement for bandwidth allocation is also increasing.

Bandwidth management addresses questions such as:
e Who gets how much access to specific applications?
e  What priority level should you give to each type of traffic?
e  Which traffic must have guaranteed delivery?
e  How much bandwidth should be allotted to guarantee delivery?

Bandwidth management also allows you to configure the allowed output for an interface to match what the
network can handle. This helps reduce delays and dropped packets at the next routing device. For example,
you can set the WAN interface speed to 1000kbps if the broadband device connected to the WAN port has an
upstream speed of 1000kbps. All configuration screens display measurements in kbps (kilobits per second),
but this User’s Guide also uses Mbps (megabits per second) for brevity’s sake.

12.2 Bandwidth Classes and Filters

Use bandwidth classes and child-classes to allocate specific amounts of bandwidth capacity (bandwidth
budgets). Configure a bandwidth filter to define a bandwidth class (or child-class) based on a specific
application and/or subnet. Use the Class Configuration tab (see section 12.9.1) to set up a bandwidth class’s
name, bandwidth allotment, and bandwidth filter. You can configure up to one bandwidth filter per
bandwidth class. You can also configure bandwidth classes without bandwidth filters. However, it is
recommended that you configure child-classes with filters for any classes that you configure without filters.
The Prestige leaves the bandwidth budget allocated and unused for a class that does not have a filter itself or
child-classes with filters. View your configured bandwidth classes and child-classes in the Class Setup tab
(see section 12.9 for details).
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The total of the configured bandwidth budgets for child-classes cannot exceed the configured bandwidth
budget speed of the parent class.

12.3 Proportional Bandwidth Allocation

Bandwidth management allows you to define how much bandwidth each class gets; however, the actual
bandwidth allotted to each class decreases or increases in proportion to actual available bandwidth.

12.4 Bandwidth Management Usage Examples

These examples show bandwidth management allotments on a WAN interface that is configured for 10Mbps.

12.4.1 Application-based Bandwidth Management Example

The bandwidth classes in the following example are based solely on application. Each bandwidth class
(VoIP, Web, FTP, E-mail and Video) is allotted 2 Mbps.

AN WAN

Prestige VoIP Class : 2 Mbps
““E“‘ Web Class : 2 Mbps f

ERNET
S L 1P Class 2 Mbps \k/
E-mail Class : 2 Mbps

Video Class : 2Mbps

Hub/Switch

i
N
i |

Figure 12-1 Application-based Bandwidth Management Example

12.4.2 Subnet-based Bandwidth Management Example

The following example uses bandwidth classes based solely on LAN subnets. Each bandwidth class (Subnet
A and Subnet B) is allotted 5 Mbps.
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SubnetA i LAN WAN

wai“ Subnet B 5Mbps f

e \/RNET

Figure 12-2 Subnet-based Bandwidth Management Example

Hub/Switch

12.4.3 Application and Subnet-based Bandwidth Management Example

The following example uses bandwidth classes based on LAN subnets and applications (specific applications
in each subnet are allotted bandwidth).

Table 12-1 Application and Subnet-based Bandwidth Management Example

TRAFFIC TYPE FROM SUBNET A FROM SUBNET B
VolP 1 Mbps 1 Mbps
Web 1 Mbps 1 Mbps
FTP 1 Mbps 1 Mbps
E-mail 1 Mbps 1 Mbps
Video 1 Mbps 1 Mbps
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Subnet A VolP Class : 1 Mbps

WAN SubnetAWeb Class : 1 Mbps

SubnetA =< LAN SubnetA FTP Class : 1 Mbps

. Subnet A E-mail Class : 1 Mbps
Frestige Subnet A Video Class : 1Mbpsr

— RNET
Subnet B VoIP Class : 1 Mb \K_/
Subnet B Web Class : 1 Mbps

Subnet B FTP Class : 1 Mbps
E— Subnet B E-mail Class : 1 Mbps
Subnet B Video Class : 1Mbps

Hub/Switch

Figure 12-3 Application and Subnet-based Bandwidth Management Example

12.5 Scheduler

The scheduler divides up an interface’s bandwidth among the bandwidth classes. The Prestige has two types
of scheduler: fairness-based and priority-based.

12.5.1 Priority-based Scheduler

With the priority-based scheduler, the Prestige forwards traffic from bandwidth classes according to the
priorities that you assign to the bandwidth classes. The larger a bandwidth class’s priority number is, the
higher the priority. Assign real-time applications (like those using audio or video) a higher priority number to
provide smoother operation.

12.5.2 Fairness-based Scheduler

The Prestige divides bandwidth equally among bandwidth classes when using the fairness-based scheduler;
thus preventing one bandwidth class from using all of the interface’s bandwidth.

12.6 Maximize Bandwidth Usage

The maximize bandwidth usage option (see Figure 12-7) allows the Prestige to divide up any available
bandwidth on the interface (including unallocated bandwidth and any allocated bandwidth that a class is not
using) among the bandwidth classes that require more bandwidth.

When you enable maximize bandwidth usage, the Prestige first makes sure that each bandwidth class gets up
to its bandwidth allotment. Next, the Prestige divides up an interface’s available bandwidth (bandwidth that
is unbudgeted or unused by the classes) depending on how many bandwidth classes require more bandwidth
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and on their priority levels. When only one class requires more bandwidth, the Prestige gives extra
bandwidth to that class.

When multiple classes require more bandwidth, the Prestige gives the highest priority classes the available

bandwidth first (as much as they require, if there is enough available bandwidth), and then to lower priority
classes if there is still bandwidth available. The Prestige distributes the available bandwidth equally among
classes with the same priority level.

12.6.1 Reserving Bandwidth for Non-Bandwidth Class Traffic

Do the following three steps to configure the Prestige to allow bandwidth for traffic that is not defined in a
bandwidth filter.

Step 1. Leave some of the interface’s bandwidth unbudgeted.

Step 2. Do not enable the interface’s Maximize Bandwidth Usage option.

Step 3. Do not enable bandwidth borrowing on the child-classes that have the root class as their parent
(see section 12.7).

12.6.2 Maximize Bandwidth Usage Example

Here is an example of a Prestige that has maximized bandwidth usage enabled on an interface. The first
figure shows each bandwidth class’s bandwidth budget and priority. The classes are set up based on subnets.
The interface is set to 10 Mbps. Each subnet is allocated 2 Mbps. The unbudgeted 2 Mbps allows traffic not
defined in one of the bandwidth filters to go out when you do not select the maximize bandwidth option.

Interface Root Class: 10 Mbps ‘

Y

Administration: 2 Mbps

Y

Sales: 2 Mbps

Marketing: 2 Mbps

> R&D: 2 Mbps

Figure 12-4 Bandwidth Allotment Example

Bandwidth Management 12-5



Prestige 650 Series User’s Guide

The following figure shows the bandwidth usage with the maximize bandwidth usage option enabled. The
Prestige divides up the unbudgeted 2 Mbps among the classes that require more bandwidth. If the
administration department only uses 1 Mbps of the budgeted 2 Mbps, the Prestige also divides the remaining
1 Mbps among the classes that require more bandwidth. Therefore, the Prestige divides a total of 3 Mbps
total of unbudgeted and unused bandwidth among the classes that require more bandwidth.

In this case, suppose that all of the classes except for the administration class need more bandwidth.

» Each class gets up to its budgeted bandwidth. The administration class only uses 1 Mbps of its
budgeted 2 Mbps.

» Sales and Marketing are first to get extra bandwidth because they have the highest priority (6). If
they each require 1.5 Mbps or more of extra bandwidth, the Prestige divides the total 3 Mbps total
of unbudgeted and unused bandwidth equally between the sales and marketing departments (1.5
Mbps extra to each for a total of 3.5 Mbps for each) because they both have the highest priority
level.

» R&D requires more bandwidth but only gets its budgeted 2 Mbps because all of the unbudgeted and
unused bandwidth goes to the higher priority sales and marketing classes.

» The Prestige does not send any traffic that is not defined in the bandwidth filters because all of the
unbudgeted bandwidth goes to the classes that need it.

Interface Root Class: 10 Mbps

A 4

Administration: 1 Mbps, Priority 4

h 4

Sales: 3.5 Mbps, Priority 6

Marketing: 3.5 Mbps, Priority 6

h 4

R&D: 2 Mbps, Priority 5

Figure 12-5 Maximize Bandwidth Usage Example
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12.7 Bandwidth Borrowing

Bandwidth borrowing allows a child-class to borrow unused bandwidth from its parent class, whereas
maximize bandwidth usage allows bandwidth classes to borrow any unused or unbudgeted bandwidth on the
whole interface.

Enable bandwidth borrowing on a child-class to allow the child-class to use its parent class’s unused
bandwidth. A parent class’s unused bandwidth is given to the highest priority child-class first. The child-class
can also borrow bandwidth from a higher parent class (grandparent class) if the child-class’s parent class is
also configured to borrow bandwidth from its parent class. This can go on for as many levels as are
configured to borrow bandwidth from their parent class (see section 12.7.1).

The total of the bandwidth allotments for child-classes cannot exceed the bandwidth allotment of their parent
class. The Prestige uses the scheduler to divide a parent class’s unused bandwidth among the child-classes.

12.7.1 Bandwidth Borrowing Example

Here is an example of bandwidth management with classes configured for bandwidth borrowing. The classes
are set up based on departments and individuals within certain departments.
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Interface Root Class: 100000 kbps

h 4

Administration: Bandwidth borrowing disabled

Y

Sales: Bandwidth borrowing disabled

Sales USA: Bandwidth borrowing enabled

Bill: Bandwidth borrowing enabled

Y

Amy: Bandwidth borrowing disabled

» Sales Asia: Bandwidth borrowing disabled

Tina: Bandwidth borrowing enabled

Y

Fred: Bandwidth borrowing disabled

Y

R&D: Bandwidth borrowing enabled

» Software: Bandwidth borrowing enabled

¥ Hardware: Bandwidth borrowing enabled

Figure 12-6 Bandwidth Borrowing Example

> The Bill class can borrow unused bandwidth from the Sales USA class because the Bill class has
bandwidth borrowing enabled.

» The Bill class can also borrow unused bandwidth from the Sales class because the Sales USA class
also has bandwidth borrowing enabled.
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» The Bill class cannot borrow unused bandwidth from the Root class because the Sales class has
bandwidth borrowing disabled.

» The Amy class cannot borrow unused bandwidth from the Sales USA class because the Amy class
has bandwidth borrowing disabled.

» The R&D Software and Hardware classes can both borrow unused bandwidth from the R&D class
because the R&D Software and Hardware classes both have bandwidth borrowing enabled.

» The R&D Software and Hardware classes can also borrow unused bandwidth from the Root class
because the R&D class also has bandwidth borrowing enabled.

12.7.2 Maximize Bandwidth Usage With Bandwidth Borrowing

If you configure both maximize bandwidth usage (on the interface) and bandwidth borrowing (on individual
child-classes), the Prestige functions as follows.

1. The Prestige sends traffic according to each bandwidth class’s bandwidth budget.

2. The Prestige assigns a parent class’s unused bandwidth to its child-classes that have more
traffic than their budgets and have bandwidth borrowing enabled. The Prestige gives
priority to bandwidth child-classes of higher priority and treats bandwidth classes of the
same priority equally.

3. The Prestige assigns any remaining unused or unbudgeted bandwidth on the interface to
any bandwidth class that requires it. The Prestige gives priority to bandwidth classes of
higher priority and treats bandwidth classes of the same level equally.

4. The Prestige assigns any remaining unbudgeted bandwidth to traffic that does not match
any of the bandwidth classes.

12.8 Configuring Summary
Click BW Manager, Summary to open the Summary screen.

Enable bandwidth management on an interface and set the maximum allowed bandwidth for that interface.

Bandwidth Management 12-9



Prestige 650 Series User’s Guide

BW Manager - Summary

B Manager manages the handwidth of traffic lowing out of router on the specific interface. By
Manager can be switched on/off independently for each interface.

Senver Type | Active | Speed (khps) Scheduler Wi 3:;‘::““
LAN 72 |s0000 | Faimess-Based | M ves
WLAR | |IZI Ir—'ril_‘!:‘lt‘_\,"Eiﬁﬁed ;l I ves
VAR O o | Priority-Bazed ] I~ Yes

EiEu:kl .ﬁ-\pplyl Cancel |

Figure 12-7 Bandwidth Manager: Summary

The following table describes the labels in this screen.

Table 12-2 Bandwidth Manager: Summary

LABEL DESCRIPTION
LAN These read-only labels represent the physical interfaces.
WLAN
WAN
Active Select an interface’s check box to enable bandwidth management on that interface.

Not all interfaces are available on every Prestige.

Speed (kbps)

Enter the amount of bandwidth for this interface that you want to allocate using
bandwidth management.

This appears as the bandwidth budget of the interface’s root class (see section 12.9).
The recommendation is to set this speed to match what the device connected to the
port can handle. For example, set the WAN interface speed to 1000 kbps if the
broadband device connected to the WAN port has an upstream speed of 1000 kbps.

12-10

Bandwidth Management




Prestige 650 Series User’s Guide

Table 12-2 Bandwidth Manager: Summary
LABEL DESCRIPTION

Scheduler Select either Priority-Based or Fairness-Based from the drop-down menu to control
the traffic flow.

Select Priority-Based to give preference to bandwidth classes with higher priorities.
Select Fairness-Based to treat all bandwidth classes equally. See section 12.5.

Maximize Select this check box to have the Prestige divide up all of the interface’s unallocated
Bandwidth and/or unused bandwidth among the bandwidth classes that require bandwidth. Do not
Usage select this if you want to reserve bandwidth for traffic that does not match a bandwidth

class (see section 12.6.1) or you want to limit the speed of this interface (see the
Speed field description).

Back Click Back to go to the main BW Manager screen.
Apply Click Apply to save your settings back to the Prestige.
Cancel Click Cancel to begin configuring this screen afresh.

12.9 Configuring Class Setup

The class setup screen displays the configured bandwidth classes by individual interface. Select an interface
and click the buttons to perform the actions described next. Click “+” to expand the class tree or click “- to
collapse the class tree. Each interface has a permanent root class. The bandwidth budget of the root class is

equal to the speed you configured on the interface (see section 12.8 to configure the speed of the interface).
Configure child-class layers for the root class.

To add or delete child classes on an interface, click BW Manager, then Class Setup. The screen appears as
shown (with example classes).

The example reserves 15 Mbps of unbudgeted bandwidth for traffic that is not defined in the bandwidth
filters (see section 12.6.1). The Administration, Sales USA and Sales Asia bandwidth classes each have
bigger bandwidth budgets than the total of the budgets of their child-classes. The child-classes can borrow
the extra bandwidth as long as they have bandwidth borrowing enabled (see section 12.7).
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BW Manager- Class Setup

Interface |LAM =

* Root Class: 50000 khps

Back |  AddChid-Class | Edit| Delete | Statistics

Figure 12-8 Bandwidth Manager: Class Setup

The following table describes the labels in this screen.

Table 12-3 Bandwidth Manager: Class Setup

LABEL DESCRIPTION
Interface Select an interface from the drop-down list box for which you wish to set up classes.
Back Click Back to go to the main BW Manager screen.

Add Child-Class Click Add Child-class to add a sub-class.

Edit Click Edit to configure the selected class. You cannot edit the root class.

Delete Click Delete to delete the class and all its child-classes. You cannot delete the root
class.

Statistics Click Statistics to display the status of the selected class.

12.9.1 Bandwidth Manager Class Configuration

Configure a bandwidth management class in the Class Configuration screen. You must use the Bandwidth
Manager - Summary screen to enable bandwidth management on an interface before you can configure
classes for that interface.

To add a child class, click BW Manager, then Class Setup. Click the Add Child-Class button to open the
following screen.
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BW Manager- Class Configuration

Class Mame ImpDaEIEI

By Budget 0 (khpsd

Priarity 3 (0-7

[T Borrow bandwidth fram parent class

Bandwidth Filter
[T Active

Destination IP Address

Destination Subnet Mask

Destination Port

Source P Address

Source Subnet Mask

Source Port

T T

Protocal ID

Eian:kl Applyl Cancel

Figure 12-9 Bandwidth Manager: Class Configuration

The following table describes the labels in this screen.

Table 12-4 Bandwidth Manager: Class Configuration
LABEL DESCRIPTION

Class Name Use the auto-generated name or enter a descriptive name of up to 20
alphanumeric characters, including spaces.

BW Budget (kbps) Specify the maximum bandwidth allowed for the class in kbps. The
recommendation is a setting between 20 kbps and 20000 kbps for an individual
class.

Bandwidth Management 12-13



Prestige 650 Series User’s Guide

Table 12-4 Bandwidth Manager: Class Configuration

LABEL

DESCRIPTION

Priority

Enter a number between 0 and 7 to set the priority of this class. The higher the
number, the higher the priority. The default setting is 3.

Borrow bandwidth
from parent class

Select this option to allow a child-class to borrow bandwidth from its parent class if
the parent class is not using up its bandwidth budget.

Bandwidth borrowing is governed by the priority of the child-classes. That is, a
child-class with the highest priority (7) is the first to borrow bandwidth from its
parent class.

Do not select this for the classes directly below the root class if you want to leave
bandwidth available for other traffic types (see 72.6.7) or you want to set the
interface’s speed to match what the next device in network can handle (see the
Speed field description in Table 12-2).

Bandwidth Filter

Active

Select the check box to have the Prestige use this bandwidth filter when it
performs bandwidth management.

You must enter a value in at least one of the following fields (other than the
Destination Subnet Mask fields which are only available when you enter the
destination or source IP address).

Destination IP
Address

Enter the destination IP address in dotted decimal notation.

Destination Subnet
Mask

Enter the destination subnet mask. This field is N/A if you do not specify a
Destination IP Address. Refer to the appendix for more information on IP
subnetting.

Destination Port

Enter the port number of the destination.

Source IP Address

Enter the source IP address.

Source Subnet Mask

Enter the source subnet mask. This field is N/A if you do not specify a Source IP
Address. Refer to the appendix for more information on IP subnetting.

Source Port Enter the port number of the source. See the following table for some common
services and port numbers.
Protocol ID Enter the protocol ID (service type) number, for example: 1 for ICMP, 6 for TCP or
17 for UDP.
Back Click Back to go to the main BW Manager screen.
Apply Click Apply to save your changes back to the Prestige.
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Table 12-4 Bandwidth Manager: Class Configuration
LABEL DESCRIPTION

Cancel Click Cancel to begin configuring this screen afresh.

Table 12-5Services and Port Numbers

SERVICES PORT NUMBER

ECHO 7
FTP (File Transfer Protocol) 21
SMTP (Simple Mail Transfer Protocol) 25
DNS (Domain Name System) 53
Finger 79
HTTP (Hyper Text Transfer protocol or WWW, Web) 80
POP3 (Post Office Protocol) 110
NNTP (Network News Transport Protocol) 119
SNMP (Simple Network Management Protocol) 161
SNMP trap 162
PPTP (Point-to-Point Tunneling Protocol) 1723

12.9.2 Bandwidth Management Statistics

Use the Bandwidth Management Statistics screen to view network performance information. Click the
Statistics button in the Class Setup screen to open the Statistics screen.
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Class Name:

Buiget: (khps )

Tx Packets Tx Bytes | Dropped Packets Droppeid Bytes
Bandwicth Statistics for the Past 8 Seconils
[ 8 17 6 t5 | t4 | t3 12 11
UI}(I'{“Q Period g {Secon(ls} Set Interval | StDp | Clear Counter |

Figure 12-10 Bandwidth Management Statistics

The following table describes the labels in this screen.

Table 12-6 Bandwidth Management Statistics

LABEL DESCRIPTION
Class Name This field displays the name of the class the statistics page is showing.
Budget (kbps) This field displays the amount of bandwidth allocated to the class.
Tx Packets This field displays the total number of packets transmitted.
TX Bytes This field displays the total number of bytes transmitted.
Dropped This field displays the total number of packets dropped.
Packets

Dropped Bytes

This field displays the total number of bytes dropped.

Bandwidth Statistics for the Past 8 Seconds (-8 to t-1)

This field displays the bandwidth statistics (in bps) for the past one to eight seconds. For example, t-1
means one second ago.

Update Period
(seconds)

Enter the time interval in seconds to define how often the information should be
refreshed.

Set Interval

Click Set Interval to apply the new update period you entered in the Update Period
field above.

Stop Update

Click Stop Update to stop the browser from refreshing bandwidth management
statistics.

Clear Counter

Click Clear Counter to clear all of the bandwidth management statistics.
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12.10 Configuring Monitor

To view the Prestige’s bandwidth usage and allotments, click BW Manager, then Monitor. The screen
appears as shown.

BW Manager- Momnitor

Interface |LAM =

Class Name Budget {kbps) Current Usage {khps)
Root Class a0000 140

Back Fefresh

Figure 12-11 Bandwidth Manager Monitor

The following table describes the labels in this screen.

Table 12-7 Bandwidth Manager Monitor

LABEL DESCRIPTION
Interface Select an interface from the drop-down list box to view the bandwidth usage of
its bandwidth classes.
Class Name This field displays the name of the class.
Budget (kbps) This field displays the amount of bandwidth allocated to the class.
Current Usage (kbps) This field displays the amount of bandwidth that each class is using.
Back Click Back to go to the main BW Manager screen.
Refresh Click Refresh to update the page.
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Chapter 13
Maintenance

This chapter displays system information such as ZyNOS firmware, port IP addresses and port
traffic statistics.

13.1 Maintenance Overview

Use the maintenance screens to view system information, upload new firmware, manage configuration and
restart your Prestige.

13.2 System Status Screen

Click System Status to open the following screen, where you can use to monitor your Prestige. Note that
these fields are READ-ONLY and are meant to be used for diagnostic purposes.
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System Status

System Status

System Mame :

TyMOS FA Yersion: W3 40(15.2) | B E2003
DEL P version: Alcatel, Yersion 3.9.122
Standard: Multi-Mode

WAN Information

IP Address: 0.0.0.0

IP Subnet Mask: 0.0.0.0
Default Gateway: 0.0.0.0
YRINC B 35

LAN Information

MAC Address: 00:a0ch 74:55:8a
IF Address: 192 16811

IF Subnet Mask: 255.255.254.0
DHCFP: Server

DHCP Start IP: 192.168.1.33
DHCF Fool Size: 32

Show Statistics

Figure 13-1 System Status

The following table describes the labels in this screen.
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Table 13-1 System Status

LABEL

DESCRIPTION

System Status

System Name

This is the name of your Prestige. It is for identification purposes.

ZyNOS F/W Version

This is the ZyNOS firmware version and the date created. ZyNOS is ZyXEL's
proprietary Network Operating System design.

DSL FW Version

This is the DSL firmware version associated with your Prestige.

Standard

This is the standard that your Prestige is using.

WAN Information

IP Address

This is the WAN port IP address.

IP Subnet Mask

This is the WAN port IP subnet mask.

Default Gateway

This is the IP address of the default gateway, if applicable.

VPINCI

This is the Virtual Path Identifier and Virtual Channel Identifier that you entered
in the first Wizard screen.

LAN Information

MAC Address

This is the MAC (Media Access Control) or Ethernet address unique to your
Prestige.

IP Address

This is the LAN port IP address.

IP Subnet Mask

This is the LAN port IP subnet mask.

DHCP

This is the WAN port DHCP role - Server, Relay (not all Prestige models) or
None.

DHCP Start IP

This is the first of the contiguous addresses in the IP address pool.

DHCP Pool Size

This is the number of IP addresses in the IP address pool.

Maintenance
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Table 13-1 System Status

LABEL DESCRIPTION

packets sent and number of packets received for each port.

Show Statistics Click Show Statistics to see router performance statistics such as number of

13.2.1 System Statistics

Click Show Statistics in the System Status screen to open the following screen. Read-only information here
includes port status and packet specific statistics. Also provided are "system up time" and "poll interval(s)".

The Poll Interval(s) ficld is configurable.

System up Time: 0:07:03
CPLU Load: 0.57%

WAN Port Statistics:

Link Status: Wait for Init
Upstream Speed: 0 kbps
Downstream Speed: 0 kbps

|Node-Link|Status |Tkats|RHPkts|Ermrs|Tx B.-"5|RH B.-"5|Up Timel
| 1-PPPoE | 1dle | 0 | o | o | o | 0 |oo0000

LAM Port Statistics:

|Interface: |Status |Tkats |Rkats |Cu|lisiuns:
| Ethernet | Up | 533 | 779 | O
|wireless | 1M | 257 | 0 | 0

Poll Intervalis) : IE =et Interval

Figure 13-2 System Status: Show Statistics
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The following table describes the labels in this screen.

Table 13-2 System Status: Show Statistics

LABEL

DESCRIPTION

System up Time

This is the elapsed time the system has been up.

CPU Load

This field specifies the percentage of CPU utilization.

WAN Port Statistics

This is the WAN port.

Link Status

This is the status of your WAN link.

Transfer Rate

This is the transfer rate in kbps.

Upstream Speed

This is the upstream speed of your Prestige.

Downstream Speed

This is the downstream speed of your Prestige.

Node-Link

This field displays the remote node index number and link type. Link types are PPPOA,
ENET, RFC 1483 and PPPoE .

LAN Port Statistics

This is the LAN port.

Interface This field displays the type of port.

Status For the WAN port, this displays the port speed and duplex setting if you're using Ethernet
encapsulation and down (line is down), idle (line (ppp) idle), dial (starting to trigger a
call) and drop (dropping a call) if you're using PPPoE encapsulation.

For a LAN port, this shows the port speed and duplex setting.

TxPkts This field displays the number of packets transmitted on this port.

RxPkts This field displays the number of packets received on this port.

Errors This field displays the number of error packets on this port.

Tx B/s This field displays the number of bytes transmitted in the last second.

Rx B/s This field displays the number of bytes received in the last second.

Up Time This field displays the elapsed time this port has been up.

Maintenance
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Table 13-2 System Status: Show Statistics

LABEL

DESCRIPTION

Collisions

This is the number of collisions on this port.

Poll Interval(s)

Type the time interval for the browser to refresh system statistics.

Set Interval Click this button to apply the new poll interval you entered in the Poll Interval field
above.
Stop Click this button to halt the refreshing of the system statistics.

13.3 DHCP Table Screen

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows individual clients to obtain
TCP/IP configuration at start-up from a server. You can configure the Prestige as a DHCP server or disable
it. When configured as a server, the Prestige provides the TCP/IP configuration for the clients. If set to None,
DHCEP service will be disabled and you must have another DHCP server on your LAN, or else the computer
must be manually configured.

Click MAINTENANCE, and then the DHCP Table tab. Read-only information here relates to your DHCP

status. The DHCP table shows current DHCP client information (including IP Address, Host Name and
MAC Address) of all network clients using the DHCP server.

DHCP Table
Host Hame IP Address MALC Address
Twer-4 192168.1.33 00-00-E8-72-14-80
192.168.1.34 00-02-DD0-32-91-6A
oemcomputer 192168135 00-AD-C5-41-AT-96

Figure 13-3 DHCP Table

The following table describes the labels in this screen.
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Table 13-3 DHCP Table

LABEL

DESCRIPTION

Host Name

This is the name of the host computer.

IP Address

This field displays the IP address relative to the Host Name field.

MAC
Address

This field displays the MAC (Media Access Control) address of the computer with the displayed
host name.

Every Ethernet device has a unique MAC address. The MAC address is assigned at the factory
and consists of six pairs of hexadecimal characters, for example, 00:A0:C5:00:00:02.

13.4 Wireless Screens

These read-only screens display information about the Prestige’s wireless LAN.

13.4.1 Association List

This screen displays the MAC address(es) of the wireless clients that are currently logged in to the network.
Click Wireless LAN and then Association List to open the screen shown next.

Wireless I AN - Association List

# MAC Address Association Time
o1 00:02:dd:32:91:63 00:39:46 2000001701
ooz 00:a0:c5:41:a7:96 00:46:451 2000001701

Back Fefresh

Figure 13-4 Association List

The following table describes the labels in this screen.
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Table 13-4 Association List

LABEL DESCRIPTION

# This is the index number of an associated wireless client.

MAC Address | This field displays the MAC (Media Access Control) address of an associated wireless station.
Every Ethernet device has a unique MAC address. The MAC address is assigned at the
factory and consists of six pairs of hexadecimal characters, for example, 00:A0:C5:00:00:02.

Association This field displays how long a wireless station has been associated to the Prestige.

Time

Back Click Back to go to the main Wireless LAN screen.

Refresh Click Refresh to renew the information in the table.

13.4.2 Channel Usage Table

This screen displays the state of the channels within the Prestige’s transmission range. Click Wireless LAN
and then Channel Usage Table to open the screen shown next.

Wireless LAN - Channel Usage Table

Channel Activity

Yes

es

Yes

Yes

Yes

Yes

Yes

o

Ma

Ma

wlo|@|(@ AN R

— -

Yes

Back Refresh

Figure 13-5 Channel Usage Table
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The following table describes the labels in this screen.

Table 13-5 Channel Usage Table

LABEL

DESCRIPTION

Channel

This is the index number of the channel.

IP Address |This field displays Yes if another AP or Ad-hoc network is using the channel within the Prestige’s

transmission range.

Back

Click Back to go to the main Wireless LAN screen.

Refresh

Click Refresh to renew the information in the table.

13.5 Diagnostic Screens

These read

-only screens display information to help you identify problems with the Prestige.

Click Diagnostic to display the following screen.

Diagnostic

General
General Disgnostics.

DSL Line
D=L Line Diagnostics.

Figure 13-6 Diagnostic

13.5.1 Diagnostic General Screen
Click Diagnostic and then General to open the screen shown next.
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Diagnostic - General
- Info -
TCPAP
Addressl Fing |
System
Reset System
Back |

Figure 13-7 Diagnostic General

The following table describes the labels in this screen.

Table 13-6 Diagnostic General

LABEL DESCRIPTION
TCP/IP Type the IP address of a computer that you want to ping in order to test a connection.
Address
Ping Click this button to ping the IP address that you entered.
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Table 13-6 Diagnostic General

LABEL DESCRIPTION
Reset Click this button to reboot the Prestige. A warning dialog box is then displayed asking you if
System you're sure you want to reboot the system. Click OK to proceed.
Back Click this button to go back to the main Diagnostic screen.

13.5.2 Diagnostic DSL Line Screen

Click Diagnostic and then DSL Line to open the screen shown next.

Diagnostic - D51 [ ine

- Info -

Reset ADSL Line | Upstrearn Moise Margin |

ATM Status | Downstream MNoise Margin |

ATM Loopback Test |

Back |

Figure 13-8 Diagnostic DSL Line
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The following table describes the labels in this screen.

Table 13-7 Diagnostic DSL Line

LABEL DESCRIPTION
Reset ADSL Click this button to reinitialize the ADSL line. The large text box above then displays the
Line progress and results of this operation, for example:
"Start to reset ADSL
Loading ADSL modem F/W...
Reset ADSL Line Successfully!"
ATM Status Click this button to view ATM status.

ATM Loopback
Test

Click this button to start the ATM loopback test. Make sure you have configured at least
one PVC with proper VPIs/VCls before you begin this test. The Prestige sends an OAM
F5 packet to the DSLAM/ATM switch and then returns it (loops it back) to the Prestige.
The ATM loopback test is useful for troubleshooting problems with the DSLAM and ATM
network.

Upstream Noise
Margin

Click this button to display the upstream noise margin.

Downstream Click this button to display the downstream noise margin.
Noise Margin
Back Click this button to go back to the main Diagnostic screen.

13.6 Firmware Screen

Find firmware at www.zyxel.com in a file that (usually) uses the system model name with a "*.bin"
extension, e.g., "Prestige.bin". The upload process uses FTP (File Transfer Protocol) and may take up to two
minutes. After a successful upload, the system will reboot. See the Firmware and Configuration File
Maintenance chapter in the parts that document the SMT for upgrading firmware using FTP/TFTP

commands.

Only use firmware for your Prestige’s specific model. Refer to the label on the

bottom of your Prestige.

Click Firmware to open the following screen. Follow the instructions in this screen to upload firmware to

your Prestige.

13-12
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FIRMWARE

Firmware Upgrade

Tao upgrade the internal router firrmware, browse ta the lacation afthe binary CBINY upgrade file and
click UPLOAD,

File Path: Browse. .. Upload

CONFIGURATION FILE

Click Reset to clear all user-defined configurations and return to the factory defaults.

Feset |

Figure 13-9 Firmware Upgrade

The following table describes the labels in this screen.

Table 13-8 Firmware Upgrade

LABEL DESCRIPTION
File Path Type in the location of the file you want to upload in this field or click Browse ... to find it.
Browse... Click Browse... to find the .bin file you want to upload. Remember that you must decompress
compressed (.zip) files before you can upload them.
Upload Click Upload to begin the upload process. This process may take up to two minutes.
Reset Click this button to clear all user-entered configuration information and return the Prestige to

its factory defaults. Refer to the Resetting the Prestige section.

Do not turn off the Prestige while firmware upload is in progress!

After you see the Firmware Upload in Process screen, wait two minutes before logging into the Prestige
again.
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The Prestige automatically restarts in this time causing a temporary network disconnect. In some operating
systems, you may see the following icon on your desktop.

@ Local Area Connection
Metwork cable unplugged

Figure 13-10 Network Temporarily Disconnected

After two minutes, log in again and check your new firmware version in the System Status screen.

If the upload was not successful, the following screen will appear. Click Back to go back to the Firmware
screen.

Error Message:

ERROR: FAIL TO LUPDATE DUE TO ... The uploaded file was not accepted by the router.

Back |

Figure 13-11 Error Message
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Part VII:

SMT General Configuration

This part covers System Management Terminal configuration for general setup, LAN setup,
wireless LAN setup, Internet access, remote nodes, remote node TCP/IP, static routing and NAT.

See the web configurator parts of this guide for background information on
features configurable by web configurator and SMT.
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Chapter 14
Introducing the SMT

This chapter explains how to access and navigate the System Management Terminal and gives an
overview of its menus.

14.1 SMT Introduction

The Prestige’s SMT (System Management Terminal) is a menu-driven interface that you can access from a
terminal emulator through the console port or over a telnet connection.

14.1.1 Procedure for SMT Configuration via Console Port
Follow the steps below to access your Prestige via the console port.

Configure a terminal emulation communications program as follows: VT100 terminal emulation, no parity,
8 data bits, 1 stop bit, data flow set to none, 9600 bps port speed.

Press [ENTER] to display the SMT password screen. The default password is “1234”.

14.1.2 Procedure for SMT Configuration via Telnet
The following procedure details how to telnet into your Prestige.

Step 1. In Windows, click Start (usually in the bottom left corner), Run and then type “telnet
192.168.1.1” (the default IP address) and click OK.

Step 2. Enter “1234” in the Password field.
Step 3.  After entering the password you will see the main menu.

Please note that if there is no activity for longer than five minutes (default timeout period) after you log in,
your Prestige will automatically log you out. You will then have to telnet into the Prestige again.

14.1.3 Entering Password
The login screen appears after you press [ENTER], prompting you to enter the password, as shown next.

For your first login, enter the default password “1234”. As you type the password, the screen displays an
asterisk “*” for each character you type.
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Please note that if there is no activity for longer than five minutes after you log in, your Prestige will
automatically log you out.

Enter Password : ****

Figure 14-1 Login Screen

14.1.4 Prestige SMT Menu Overview

We use the Prestige 650HW-31 SMT menus in this guide as an example. The SMT menus vary slightly for
different Prestige models.
The following figure gives you an overview of the various SMT menu screens of your Prestige.
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Prestige 650HW
Main Menu
A 4 A 4 A 4 A 4 A 4 A 4
Menu 1 Menu 3 Menu 4 Menu 11 Menu 12 Menu 14 Menu 15
General Setup LAN Setup Internet Access Remote Node Setup | [Static Routing Setu Dial-in User Setup NAT Setup
i l Setup
Menu 1.1 Menu 3.1 Menu 11.1 Menu 12.1 Menu 12.1.1 Menu 14.1 Menu 15.1 Menu 15.1.x
Configure Dynamic LAN Port Filter Remote Node Profile| | IP Static Route Edit IP Static Route| | Edit Dial-in User | | Address Mapping Sets| * | Address Mapping Rules
Setup
l Menu 11.3 Menu 12.3.1 Menu 15.2 Address Mapping Rule
Menu 3.2 Remote Node Network Edit Bridge Static NAT Server Sets
TCP/IP and DHCP Layer Options Route
Setup
l Menu 15.
Menu 1 NAT Server Setup
Menu 3.5 Menu 3.5.1 Remote Node Filter
Wireless LAN 9 WLAN MAC
Setup Address Filter
Menu 11.6
Remote Node ATM
Layer Options
Menu 11.7
Traffic Redirect
Setup
Menu 26 Menu 25 Menu 24 Menu 23 Menu 22 Menu 21
Schedule Setup IP Routing Policy System Maintenance System Securit; SNMP Confi Filter Set C
s Y y
etup l
Menu 26.1 Menu 25.1 Menu 24.1 Menu 23.1 Menu 23.2 Menu 21.x Menu 21.x.x
ISchedule Set Setup)| P Rotéling Policy System Maintenance -- Change Password RADIUS Server Filter Rules Summary TCP/IP Filter Rule
etup Status
l Menu 21.x.x
He s
Venu2422 Menu 24.2 Menu 24.2.1 IEEE802.1X Generic Filter Rule
e anlonace - _ @HSystem and H| System Mai
ange Console Port Spe I i
Menu 2411 | Menu 24.9.1 Console port Speed Information
Remote Mar Budget l
) 3
Menu 24.10 Menu 24.8 Menu 24.3 Menu 24.3.1 Menu 24.32
Time and Date g Menu 24.9 @4 Command Interpreter System Mair - H{ System Mai -
Setting Call Control ode Log and Trace View Error Log UNIX Syslog
Menu 24.7.2 Menu 24.7.4 Menu 24.7 Menu 24.4
System Maintenance - e g oot oo [ System Maintenance ~| | System Maintenance -
Upload System ” ¢ Upload Firmware Diagnostic
H Upload System Firmware
Configuration File T l
Menu 24.6 Menu 24.5
System Maintenance - [ System Maintenance -
Restore Configuration Backup Configuration

Figure 14-2 Prestige 650HW-31 SMT Menu Overview
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14.2 Navigating the SMT Interface

The SMT (System Management Terminal) is the interface that you use to configure your Prestige.

Several operations that you should be familiar with before you attempt to modify the configuration are
listed in the table below.

Table 14-1 Main Menu Commands

previous menu

OPERATION KEYSTROKE DESCRIPTION
Move down to [ENTER] To move forward to a submenu, type in the number of the desired
another menu submenu and press [ENTER].
Move up to a [ESC] Press [ESC] to move back to the previous menu.

Move to a “hidden”
menu

Press [SPACE
BAR] to change No
to Yes then press
[ENTER].

Fields beginning with “Edit” lead to hidden menus and have a
default setting of No. Press [SPACE BAR] once to change No to
Yes, then press [ENTER] to go to the “hidden” menu.

Move the cursor

[ENTER] or
[UP)/[DOWN] arrow
keys.

Within a menu, press [ENTER] to move to the next field. You can
also use the [UPJ/[DOWN] arrow keys to move to the previous
and the next field, respectively.

Entering
information

Type in or press
[SPACE BAR], then
press [ENTER].

You need to fill in two types of fields. The first requires you to type
in the appropriate information. The second allows you to cycle
through the available choices by pressing [SPACE BAR].

Required fields

<?>or ChangeMe

All fields with the symbol <?> must be filled in order to be able to
save the new configuration.

All fields with ChangeMe must not be left blank in order to be
able to save the new configuration.

[ENTER].

N/A fields <N/A> Some of the fields in the SMT will show a <N/A>. This symbol
refers to an option that is Not Applicable.

Save your [ENTER] Save your configuration by pressing [ENTER] at the message

configuration “Press ENTER to confirm or ESC to cancel”. Saving the data on
the screen will take you, in most cases to the previous menu.

Exit the SMT Type 99, then press |Type 99 at the main menu prompt and press [ENTER] to exit the

SMT interface.

After you enter the password, the SMT displays the main menu, as shown next.

14-4
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3. LAN Setup

Copyright (c) 1994 - 2003 ZyXEL Communications Corp.

Getting Started
1. General Setup 21. Filter Set Configuration

4. Internet Access Setup 23. System Security
24. System Maintenance
Advanced Applications 25. IP Routing Policy Setup
11. Remote Node Setup 26. Schedule Setup

12. Static Routing Setup
14. Dial-in User Setup
15. NAT Setup

Prestige 650HW-31 Main Menu
Advanced Management

22. SNMP Configuration

99. Exit

Enter Menu Selection Number:

Figure 14-3 SMT Main Menu for P650HW

14.2.1 System Management Terminal Interface Summary

Table 14-2 Main Menu Summary for P650HW

MENU TITLE DESCRIPTION

1 General Setup Use this menu to set up your general information.

3 LAN Setup Use this menu to set up your wireless LAN (Prestige 650H/HW only)
and LAN connection.

4 Internet Access Setup  |A quick and easy way to set up an Internet connection.

11 Remote Node Setup Use this menu to set up the Remote Node for LAN-to-LAN connection,
including Internet connection.

12 Static Routing Setup Use this menu to set up static routes.

14 Dial-in User Setup Use this menu to set up local user profiles on the Prestige 650H/HW.

15 NAT Setup Use this menu to specify inside servers when NAT is enabled.

21 Filter Set Configuration |Use this menu to set up filters to provide security, etc.

22 SNMP Configuration Use this menu to set up SNMP related parameters.

23 System Security Use this menu to set up wireless security (Prestige 650H/HW only)
and change your password.

24 System Maintenance This menu provides system status, diagnostics, software upload, etc.

Introducing the SMT
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Table 14-2 Main Menu Summary for P650HW

# MENU TITLE DESCRIPTION
25 IP Routing Policy Setup |Use this menu to configure your IP routing policy.
26 Schedule Setup Use this menu to schedule outgoing calls.
99 Exit Use this to exit from SMT and return to a blank screen.

14.3 Changing the System Password

Change the Prestige default password by following the steps shown next.

Step 1. Enter 23 in the main menu to display Menu 23 - System Security.

Step 2. Enter 1 to display Menu 23.1 - System Security - Change Password as shown next.

Step 3. Type your existing system password in the Old Password field, for example “1234”, and press
[ENTER].

Menu 23.1 - System Security - Change Password

0ld Password= ?
New Password= ?
Retype to confirm= ?

Enter here to CONFIRM or ESC to CANCEL:

Figure 14-4 Menu 23 System Password

Step 4. Type your new system password in the New Password field (up to 30 characters), and press
[ENTER].

Step 5. Re-type your new system password in the Retype to confirm field for confirmation and press
[ENTER].

Note that as you type a password, the screen displays an

cexkr

for each character you type.
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Chapter 15
General Setup

Menu 1 - General Setup contains administrative and system-related information.

15.1 General Setup

Menu 1 — General Setup contains administrative and system-related information (shown next). The
System Name field is for identification purposes. However, because some ISPs check this name you should
enter your computer's "Computer Name".

o In Windows 95/98 click Start, Settings, Control Panel, Network. Click the Identification tab,
note the entry for the Computer name field and enter it as the Prestige System Name.

o In Windows 2000 click Start, Settings, Control Panel and then double-click System. Click the
Network Identification tab and then the Properties button. Note the entry for the Computer
name field and enter it as the Prestige System Name.

e In Windows XP, click start, My Computer, View system information and then click the
Computer Name tab. Note the entry in the Full computer name field and enter it as the Prestige
System Name.

The Domain Name entry is what is propagated to the DHCP clients on the LAN. If you leave this blank,
the domain name obtained by DHCP from the ISP is used. While you must enter the host name (System
Name) on each individual computer, the domain name can be assigned from the Prestige via DHCP.

15.2 Configuring Menu 1

Enter 1 in the Main Menu to open Menu 1 — General Setup (shown next).
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Menu 1 - General Setup

System Name= ?
Location=

Contact Person's Name=
Domain Name=

Edit Dynamic DNS= No

Route IP= Yes
Bridge= No

Press ENTER to Confirm or RSC to Cancel:

Figure 15-1 Menu 1 General Setup

Fill in the required fields. Refer to the table shown next for more information about these fields.

Table 15-1 Menu 1 General Setup

FIELD DESCRIPTION EXAMPLE
System Name Enter a descriptive name for identification purposes. This name can be
up to 30 alphanumeric characters long. Spaces are not allowed, but
dashes “-” and underscores "_" are accepted.
Location (optional) |Enter the geographic location (up to 31 characters) of your Prestige. MyHouse
Contact Person's Enter the name (up to 30 characters) of the person in charge of this JohnDoe

Name (optional)

Prestige.

Domain Name

Enter the domain name (if you know it) here. If you leave this field
blank, the ISP may assign a domain name via DHCP. You can go to
menu 24.8 and type "sys domainname" to see the current domain
name used by your gateway.

If you want to clear this field just press the [SPACE BAR]. The domain
name entered by you is given priority over the ISP assigned domain
name.

zyxel.com.tw

Edit Dynamic DNS |Press the [SPACE BAR] to select Yes or No (default). Select Yes to No
configure Menu 1.1 — Configure Dynamic DNS (discussed next).

Route IP Set this field to Yes to enable or No to disable IP routing. You must Yes
enable IP routing for Internet access.

Bridge Turn on/off bridging for protocols not supported (for example, SNA) or No
not turned on in the previous Route IP field. Select Yes to turn
bridging on; select No to turn bridging off.
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15.2.1 Configuring Dynamic DNS

If you have a private WAN IP address, then you cannot use Dynamic DNS.

To configure Dynamic DNS, go to Menu 1 — General Setup and select Yes in the Edit Dynamic DNS
field. Press [ENTER] to display Menu 1.1— Configure Dynamic DNS as shown next.

Menu 1.1 - Configure Dynamic DNS

Service Provider = WWW.DynDNS.ORG
Active= Yes

Host= me.ddns.org

EMAIL= mail@mailserver

USER= username

Password: * Kk k ok ok kokk ok

Enable Wildcard= No

Press ENTER to confirm or ESC to cancel:

Figure 15-2 Menu 1.1 Configure Dynamic DNS
Follow the instructions in the next table to configure Dynamic DNS parameters.

Table 15-2 Menu 1.1 Configure Dynamic DNS

FIELD DESCRIPTION EXAMPLE
Service Provider |This is the name of your Dynamic DNS service provider. WWW.DynDNS.ORG
(default)
Active Press [SPACE BAR] to select Yes and then press [ENTER] to Yes
make dynamic DNS active.
Host Enter the domain name assigned to your Prestige by your me.dyndns.org
Dynamic DNS provider.
EMAIL Enter your e-mail address. mail@mailserver
USER Enter your user name.
Password Enter the password assigned to you.
Enable Wildcard |[Your Prestige supports DYNDNS Wildcard. Press [SPACE No

BAR] and then [ENTER] to select Yes or No This field is N/A
when you choose DDNS client as your service provider.

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to Confirm...” to save
your configuration, or press [ESC] at any time to cancel.
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Chapter 16
LAN Setup

This chapter covers how to configure your wired Local Area Network (LAN) settings.

16.1 LAN Setup

This section describes how to configure the Ethernet using Menu 3 — LAN Setup. From the main menu,
enter 3 to display menu 3.

Menu 3 - LAN Setup

1. LAN Port Filter Setup
2. TCP/IP and DHCP Setup

5. Wireless LAN Setup

Enter Menu Selection Number:

Figure 16-1 Menu 3 LAN Setup

16.1.1 General Ethernet Setup

This menu allows you to specify filter set(s) that you wish to apply to the Ethernet traffic. You seldom
need to filter Ethernet traffic; however, the filter sets may be useful to block certain packets, reduce traffic

and prevent security breaches.

Menu 3.1 - LAN Port Filter Setup

Input Filter Sets:
protocol filters=
device filters=

Output Filter Sets:
protocol filters=
device filters=

Press ENTER to Confirm or ESC to Cancel:

Figure 16-2 Menu 3.1 LAN Port Filter Setup

If you need to define filters, please read the Filter Set Configuration chapter first, then return to this menu
to define the filter sets.
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16.2 Protocol Dependent Ethernet Setup

Depending on the protocols for your applications, you need to configure the respective Ethernet Setup, as

outlined below.

® For TCP/IP Ethernet setup refer to the Internet Access Application chapter.

® For bridging Ethernet setup refer to the Bridging Setup chapter.

16.3 TCP/IP Ethernet Setup and DHCP

Use menu 3.2 to configure your Prestige for TCP/IP.

To edit menu 3.2, enter 3 from the main menu to display Menu 3 — Ethernet Setup. When menu 3
appears, press 2 and press [ENTER] to display Menu 3.2 — TCP/IP and DHCP Ethernet Setup, as

shown next:

Menu 3.2 - TCP/IP and DHCP Ethernet Setup

DHCP Setup:
DHCP= Server

Size of Client IP Pool= 32
Primary DNS Server= 0.0.0.0 :}
Secondary DNS Server= 0.0.0.0
Remote DHCP Server= N/A
TCP/IP Setup:
IP Address= 192.68.1.1
IP Subnet Mask= 255.255.2
RIP Direction= Both
Version= RIP-1
Multicast= None
IP Policies=
Edit IP Alias= No

Press ENTER to Confirm or ESC to Cancel:

Press Space Bar to Toggle.

Client IP Pool Starting Address= 192.168.1.33

|

/

First address in
the IP pool

Size of the IP
Pool

IP addresses of
the DNS
servers

This is the IP
address of the
Prestige

Figure 16-3 Menu 3.2 TCP/IP and DHCP Ethernet Setup

Follow the instructions in the following table on how to configure the DHCP fields.
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Table 16-1 DHCP Ethernet Setup Menu Fields

FIELD DESCRIPTION EXAMPLE
DHCP Setup
DHCP|If set to Server, your Prestige can assign IP addresses, an |IP default
gateway and DNS servers to Windows 95, Windows NT and other s
systems that support the DHCP client. de;velz
If set to None, the DHCP server will be disabled. (default)
If set to Relay, the Prestige acts as a surrogate DHCP server and
relays DHCP requests and responses between the remote server
and the clients. Enter the IP address of the actual, remote DHCP
server in the Remote DHCP Server in this case.
When DHCP is used, the following items need to be set:
Client IP Pool Starting|This field specifies the first of the contiguous addresses in the IP 192.168.1.33
Address|address pool.
Size of Client IP Pool|This field specifies the size or count of the IP address pool. 32

Primary DNS Server

Secondary DNS
Server

Enter the IP addresses of the DNS servers. The DNS servers are
passed to the DHCP clients along with the IP address and the subnet
mask.

Remote DHCP Server

If Relay is selected in the DHCP field above then enter the IP
address of the actual remote DHCP server here.

Follow the instructions in the following table to configure TCP/IP parameters for the Ethernet port.

Table 16-2 TCP/IP Ethernet Setup Menu Fields

FIELD DESCRIPTION EXAMPLE
TCP/IP Setup
IP Address|Enter the (LAN) IP address of your Prestige in dotted decimal 192.168.1.1

notation

IP Subnet Mask

Your Prestige will automatically calculate the subnet mask based on
the IP address that you assign. Unless you are implementing
subnetting, use the subnet mask computed by the Prestige.

255.255.255.0

RIP Direction|Press [SPACE BAR] to select the RIP direction. Choices are Both, Both
In Only, Out Only or None. (default)
Version|Press [SPACE BAR] to select the RIP version. Choices are RIP-1, RIP-1
RIP-2B or RIP-2M. (default)
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Table 16-2 TCP/IP Ethernet Setup Menu Fields

FIELD DESCRIPTION EXAMPLE
Multicast|{IGMP (Internet Group Multicast Protocol) is a network-layer protocol None

used to establish membership in a Multicast group. The Prestige (default)
supports both IGMP version 1 (IGMP-v1) and version 2 (IGMP-v2).
Press the [SPACE BAR] to enable IP Multicasting or select None to
disable it.

IP Policies|Create policies using SMT menu 25 (see the IP Policy Routing 2,479
chapter) and apply them on the Prestige LAN interface here. You
can apply up to four IP Policy sets (from twelve) by entering their
numbers separated by commas.

Edit IP Alias|The Prestige supports three logical LAN interfaces via its single No

physical Ethernet interface with the Prestige itself as the gateway for (default)

each LAN network. Press [SPACE BAR] to change No to Yes and
press [ENTER] to for menu 3.2.1
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Chapter 17
Wireless LAN Setup

This chapter covers how to configure wireless LAN settings in SMT menu 3.5. This chapter is only
applicable to the Prestige 650 and Prestige 650HW.

17.1 Wireless LAN Overview

Refer to the chapter on the wireless LAN screens for wireless LAN background information.

17.2 Inserting a PCMCIA Wireless LAN Card

Use a ZyAlIR series wireless LAN PCMCIA card to add optional wireless LAN capabilities.
Step 1.  Turn off the Prestige.

Never insert or remove a wireless LAN card when the Prestige is turned on.

Step 2.  Locate the slot labeled Wireless LAN on the Prestige.

Step 3.  With its pin connector facing the slot and the LED side facing upwards, slide the ZyAIR
wireless LAN card into the slot.

Never force, bend or twist the wireless LAN card into the slot.

Step 4. Turn on the Prestige. The WLAN LED should turn on.

17.3 Wireless LAN Setup

Use menu 3.5 to set up your Prestige as the wireless access point. To edit menu 3.5, enter 3 from the main
menu to display Menu 3 — LAN Setup. When menu 3 appears, press 5 and then press [ENTER] to display
Menu 3.5 — Wireless LAN Setup as shown next.
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Menu 3.5- Wireless LAN Setup

ESSID= Wireless
Hide ESSIS = No
Channel ID= CHOl 2412MHz
RTS Threshold= 2432
Frag. Threshold= 2432
WEP= Disable
Default Key= N/A
Keyl= N/A
Key2= N/A
Key3= N/A
Keyd= N/A
Edit MAC Address Filter= No

Press ENTER to Confirm or ESC to Cancel:

Figure 17-1 Menu 3.5 - Wireless LAN Setup

The following table describes the fields in this menu.

Table 17-1 Wireless LAN Setup Field Description

FIELD DESCRIPTION EXAMPLE
ESSID The ESSID (Extended Service Set IDentifier) identifies the service set the Wireless
wireless station is to connect to. Wireless stations associating to the Access
Point must have the same ESSID. Enter a descriptive name (up to 32
characters) for the wireless Service Set.
Hide ESSID |Press [SPACE BAR] and select Yes to hide the ESSID in the outgoing beacon No
frame so a station cannot obtain the ESSID through passive scanning.
Channel ID |Press [SPACE BAR] to select a channel. This allows you to set the operating CHo1
frequency/channel depending on your particular region. 2412MHz
RTS RTS(Request To Send) threshold (number of bytes) enables RTS/CTS 2432
Threshold |handshake. Data with its frame size larger than this value will perform the
RTS/CTS handshake. Setting this attribute to be larger than the maximum
MSDU (MAC Service Data Unit) size turns off the RTS/CTS handshake.
Setting this attribute to zero turns on the RTS/CTS handshake. Enter a value
between 0 and 2432.
Frag. The threshold (number of bytes) for the fragmentation boundary for directed 2432
Threshold |messages. It is the maximum data fragment size that can be sent. Enter a
value between 256 and 2432.
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Table 17-1 Wireless LAN Setup Field Description

FIELD DESCRIPTION EXAMPLE

WEP WEP (Wired Equivalent Privacy) provides data encryption to prevent wireless Disable
stations from accessing data transmitted over the wireless network.

Select Disable allows wireless stations to communicate with the access points
without any data encryption.

Select 64-bit WEP or 128-bit WEP to for the type of data encryption. WEP
causes performance degradation.

Default Key | Enter the number of the key as an active key.

Key 1 to|If you chose 64-bit WEP in the WEP Encryption field, then enter 5 characters
Key 4 |or 10 hexadecimal digits ("0-9", "A-F") preceded by Ox for each key (1-4).

If you chose 128-bit WEP in the WEP Encryption field, then enter 13

characters or 26 hexadecimal digits ("0-9", "A-F") preceded by 0x for each key

(1-4).

There are four data encryption keys to secure your data from eavesdropping
by unauthorized wireless users. The values for the keys must be set up exactly
the same on the access points as they are on the wireless station computers.

iggr';ﬂgc To edit MAC address filtering table, press [SPACE BAR] to select Yes and No
Filter press [ENTER] to open menu 3.5.1.

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.

17.3.1 Wireless LAN MAC Address Filter

The next layer of security is MAC address filter. To allow a wireless station to associate with the Prestige,
enter the MAC address of the wireless LAN card on that wireless station in the MAC address table.
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Press Svace Rar to Toaale.

Menu 3.5.1 - WLAN MAC Address Filter

Active= No
Filter Action= Allowed Association

2= 00:00:00:00:00:00 14= 00:00:00:00:00:00 26= 00:00:00:00:00:00
3= 00:00:00:00:00:00 15= 00:00:00:00:00:00 27= 00:00:00:00:00:00
4= 00:00:00:00:00:00 lé= 00:00:00:00:00:00 28= 00:00:00:00:00:00

Enter here to CONFIRM or ESC to CANCEL:

Figure 17-2 Menu 3.5.1 WLAN MAC Address Filtering

The following table describes the fields in this menu.

Table 17-2 Menu 3.5.1 WLAN MAC Address Filtering

FIELD DESCRIPTION
Active To enable MAC address filtering, press [SPACE BAR] to select Yes and press [ENTER)].
Filter Action Define the filter action for the list of MAC addresses in the MAC address filter table.

To deny access to the Prestige, press [SPACE BAR] to select Deny Association and
press [ENTER]. MAC addresses not listed will be allowed to access the router.

The default action, Allowed Association, permits association with the Prestige. MAC
addresses not listed will be denied access to the router.

MAC Address F

ilter

Address 1....

Enter the MAC addresses (in XX:XX:XX:XX:XX:XX format) of the wireless station that are
allowed or denied access to the Prestige in these address fields.

When you have

completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to

cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.

17-4
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Chapter 18
Internet Access

This chapter shows you how to configure the LAN and WAN of your Prestige for Internet access.

18.1 Internet Access Overview

Refer to the chapters on the web configurator’s wizard, LAN and WAN screens for more background
information on fields in the SMT screens covered in this chapter.

18.2 IP Policies

Traditionally, routing is based on the destination address only and the router takes the shortest path to
forward a packet. IP Policy Routing (IPPR) provides a mechanism to override the default routing behavior
and alter the packet forwarding based on the policy defined by the network administrator. Policy-based
routing is applied to incoming packets on a per interface basis, prior to the normal routing. Create policies
using SMT menu 25 (see /P Policy Routing) and apply them on the Prestige LAN and/or WAN interfaces
using menus 3.2 (LAN) and 11.3 (WAN).

18.3 IP Alias

IP Alias allows you to partition a physical network into different logical networks over the same Ethernet
interface. The Prestige supports three logical LAN interfaces via its single physical Ethernet interface with
the Prestige itself as the gateway for each LAN network.
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LAN 1 IP A M 2)—
Ethernet ddress (Menu 3.2)

Interface

LAN 2 IP Alias 1 (Menu 3.2.1)

LAN 3 IP alias 2 (Menu 3.2.1)

>

Figure 18-1 Physical Network Figure 18-2 Partitioned Logical Networks

Use menu 3.2.1 to configure IP Alias on your Prestige.

18.4 IP Alias Setup

Use menu 3.2 to configure the first network. Move the cursor to Edit IP Alias field and press
[SPACEBAR] to choose Yes and press [ENTER] to configure the second and third network.
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Menu 3.2 - TCP/IP and DHCP Setup

DHCP Setup:
DHCP= Server

Size of Client IP Pool= 32
Primary DNS Server= 0.0.0.0
Secondary DNS Server= 0.0.0.0
Remote DHCP Server= N/A
TCP/IP Setup:
IP Address= 192.168.1.1
IP Subnet Mask= 255.255.255.0
RIP Direction= None
Version= N/A
Multicast= None
IP Policies=
Edit IP Alias= Yes

Press Space Bar to Toggle.

Client IP Pool Starting Addres= 192.168.1.33

Press ENTER to confirm or ESC to Cancel:

Figure 18-3 Menu 3.2 TCP/IP and DHCP Setup

Pressing [ENTER] displays Menu 3.2.1 — IP Alias Setup, as shown next.

IP Alias 1= No
IP Address= N/A
IP Subnet Mask= N/A
RIP Direction= N/A
Version= N/A

IP Alias 2= No
IP Address= N/A
IP Subnet Mask= N/A
RIP Direction= N/A
Version= N/A

Menu 3.2.1 - IP Alias Setup

Incoming protocol filters= N/A
Outgoing protocol filters= N/A

Incoming protocol filters= N/A
Outgoing protocol filters= N/A

Enter here to CONFIRM or ESC to CANCEL:

Figure 18-4 Menu 3.2.1 IP Alias Setup

Follow the instructions in the following table to configure IP Alias parameters.

Internet Access
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Table 18-1 Menu 3.2.1 IP Alias Setup

Protocol Filters

FIELD DESCRIPTION EXAMPLE

IP Alias Choose Yes to configure the LAN network for the Prestige. Yes

IP Address Enter the IP address of your Prestige in dotted decimal notation 192.168.1.1

IP Subnet Mask |Your Prestige will automatically calculate the subnet mask based on the | 255.255.255.0
IP address that you assign. Unless you are implementing subnetting,
use the subnet mask computed by the Prestige

RIP Direction  [Press [SPACE BAR] to select the RIP direction. Choices are None, None
Both, In Only or Out Only.

Version Press [SPACE BAR] to select the RIP version. Choices are RIP-1, RIP- RIP-1
2B or RIP-2M.

Incoming Enter the filter set(s) you wish to apply to the incoming traffic between

this node and the Prestige.

Outgoing
Protocol Filters

Enter the filter set(s) you wish to apply to the outgoing traffic between
this node and the Prestige.

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to Confirm...” to save
your configuration, or press [ESC] at any time to cancel.

18.5 Route IP Setup

The first step is to enable the IP routing in Menu 1 — General Setup.

To edit menu 1, type in 1 in the main menu and press [ENTER]. Set the Route IP field to Yes by pressing

[SPACE BAR].

Menu 1 - General Setup

System Name= P650HW
Location= location
Contact Person's Name=
Domain Name=

Edit Dynamic DNS= No

Route IP=
Bridge= No

Yes

Press ENTER to Confirm or ESC to Cancel:

Figure 18-5 Menu 1 General Setup
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18.6 Internet Access Configuration

Menu 4 allows you to enter the Internet Access information in one screen. Menu 4 is actually a simplified
setup for one of the remote nodes that you can access in menu 11. Before you configure your Prestige for
Internet access, you need to collect your Internet account information.

Use the Internet Account Information table in the Compact Guide/Read Me First/Quick Start Guide to
record your Internet account information. Note that if you are using PPPoA or PPPoE encapsulation, then
the only ISP information you need is a login name and password. You only need to know the Ethernet
Encapsulation Gateway IP address if you are using ENET ENCAP encapsulation.

From the main menu, type 4 to display Menu 4 - Internet Access Setup, as shown next.

Menu 4 - Internet Access Setup

ISP's Name= MyISP

Encapsulation= ENET ENCAP

Multiplexing= LLC-based

VPI #= 8

VCI #= 35

ATM QoS Type= UBR
Peak Cell Rate (PCR)= 0
Sustain Cell Rate (SCR)= 0
Maximum Burst Size (MBS)= 0

My Login= N/A

My Password= N/A

ENET ENCAP Gateway= N/A

IP Address Assignment= Dynamic
IP Address= N/A

Network Address Translation= SUA Only
Address Mapping Set= N/A

Press ENTER to Confirm or ESC to Cancel:

Figure 18-6 Menu 4 Internet Access Setup
The following table contains instructions on how to configure your Prestige for Internet access.

Table 18-2 Menu 4 Internet Access Setup

FIELD DESCRIPTION EXAMPLE
ISP’s Name Enter the name of your Internet Service Provider. This MyISP
information is for identification purposes only.
Encapsulation Press [SPACE BAR] to select the method of encapsulation ENET ENCAP
used by your ISP. Choices are PPPoE, PPPoA, RFC 1483 or
ENET ENCAP.
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Table 18-2 Menu 4 Internet Access Setup

FIELD DESCRIPTION EXAMPLE
Multiplexing Press [SPACE BAR] to select the method of multiplexing LLC-based
used by your ISP. Choices are VC-based or LLC-based.
VPI # Enter the Virtual Path Identifier (VPI) assigned to you. 8
VCI # Enter the Virtual Channel Identifier (VCI) assigned to you. 35
ATM QoS Type Press [SPACE BAR] and select CBR (Continuous Bit Rate) to UBR
specify fixed (always-on) bandwidth. Select UBR (Unspecified
Bit Rate) for applications that are non-time sensitive, such as
e-mail. Select VBR (Variable Bit Rate) for bursty traffic and
bandwidth sharing with other applications.
Peak Cell Rate | This is the maximum rate at which the sender can send cells. 0
(PCR) | Type the PCR.
Sustain Cell Rate | Sustained Cell Rate is the mean cell rate of a bursty, on-off 0
(SCR)= 0 | traffic source that can be sent at the peak rate, and a
parameter for burst-type traffic. Type the SCR; it must be less
than the PCR.
Maximum Burst Size | Refers to the maximum number of cells that can be sent at the 0
(MBS)= 0 | peak rate. Type the MBS. The MBS must be less than 65535.
My Login Configure the My Login and My Password fields for PPPoA N/A
and PPPoE encapsulation only. Enter the login name that your
ISP gives you. If you are using PPPoE encapsulation, then this
field must be of the form user@domain where domain
identifies your PPPOE service name.
My Password Enter the password associated with the login name above. N/A
ENET ENCAP Enter the gateway IP address supplied by your ISP when you N/A
Gateway are using ENET ENCAP encapsulation.
Idle Timeout This value specifies the number of idle seconds that elapse 0
before the Prestige automatically disconnects the PPPoE
session.
IP Address Press [SPACE BAR] to select Static or Dynamic address Dynamic
Assignment assignment.
IP Address | Enter the IP address supplied by your ISP if applicable. N/A
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Table 18-2 Menu 4 Internet Access Setup

FIELD DESCRIPTION EXAMPLE
Network Address Press [SPACE BAR] to select None, SUA Only or Full SUA Only
Translation Feature. Please see the NAT Chapter for more details on the

SUA (Single User Account) feature.
N/A

Address Mapping

Set

Type the numbers of mapping sets (1-8) to use with NAT. See
the NAT chapter for details.

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.

If all your settings are correct your Prestige should connect automatically to the Internet. If the connection
fails, note the error message that you receive on the screen and take the appropriate troubleshooting steps.

Internet Access
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Chapter 19
Remote Node Configuration

This chapter covers remote node configuration.

19.1 Remote Node Setup Overview

This section describes the protocol-independent parameters for a remote node. A remote node is required
for placing calls to a remote gateway. A remote node represents both the remote gateway and the network
behind it across a WAN connection. When you use menu 4 to set up Internet access, you are configuring

one of the remote nodes.

You first choose a remote node in Menu 11- Remote Node Setup. You can then edit that node’s profile in
menu 11.1, as well as configure specific settings in three submenus: edit IP and bridge options in menu

11.3; edit ATM options in menu 11.6; and edit filter sets in menu 11.5.

19.2 Remote Node Setup

This section describes the protocol-independent parameters for a remote node.
19.2.1 Remote Node Profile

To configure a remote node, follow these steps:
Step 1. From the main menu, enter 11 to display Menu 11 - Remote Node Setup.

Step 2. When menu 11 appears, as shown in the following figure, type the number of the remote node

that you want to configure.
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Menu 11 - Remote Node Setup

=
3
—
9}
]

(ISP, SUA)

W oUW WN R

Enter Node # to Edit:

Figure 19-1 Menu 11 Remote Node Setup

19.2.2 Encapsulation and Multiplexing Scenarios

For Internet access you should use the encapsulation and multiplexing methods used by your ISP. Consult
your ISP for information on encapsulation and multiplexing methods for LAN-to-LAN applications, for
example between a branch office and corporate headquarters. There must be prior agreement on
encapsulation and multiplexing methods because they cannot be automatically determined. What method(s)
you use also depends on how many VCs you have and how many different network protocols you need.
The extra overhead that ENET ENCAP encapsulation entails makes it a poor choice in a LAN-to-LAN

application. Here are some examples of more suitable combinations in such an application.
Scenario 1. One VC, Multiple Protocols

PPPoA (RFC-2364) encapsulation with VC-based multiplexing is the best combination because no extra
protocol identifying headers are needed. The PPP protocol already contains this information.

Scenario 2. One VC, One Protocol (IP)

Selecting RFC-1483 encapsulation with VC-based multiplexing requires the least amount of overhead (0
octets). However, if there is a potential need for multiple protocol support in the future, it may be safer to

select PPPoA encapsulation instead of RFC-1483, so you do not need to reconfigure either computer later.
Scenario 3. Multiple VCs

If you have an equal number (or more) of VCs than the number of protocols, then select RFC-1483
encapsulation and VC-based multiplexing.
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Menu 11.1 - Remote Node Profile EdHIP/Bﬁdge(Dpﬁons

RemlNode Name= MyISP Rogte: Ip in menu 11.3
Active= Yes Bridge= No
Encapsulation= ENET ENCAP Edit IP/Bridge= No
Multiplexing= LLC-based Edit ATM Options= NO ——e ) )
Service Name= N/A Edit ATM Options in
Incoming: Telco Option:

Rem Login= N/A Allocated Budget (min)= N/A menu 11.6

Rem Password= N/A Period(hr)= N/A
Outgoing: Schedule Sets= N/A

My Login= N/A Nailed-Up Connection= N/A

My Password= N/A Session Options: ””’//,f— e .

Authen= N/A Edit Filter Sets= No Edit Filter Sets in

Idle Timeout (sec)= N/A
Edit Traffic Redirect= No

menu 11.5.

Press ENTER to Confirm or ESC to Cancel: |

Figure 19-2 Menu 11.1 Remote Node Profile

In Menu 11.1 — Remote Node Profile, fill in the fields as described in the following table.

Table 19-1 Menu 11.1 Remote Node Profile

FIELD

DESCRIPTION

EXAMPLE

Rem Node Name

Type a unique, descriptive name of up to eight characters for this
node.

MyISP

Active

Press [SPACE BAR] and then [ENTER] to select Yes to activate or
No to deactivate this node. Inactive nodes are displayed with a minus
sign “=“ in SMT menu 11.

Yes

Encapsulation

PPPoA refers to RFC-2364 (PPP Encapsulation over ATM
Adaptation Layer 5).

If RFC-1483 (Multiprotocol Encapsulation over ATM Adaptation Layer
5) of ENET ENCAP are selected,

then the Rem Login, Rem Password, My Login, My Password and
Authen fields are not applicable (N/A).

ENET
ENCAP

Multiplexing

Press [SPACE BAR] and then [ENTER] to select the method of
multiplexing that your ISP uses, either VC-based or LLC-based.

LLC-based

Service Name

When using PPPoE encapsulation, type the name of your PPPoE
service here.

N/A

Incoming:

Remote Node Configuration
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Table 19-1 Menu 11.1 Remote Node Profile

FIELD

DESCRIPTION

EXAMPLE

Rem Login

Type the login name that this remote node will use to call your
Prestige. The login name and the Rem Password will be used to
authenticate this node.

Rem Password

Type the password used when this remote node calls your Prestige.

Outgoing:

My Login

Type the login name assigned by your ISP when the Prestige calls
this remote node.

My Password

Type the password assigned by your ISP when the Prestige calls this
remote node.

Authen

This field sets the authentication protocol used for outgoing calls.
Options for this field are:

CHAP/PAP — Your Prestige will accept either CHAP or PAP when
requested by this remote node.

CHAP — accept CHAP (Challenge Handshake Authentication
Protocol) only.

PAP — accept PAP (Password Authentication Protocol) only.

Route

This field determines the protocol used in routing. Options are IP and
None.

Bridge

When bridging is enabled, your Prestige will forward any packet that
it does not route to this remote node; otherwise, the packets are
discarded. Select Yes to enable and No to disable.

No

Edit IP/Bridge

Press [SPACE BAR] to select Yes and press [ENTER] to display
Menu 11.3 — Remote Node Network Layer Options.

No

Edit ATM Options

Press [SPACE BAR] to select Yes and press [ENTER] to display
Menu 11.6 — Remote Node ATM Layer Options.

No

Telco Option

Allocated Budget
(min)

This sets a ceiling for outgoing call time for this remote node. The
default for this field is 0 meaning no budget control.

Period (hr)

This field is the time period that the budget should be reset. For
example, if we are allowed to call this remote node for a maximum of
10 minutes every hour, then the Allocated Budget is (10 minutes)
and the Period (hr) is 1 (hour).

19-4
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Table 19-1 Menu 11.1 Remote Node Profile

FIELD DESCRIPTION EXAMPLE

Schedule Sets | This field is only applicable for PPPoE and PPPoA encapsulation.
You can apply up to four schedule sets here. For more details please
refer to the Call Scheduling chapter.

Nailed up | This field is only applicable for PPPoE and PPPoA encapsulation.
Connection | This field specifies if you want to make the connection to this remote
node a nailed-up connection.

Session Options

Edit Filter Sets | Use [SPACE BAR] to choose Yes and press [ENTER] to open menu No
11.5 to edit the filter sets. See the Remote Node Filter section for (default)
more details.

Idle Timeout (sec) | Type the number of seconds (0-9999) that can elapse when the
Prestige is idle (there is no traffic going to the remote node), before
the Prestige automatically disconnects the remote node. 0 means
that the session will not timeout.

Edit Traffic | Use [SPACE BAR] to choose Yes and press [ENTER] to open menu No
Redirect | 11.7 to edit the traffic redirect. See the Traffic Redirect section for (default)
more details.

This field is not available on all models.

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.

19.2.3 Outgoing Authentication Protocol

For obvious reasons, you should employ the strongest authentication protocol possible. However, some
vendors’ implementation includes specific authentication protocol in the user profile. It will disconnect if
the negotiated protocol is different from that in the user profile, even when the negotiated protocol is
stronger than specified. If the peer disconnects right after a successful authentication, make sure that you
specify the correct authentication protocol when connecting to such an implementation.

19.3 Metric

The metric represents the "cost of transmission". A router determines the best route for transmission by

choosing a path with the lowest "cost". RIP routing uses hop count as the measurement of cost, with a
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minimum of "1" for directly connected networks. The number must be between "1" and "15"; a number
greater than "15" means the link is down. The smaller the number, the lower the "cost".

The metric sets the priority for the Prestige’s routes to the Internet. If any two of the default routes have the

same metric, the Prestige uses the following pre-defined priorities:
1. Normal route: designated by the ISP

2. Traffic-redirect route

IP Policy Routing overrides the default routing behavior and takes priority over all
of the routes mentioned above (see the IP Policy Routing chapter).

For example, if the normal route has a metric of "1" and the traffic-redirect route has a metric of "2", then
the normal route acts as the primary default route. If the normal route fails to connect to the Internet, the

Prestige tries the traffic-redirect route next.

19.4 Remote Node Network Layer Options

For the TCP/IP parameters, perform the following steps to edit Menu 11.3 — Remote Node Network
Layer Options as shown next.

Step 1. Inmenu 11.1, make sure IP is among the protocols in the Route field.

Step 2. Move the cursor to the Edit IP/Bridge field, press [SPACE BAR] to select Yes, then press
[ENTER] to display Menu 11.3 — Remote Node Network Layer Options.

19-6 Remote Node Configuration



Prestige 650 Series User’s Guide

Menu 11.3 - Remote Node Network Layer Options

IP Options:

IP Address Assignment= Dynamic

Rem IP Addr: 0.0.0.0

Rem Subnet Mask= 0.0.0.0

My WAN Addr= 0.0.0.0

NAT= Full Feature
Address Mapping Set= 2

Metric= 2

Private= No

RIP Direction= None

Version= RIP-1
Multicast= None
IP Policies= 3,4,5,6

Bridge Options:
Ethernet Addr Timeout (min)= N/A

Press ENTER to Confirm or ESC to Cancel:

Figure 19-3 Menu 11.3 Remote Node Network Layer Options

The next table explains fields in Menu 11.3 — Remote Node Network Layer Options.

Table 19-2 Menu 11.3 Remote Node Network Layer Options

FIELD DESCRIPTION EXAMPLE
IP Address Press [SPACE BAR] and then [ENTER] to select Dynamic if the remote Dynamic
Assignment | node is using a dynamically assigned IP address or Static if it is using a
static (fixed) IP address. You will only be able to configure this in the ISP
node (also the one you configure in menu 4). All other nodes are set to
Static.
Rem IP Addr | This is the IP address you entered in the previous menu.
Rem Subnet | Type the subnet mask assigned to the remote node.
Mask
My WAN Some implementations, especially UNIX derivatives, require separate IP
Addr network numbers for the WAN and LAN links and each end to have a
unique address within the WAN network number. In that case, type the IP
address assigned to the WAN port of your Prestige.
NOTE: Refers to local Prestige address, not the remote router address.
NAT Press [SPACE BAR] and then [ENTER] to select Full Feature if you have SUA Only
multiple public WAN IP addresses for your Prestige.
Select SUA Only if you have just one public WAN IP address for your
Prestige. The SMT uses Address Mapping Set 255 (menu 15.1 - see
section 22.3.1).
Select None to disable NAT.
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Table 19-2 Menu 11.3 Remote Node Network Layer Options

FIELD DESCRIPTION EXAMPLE

Address When Full Feature is selected in the NAT field, configure address 2
Mapping Set | mapping sets in menu 15.1. Select one of the NAT server sets (2-10) in
menu 15.2 (see the NAT chapter for details) and type that number here.

When SUA Only is selected in the NAT field, the SMT uses NAT server
set 1in menu 15.2 (see the NAT chapter for details).

Metric The metric represents the “cost” of transmission for routing purposes. IP 2
routing uses hop count as the cost measurement, with a minimum of 1 for
directly connected networks. Type a number that approximates the cost for
this link. The number need not be precise, but it must be between 1 and
15. In practice, 2 or 3 is usually a good number.

Private This determines if the Prestige will include the route to this remote node in No
its RIP broadcasts. If set to Yes, this route is kept private and not included
in RIP broadcast. If No, the route to this remote node will be propagated to
other hosts through RIP broadcasts.

RIP Press [SPACE BAR] and then [ENTER] to select the RIP Direction. None
Direction Options are Both, In Only, Out Only or None.
Version | Press [SPACE BAR] and then [ENTER] to select the RIP version. Options RIP-1
are RIP-1, RIP-2B or RIP-2M.
Multicast IGMP-v1 sets IGMP to version 1, IGMP-v2 sets IGMP to version 2 and None

None disables IGMP.

IP Policies You can apply up to four IP Policy sets (from 12) by typing in their numbers 3,4,5,6
separated by commas. Configure the filter sets in menu 25 first (see the IP
Policy Routing chapter) and then apply them here.

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.

19.4.1 My WAN Addr Sample IP Addresses

The following figure uses sample IP addresses to help you understand the field of My Wan Addr in menu
11.3. Refer to the previous LAN and WAN IP Addresses figure in the web configurator chapter on LAN
setup for a brief review of what a WAN IP is. My WAN Addr indicates the local Prestige WAN IP
(172.16.0.1 in the following figure) while Rem IP Addr indicates the peer WAN IP (172.16.0.2 in the
following figure).
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Remote Network Local Network
192.168.1.0 10.0.0.0

192.168.1.1 10.0.0.1

172.16.0.1

172.16.0.2

Prestige

xDSL Lines

10/100MB

Figure 19-4 Sample IP Addresses for a TCP/IP LAN-to-LAN Connection

19.5 Remote Node Filter

Move the cursor to the Edit Filter Sets field in menu 11.1, then press [SPACE BAR] to select Yes. Press
[ENTER] to display Menu 11.5 — Remote Node Filter.

Use Menu 11.5 — Remote Node Filter to specify the filter set(s) to apply to the incoming and outgoing
traffic between this remote node and the Prestige and also to prevent certain packets from triggering calls.

You can specify up to 4 filter sets separated by comma, for example, 1, 5, 9, 12, in each filter field.

Note that spaces are accepted in this field. The Prestige has a prepackaged filter set, NetBIOS  WAN, that
blocks NetBIOS packets (call protocol filter = 1). Include this in the call filter sets if you want to prevent
NetBIOS packets from triggering calls to a remote node.
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Menu 11.5 - Remote Node Filter

Input Filter Sets:
protocol filters= 11, 12
device filters=
Output Filter Sets:
protocol filters=
device filters=

Enter here to CONFIRM or ESC to CANCEL:

Figure 19-5 Menu 11.5 Remote Node Filter (RFC 1483 or ENET Encapsulation)

Menu 11.5 - Remote Node Filter

Input Filter Sets:
protocol filters= 11, 12
device filters=
Output Filter Sets:
protocol filters=
device filters=
Call Filter Sets:
Protocol filters=
Device filters=

Enter here to CONFIRM or ESC to CANCEL:

Figure 19-6 Menu 11.5 Remote Node Filter (PPPoA or PPPoE Encapsulation)

19.5.1 Web Configurator Internet Security Filter Rules

In the web configurator, open the Security screen as shown next. Select the predefined filter rules and click
Apply.
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Internet Security

Your device provides the fallowing filter rules

I~ Telnet Telnettrafiic is blocked fram the YWAN to the LAN
I | REGE FTF traffic is blocked from the WAR to the LAN
™ TFTP TFTF traffic is blocked from the WWAN to the LARN
[ web Wb trafiic is blocked from the WWAN to the LAN
I~ SMMP SHMP traffic is blocked fram the WA

™ Ping Ping traffic is blocked from the WAk

Applyl Cancel |

Figure 19-7 Internet Security

Once you apply the filter rules in the web configurator, filter sets 11 and 12 are automatically applied in the
protocol filters field under Input Filter Sets in SMT menu 11.5.

SMT input protocol filter set numbers that were previously applied are erased
after you apply the Internet Security filter rules in the web configurator. To reapply
them or apply new filter sets, you need to enter the filter set numbers again along
with filter sets 11 and 12. For example, to apply filter sets 1 and 2, you enter “1, 2,

1, 12”.

19.5.2 Web Configurator Filter Sets

When you apply filter rules using the web configurator, filter sets 11 and 12 are automatically generated in
SMT menu 21.
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Menu 21 - Filter Set Configuration

Set # Comments Set # Comments

1 - 7
2 NetBIOS_WAN 8
3 NetBIOS_LAN 9
4 IGMP 10
5 11 WebSetl
6 12 WebSet2

Enter Filter Set Number to Configure= 0

Figure 19-8 Menu 21- Filer Set Configuration (P650H/HW)

The following figures display the filter rules in filter sets 11 and 12.

Menu 21.11 - Filter Rules Summary
# A Type Filter Rules M m n
1Y IP Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP=161 N DN
2 Y IP Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP=162 NDF
3N
4 N
5 N
6 N
Enter Filter Rule Number (1-6) to Configure:
Figure 19-9 Menu 21.11- WebSet 11
Menu 21.12 - Filter Rules Summary
# A Type Filter Rules Mmn
1Y IP Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=23 N DN
2 Y IP Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=21 N DN
3 Y IP Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP=69 N D N
4 Y IP Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=80 N D N
5 Y IP Pr=1, SA=0.0.0.0, DA=0.0.0.0, DP=0 N D N
6 N
Enter Filter Rule Number (1-6) to Configure

Figure 19-10 Menu 21.12- WebSet 12
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Do not edit filter sets 11 and 12. They are used exclusively by the web
configurator. Any rules you configured in sets 11 and 12 will be erased and
replaced when you apply the web configurator-generated filter rules.

19.6 Editing ATM Layer Options

Follow the steps shown next to edit Menu 11.6 — Remote Node ATM Layer Options.

In menu 11.1, move the cursor to the Edit ATM Options field and then press [SPACE BAR] to select
Yes. Press [ENTER] to display Menu 11.6 — Remote Node ATM Layer Options.

There are two versions of menu 11.6 for the Prestige, depending on whether you chose VC-based/LLC-
based multiplexing and PPP encapsulation in menu 11.1.

19.6.1 VC-based Multiplexing (non-PPP Encapsulation)

For VC-based multiplexing, by prior agreement, a protocol is assigned a specific virtual circuit, for
example, VC1 will carry IP. Separate VPI and VCI numbers must be specified for each protocol.

Menu 11.6 - Remote Node ATM Layer Options
VPI/VCI (VC-Multiplexing)

vC i or IP: vC i for Bridge:

@ m Separate VPI and
VCI #= 35 VCI #= 36
x 2= UBR Me: N/A VCI numbers must

Peak Cell Rate (PCR)= 0 Peak Cell Rate (PCR)= N/A be specmed
Sustain Cell Rate (SCR)= 0 Sustain Cell Rate (SCR)= N/A
Maximum Burst Size (MBS)= 0 Maximum Burst Size (MBR)= N/A

Press ENTER to Confirm or ESC to Cancel:

Figure 19-11 Menu 11.6 for VC-based Multiplexing

19.6.2 LLC-based Multiplexing or PPP Encapsulation

For LLC-based multiplexing or PPP encapsulation, one VC carries multiple protocols with protocol
identifying information being contained in each packet header.
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Menu 11.6 - Remote Node ATM Layer Options
VPI/VCI (LLC-Multiplexing or PPP-Encapsulation)

Only one set of VPI
and VCI numbers
UBR
(PCR)= 0 needs to be
Sustain Cell Rate (SCR)= 0 .
Maximum Burst Size (MBS)= 0 specified.

ENTER here to CONFIRM or ESC to CANCEL:

Figure 19-12 Menu 11.6 for LLC-based Multiplexing or PPP Encapsulation

In this case, only one set of VPI and VCI numbers need be specified for all protocols. The valid range for
the VPI is 0 to 255 and for the VCI is 32 to 65535 (1 to 31 is reserved for local management of ATM
traffic).

19.7 Traffic Redirect

Traffic redirect forwards LAN traffic to a backup gateway when the Prestige cannot connect to the Internet.

An example is shown in the figure below.

Prestige

R
Backup Gateway

Figure 19-13 Traffic Redirect Setup Example
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To configure the parameters for traffic redirect, enter 11 from the main menu to display Menu 11.1—
Remote Node Profile as shown next.

Menu 11.1 - Remote Node Profile
Rem Node Name= MyISP Route= IP
Active= Yes Bridge= No
Encapsulation= ENET ENCAP Edit IP/Bridge= No
Multiplexing= LLC-based Edit ATM Options= No
Service Name= N/A
Incoming: Telco Option:
Rem Login= N/A Allocated Budget (min)= N/A
Rem Password= N/A Period(hr)= N/A
Outgoing: Schedule Sets= N/A
My Login= N/A Nailed-Up Connection= N/A
My Password= N/A Session Options:
Authen= N/A Edit Filter Sets= No
Idle Timeout (sec)= N/A
Edit Traffic Redirect= Yes
Press ENTER to Confirm or ESC to Cancel:

Figure 19-14 Menu 11.1 — Remote Node Profile

To configure traffic redirect properties, press [SPACE BAR] to select Yes in the Edit Traffic Redirect
field and then press [ENTER].

Table 19-3 Menu 11.1 — Remote Node Profile (Traffic Redirect Field)

FIELD DESCRIPTION EXAMPLE

Edit Traffic | Press [SPACE BAR] to select Yes and press [ENTER] to configure Yes
Redirect Menu 11.7 — Traffic Redirect Setup.

Press [ENTER] at the message “Press ENTER to Confirm...” to save your configuration, or press
[ESC] at any time to cancel.

19.7.1 Traffic Redirect Setup

Configure parameters that determine when the Prestige will forward WAN traffic to the backup gateway
using Menu 11.7 — Traffic Redirect Setup.
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Menu 11.7 - Traffic Redirect Setup

Active= No

Configuration:
Backup Gateway IP Address= 0.0.0.0
Metric= 15

Press ENTER to Confirm or ESC to Cancel:

Figure 19-15 Menu 11.7 Traffic Redirect Setup

The following table describes the fields in this menu.

Table 19-4 Menu 11.7 Traffic Redirect Setup

*IELD DESCRIPTION

Active Press [SPACE BAR] and select Yes (to enable) or No (to disable) traffic redirect
setup. The default is No.

When the Active field is Yes, you must configure every field in this screen unless
you are using PPPoE encapsulation (except Check WAN IP Address and
Timeout).

If you don’t configure these fields and are using PPPoE encapsulation, then the
Prestige checks the PPPoE channel to determine if the WAN connection is down.

Configuration:

Backup Gateway Enter the IP address of your backup gateway in dotted decimal notation.

IP A . . ) . . .
ddress The Prestige automatically forwards traffic to this IP address if the Prestige’s

Internet connection terminates.

Metric This field sets this route's priority among the routes the Prestige uses.

The metric represents the "cost of transmission". A router determines the best route
for transmission by choosing a path with the lowest "cost". RIP routing uses hop
count as the measurement of cost, with a minimum of "1" for directly connected
networks. The number must be between "1" and "15"; a number greater than "15"
means the link is down. The smaller the number, the lower the "cost".

When you have completed this menu, press [ENTER] at the prompt “Press [ENTER] to confirm or [ESC]
to cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.
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Chapter 20
Static Route Setup

This chapter shows how to setup IP static routes.

20.1 IP Static Route Overview

Static routes tell the Prestige routing information that it cannot learn automatically through other means.
This can arise in cases where RIP is disabled on the LAN or a remote network is beyond the one that is

directly connected to a remote node.

Each remote node specifies only the network to which the gateway is directly connected and the Prestige
has no knowledge of the networks beyond. For instance, the Prestige knows about network N2 in the
following figure through remote node Router 1. However, the Prestige is unable to route a packet to
network N3 because it does not know that there is a route through remote node Router 1 (via Router 2). The

static routes allow you to tell the Prestige about the networks beyond the remote nodes.

N1 N2 N3
=
] PRESTIGE
=
[ ] R1 —
f— \
] R2

Figure 20-1 Sample Static Routing Topology

Static Route Setup 20-1



Prestige 650 Series User’'s Guide

20.2 Configuring an IP static route

Step 1. To configure an IP static route, use Menu 12 — Static Route Setup (shown next).

Menu 12 - Static Route Setup

1. IP Static Route
3. Bridge Static Route

Please enter selection:

Figure 20-2 Menu 12 Static Route Setup

Step 2. From menu 12, select 1 to open Menu 12.1 — IP Static Route Setup (shown next).

Menu 12.1 - IP Static Route Setup

QO J oy Ul WN

Enter selection number:

Figure 20-3 Menu 12.1 IP Static Route Setup (P650H/HW)

Step 3. Now, type the route number of a static route you want to configure.
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Menu 12.1.1 - Edit IP Static Route

Route #: 1

Route Name= ?

Active= No

Destination IP Address= ?
IP Subnet Mask= ?

Gateway IP Address= ?
Metric= 2

Private= No

Press ENTER to Confirm or ESC to Cancel:

Figure 20-4 Menu12.1.1 Edit IP Static Route

The following table describes the fields for Menu 12.1.1 — Edit IP Static Route Setup.

Table 20-1 Menu12.1.1 Edit IP Static Route

FIELD DESCRIPTION
Route # This is the index number of the static route that you chose in menu 12.1.
Route Name Type a descriptive name for this route. This is for identification purpose only.
Active This field allows you to activate/deactivate this static route.

Destination IP Address

This parameter specifies the IP network address of the final destination.
Routing is always based on network number. If you need to specify a route to
a single host, use a subnet mask of 255.255.255.255 in the subnet mask field
to force the network number to be identical to the host ID.

IP Subnet Mask

Type the subnet mask for this destination. Follow the discussion on /P Subnet
Mask in this manual.

Gateway IP Address

Type the IP address of the gateway. The gateway is an immediate neighbor of
your Prestige that will forward the packet to the destination. On the LAN, the
gateway must be a router on the same segment as your Prestige; over WAN,
the gateway must be the IP address of one of the remote nodes.

Metric

Metric represents the “cost” of transmission for routing purposes. IP routing
uses hop count as the measurement of cost, with a minimum of 1 for directly
connected networks. Type a number that approximates the cost for this link.
The number need not be precise, but it must be between 1 and 15. In practice,
2 or 3 is usually a good number.

Static Route Setup
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Table 20-1 Menu12.1.1 Edit IP Static Route

FIELD DESCRIPTION

Private This parameter determines if the Prestige will include the route to this remote
node in its RIP broadcasts. If set to Yes, this route is kept private and is not
included in RIP broadcasts. If No, the route to this remote node will be
propagated to other hosts through RIP broadcasts.

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.
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Chapter 21
Bridging Setup

This chapter shows you how to configure the bridging parameters of your Prestige.

21.1 Bridging Overview

Bridging bases the forwarding decision on the MAC (Media Access Control), or hardware address, while
routing does it on the network layer (IP) address. Bridging allows the Prestige to transport packets of
network layer protocols that it does not route, for example, SNA, from one network to another. The caveat
is that, compared to routing, bridging generates more traffic for the same network layer protocol, and it also

demands more CPU cycles and memory.

For efficiency reasons, do not turn on bridging unless you need to support protocols other than IP on your
network. For IP, enable the routing if you need it; do not bridge what the Prestige can route.

21.2 Bridge Ethernet Setup

Basically, all non-local packets are bridged to the WAN. Your Prestige does not support IPX.

21.2.1 Remote Node Bridging Setup

Follow the procedure in another section to configure the protocol-independent parameters in Menu 11.1 —
Remote Node Profile. For bridging-related parameters, you need to configure Menu 11.3 — Remote Node
Network Layer Options.

To setup Menu 11.3 — Remote Node Network Layer Options shown in the next figure, follow these steps:

Step 1. In menu 11.1, make sure the Bridge field is set to Yes.
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Step 2.

Menu 11.1 - Remote Node Profile

Rem Node Name= ?
Active= Yes

Encapsulation= ENET ENCAP
Multiplexing= VC-based
Service Name= N/A
Incoming:

Rem Login= N/A

Rem Password= N/A
Outgoing:

My Login= N/A

My Password= N/A

Authen= N/A

Route= IP
Bridge= Yes

Edit IP/Bridge= Yes
Edit ATM Options= No

Telco Option:
Allocated Budget (min)= N/A
Period (hr)= N/A
Schedule Sets= N/A
Nailed-Up Connection= N/A
Session Options:
Edit Filter Sets= No
Idle Timeout (sec)= N/A
Edit Traffic Redirect= No

Press ENTER to Confirm or ESC to Cancel:

Figure 21-1 Menu 11.1 Remote Node Profile

Move the cursor to the Edit IP/Bridge field, then press [SPACE BAR] to set the value to Yes
and press [ENTER] to edit Menu 11.3 — Remote Node Network Layer Options.

Menu 11.3 - Remote Node Network Layer Options

IP Options:
IP Address Assignment= Static
Rem IP Addr: 0.0.0.0
Rem Subnet Mask= 0.0.0.0
My WAN Addr= 0.0.0.0
NAT= Full Feature
Address Mapping Set=2
Metric= 2
Private= No
RIP Direction= Both
Version= RIP-2B
Multicast= IGMP-v2
IP Policies=

Bridge Options:
Ethernet Addr Timeout (min)= 0

Press ENTER to Confirm or ESC to Cancel:

Figure 21-2 Menu 11.3 Remote Node Network Layer Options

21-2
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Table 21-1 Menu 11.3 Remote Node Network Layer Options : Bridge Fields

FIELD DESCRIPTION
Bridge (menu 11.1) Make sure this field is set to Yes.
Edit IP/Bridge (menu Press [SPACE BAR] to select Yes and press [ENTER] to display menu 11.3.

11.1)

Ethernet Addr Timeout Type the time (in minutes) for the Prestige to retain the Ethernet Address

(min.) (menu 11.3) information in its internal tables while the line is down. If this information is
retained, your Prestige will not have to recompile the tables when the line

comes back up.

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.

21.2.2 Bridge Static Route Setup

Similar to network layer static routes, a bridging static route tells the Prestige the route to a node before a
connection is established. You configure bridge static routes in menu 12.3.1 (go to menu 12, choose option
3, then choose a static route to edit) as shown next.

Menu 12.3 - Bridge Static Route Setup

BSw N

Enter selection number:

Figure 21-3 Menu 12.3 Bridge Static Route Setup

Menu 12.3.1 - Edit Bridge Static Route

Route #: 1

Route Name=
Active= No
Ether Address= ?
IP Address=
Gateway Node= 1

Press ENTER to Confirm or ESC to Cancel:

Figure 21-4 Menu 12.3.1 Edit Bridge Static Route
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The following table describes the Edit Bridge Static Route menu.

Table 21-2 Menu 12.3.1 Edit Bridge Static Route

FIELD DESCRIPTION
Route # This is the route index number you typed in Menu 12.3 — Bridge Static Route Setup.
Route Name Type a name for the bridge static route for identification purposes.
Active Indicates whether the static route is active (Yes) or not (No).
Ether Address Type the MAC address of the destination computer that you want to bridge the
packets to.
IP Address If available, type the IP address of the destination computer that you want to bridge

the packets to.

Gateway Node

Press [SPACE BAR] and then [ENTER] to select the number of the remote node (one
to eight) that is the gateway of this static route.

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.
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Chapter 22
Network Address Translation (NAT)

This chapter discusses how to configure NAT on the Prestige.

22.1 NAT Overview

22.1.1 SUA (Single User Account) Versus NAT

SUA (Single User Account) is a ZyNOS implementation of a subset of NAT that supports two types of

mapping, Many-to-One and Server. See section 22.3.1 for a detailed description of the NAT set for SUA.
The Prestige also supports Full Feature NAT to map multiple global IP addresses to multiple private LAN
IP addresses of clients or servers using mapping types as outlined in the web configurator part of this guide.

1. Choose SUA Only if you have just one public WAN IP address for your Prestige.

2. Choose Full Feature if you have multiple public WAN IP addresses for your Prestige.

22.2 Applying NAT

You apply NAT via menus 4 or 11.3 as displayed next. The next figure shows you how to apply NAT for
Internet access in menu 4. Enter 4 from the main menu to go to Menu 4 - Internet Access Setup.
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Menu 4 - Internet Access Setup

ISP's Name= MyISP

Encapsulation= RFC 1483

Multiplexing= LLC-based

VPI #= 8

VCI #= 35

ATM QoS Type= UBR
Peak Cell Rate (PCR)= 0
Sustain Cell Rate (SCR)= 0
Maximum Burst Size (MBS)= 0

My Login= N/A

My Password= N/A

ENET ENCAP Gateway= N/A

IP Address Assignment= Static
IP Address= 0.0.0.0

Network Address Translation= SUA Only
Address Mapping Set= N/A

Press ENTER to Confirm or ESC to Cancel:

Figure 22-1 Menu 4 Applying NAT for Internet Access

The following figure shows how you apply NAT to the remote node in menu 11.1.

Step 1.
Step 2.

Step 3.

Enter 11 from the main menu.

When menu 11 appears, as shown in the following figure, type the number of the remote node
that you want to configure.

Move the cursor to the Edit IP/Bridge field, press [SPACE BAR] to select Yes and then press
[ENTER] to bring up Menu 11.3 - Remote Node Network Layer Options.

22-2
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Menu 11.3 - Remote Node Network Layer Options

IP Options: Bridge Options:
IP Address Assignment = Dynamic Ethernet Addr Timeout (min)= N/A
Rem IP Addr = 0.0.0.0
Rem Subnet Mask= 0.0.0.0
My WAN Addr= N/A
NAT= SUA Only

Address Mapping Set= N/A
Metric= 2
Private= No
RIP Direction= None
Version= RIP-1
Multicast= None
IP Policies=

Enter here to CONFIRM or ESC to CANCEL:

Figure 22-2 Menu 11.3 Applying NAT to the Remote Node
The following table describes the options for Network Address Translation.

Table 22-1 Applying NAT in Menus 4 & 11.3

FIELD DESCRIPTION EXAMPLE

NAT Press [SPACE BAR] and then [ENTER] to select Full Feature if you Full Feature
have multiple public WAN IP addresses for your Prestige. The SMT
uses the address mapping set that you configure and enter in the
Address Mapping Set field (menu 15.1 - see section 22.3.17).

Select None to disable NAT. None

When you select SUA Only, the SMT uses Address Mapping Set 255 SUA Only
(menu 15.1 - see section 22.3.71). Choose SUA Only if you have just
one public WAN IP address for your Prestige.

22.3 NAT Setup

Use the address mapping sets menus and submenus to create the mapping table used to assign global
addresses to computers on the LAN. You can see two NAT address mapping sets in menu 15.1. You can
only configure Set 1. Set 255 is used for SUA. When you select Full Feature in menu 4 or 11.3, the SMT
will use Set 1. When you select SUA Only, the SMT will use the pre-configured Set 255 (read only).
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The server set is a list of LAN servers mapped to external ports. To use this set, a server rule must be set up
inside the NAT address mapping set. Please see the section on port forwarding in the chapter on NAT web
configurator screens for further information on these menus. To configure NAT, enter 15 from the main
menu to bring up the following screen.

Menu 15 — NAT Setup

1. Address Mapping Sets
2. NAT Server Sets

Enter Menu Selection Number:

Figure 22-3 Menu 15 NAT Setup

22.3.1 Address Mapping Sets
Enter 1 to bring up Menu 15.1 — Address Mapping Sets.

Menu 15.1 - Address Mapping Sets

U0 oy Ul WwN

. SUA (read only)

Enter Menu Selection Number:
Enter Menu Selection Number:

Figure 22-4 Menu 15.1 Address Mapping Sets
SUA Address Mapping Set

Enter 255 to display the next screen (see also section 22.1.1). The fields in this menu cannot be changed.

22-4 NAT



Prestige 650 Series User’s Guide

Menu 15.1.255 - Address Mapping Rules
Set Name= SUA
Idx Local Start IP Local End IP Global Start IP Global End IP Type
1. 0.0.000 255.255.255.255 0.0.0.0 w1
2. 0.0.0.0 Server
3.
4.
5.
6.
7.
8.
9.
10.
Press ENTER to Confirm or ESC to Cancel:
Figure 22-5 Menu 15.1.255 SUA Address Mapping Rules
The following table explains the fields in this menu.
Menu 15.1.255 is read-only.
Table 22-2 SUA Address Mapping Rules
FIELD DESCRIPTION EXAMPLE
Set Name This is the name of the set you selected in menu 15.1 or enter SUA
the name of a new set you want to create.
ldx This is the index or rule number. 1
Local Start IP Local Start IP is the starting local IP address (ILA). 0.0.0.0
Local End IP Local End IP is the ending local IP address (ILA). If the rule is 255.255.255.255
for all local IPs, then the Start IP is 0.0.0.0 and the End IP is
255.255.255.255.
Global Start IP This is the starting global IP address (IGA). If you have a 0.0.0.0
dynamic IP, enter 0.0.0.0 as the Global Start IP.
Global End IP This is the ending global IP address (IGA).
Type These are the mapping types. Server allows us to specify Server
multiple servers of different types behind NAT to this machine.
See later for some examples.
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Table 22-2 SUA Address Mapping Rules

FIELD DESCRIPTION EXAMPLE

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.

User-Defined Address Mapping Sets

Now let’s look at option 1 in menu 15.1. Enter 1 to bring up this menu. We’ll just look at the differences
from the previous menu. Note the extra Action and Select Rule fields mean you can configure rules in this
screen. Note also that the [?] in the Set Name field means that this is a required field and you must enter a
name for the set.

Menu 15.1.1 - Address Mapping Rules
Set Name= ?

Idx Local Start IP Local End IP Global Start IP Global End IP Type
1. 0.0.0.0 Serve+
2
3.

4.
5.
6.
7.
8.
9.

10.

Action= Edit Select Rule=
Press ENTER to Confirm or ESC to Cancel:

Figure 22-6 Menu 15.1.1 First Set

If the Set Name field is left blank, the entire set will be deleted.

The Type, Local and Global Start/End IPs are configured in menu 15.1.1.1
(described later) and the values are displayed here.

Ordering Your Rules

Ordering your rules is important because the Prestige applies the rules in the order that you specify. When a
rule matches the current packet, the Prestige takes the corresponding action and the remaining rules are
ignored. If there are any empty rules before your new configured rule, your configured rule will be pushed
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up by that number of empty rules. For example, if you have already configured rules 1 to 6 in your current
set and now you configure rule number 9. In the set summary screen, the new rule will be rule 7, not 9.

Now if you delete rule 4, rules 5 to 7 will be pushed up by 1 rule, so as old rule 5 becomes rule 4, old rule 6
becomes rule 5 and old rule 7 becomes rule 6.

Table 22-3 Menu 15.1.1 First Set

FIELD DESRIPTION EXAMPLE
Set Name Enter a name for this set of rules. This is a required field. If this field ACL Default
is left blank, the entire set will be deleted. Set
Action The default is Edit. Edit means you want to edit a selected rule (see Edit

following field). Insert Before means to insert a rule before the rule
selected. The rules after the selected rule will then be moved down
by one rule. Delete means to delete the selected rule and then all the
rules after the selected one will be advanced one rule. None disables
the Select Rule item.

Select Rule When you choose Edit, Insert Before or Delete in the previous field 1
the cursor jumps to this field to allow you to select the rule to apply
the action in question.

You must press [ENTER] at the bottom of the screen to save the whole set. You
must do this again if you make any changes to the set — including deleting a rule.
No changes to the set take place until this action is taken.

Selecting Edit in the Action field and then selecting a rule brings up the following menu, Menu 15.1.1.1 -
Address Mapping Rule in which you can edit an individual rule and configure the Type, Local and
Global Start/End IPs.

An End IP address must be numerically greater than its corresponding IP Start
address.
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Menu 15.1.1.1 Address Mapping Rule
Type= One-to-One
Local IP:
Start=
End = N/A
Global IP:
Start= 0.0.0.0
End = N/A

Server Mapping Set= N/A

Press ENTER to Confirm or ESC to Cancel:

Press Space Bar to Toggle.

Figure 22-7 Menu 15.1.1.1 Editing/Configuring an Individual Rule in a Set

The following table explains the fields in this menu.

Table 22-4 Menu 15.1.1.1 Editing/Configuring an Individual Rule in a Set

FIELD

DESCRIPTION

EXAMPLE

Type

Press [SPACE BAR] and then [ENTER] to select from a total of five types.
These are the mapping types discussed in the chapter on NAT web
configurator screens. Server allows you to specify multiple servers of
different types behind NAT to this computer. See section 22.5.3 for an
example.

One-to-One

Local IP

Only local IP fields are N/A for server; Global IP fields MUST be set for
Server.

Start

This is the starting local IP address (ILA).

0.0.0.0

End

This is the ending local IP address (ILA). If the rule is for all local IPs, then
put the Start IP as 0.0.0.0 and the End IP as 255.255.255.255. This field
is N/A for One-to-One and Server types.

N/A

Global IP

Start

This is the starting inside global IP address (IGA). If you have a dynamic
IP, enter 0.0.0.0 as the Global IP Start. Note that Global IP Start can be
set to 0.0.0.0 only if the types are Many-to-One or Server.

0.0.0.0

End

This is the ending inside global IP address (IGA). This field is N/A for
One-to-One, Many-to-One and Server types.

N/A
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Table 22-4 Menu 15.1.1.1 Editing/Configuring an Individual Rule in a Set

FIELD DESCRIPTION EXAMPLE

Server | Only available when Type is set to Server. Type a number from 1 to 10 to
Mapping Set | choose a server set from menu 15.2.

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.

22.4 Configuring a Server behind NAT

Follow these steps to configure a server behind NAT:
Step 1.  Enter 15 in the main menu to go to Menu 15 - NAT Setup.
Step 2.  Enter 2 to display Menu 15.2 - NAT Server Sets as shown next.

Menu 15.2 - NAT Server Sets

. Server Set 1 (Used for SUA Only)
Server Set 2
Server Set 3
Server Set 4
Server Set 5
Server Set 6
Server Set 7
Server Set 8
Server Set 9
Server Set 1

O WwW-Jo U™ WN

[

0

Enter Set Number to Edit:

Figure 22-8 Menu 15.2 NAT Server Setup
Step 3. Enter 1 to go to Menu 15.2.1 NAT Server Setup as follows.
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Menu 15.2.1 - NAT Server Setup
Rule Start Port No. End Port No. IP Address
1. Default Default 0.0.0.0
2. 21 25 192.168.1.33
3. 0 0 0.0.0.0
4. 0 0 0.0.0.0
5. 0 0 0.0.0.0
6. 0 0 0.0.0.0
7. 0 0 0.0.0.0
8. 0 0 0.0.0.0
9. 0 0 0.0.0.0
10. 0 0 0.0.0.0
11. 0 0 0.0.0.0
12. 0 0 0.0.0.0
Press ENTER to Confirm or ESC to Cancel:

Figure 22-9 Menu 15.2.1 NAT Server Setup

Step 4.  Enter a port number in an unused Start Port No field. To forward only one port, enter it again
in the End Port No field. To specify a range of ports, enter the last port to be forwarded in the
End Port No field.

Step 5.  Enter the inside IP address of the server in the IP Address field. In the following figure, you
have a computer acting as an FTP, Telnet and SMTP server (ports 21, 23 and 25) at
192.168.1.33.

Step 6. Press [ENTER] at the “Press ENTER to confirm ...” prompt to save your configuration after
you define all the servers or press [ESC] at any time to cancel.

22-10 NAT



Prestige 650 Series User’s Guide

The NAT network appears as
a single host on the Internet

192.168.1.1

FTP/TELNET/SMTP server
IP Address =
192.168.1.33

Prestige

aooendeo

Priavte network
IP addresses
n

R Computer
g IP Address =
© 192.168.1.35
Computer
IP Address = IP ADDRESS ASSIGNED
192.168.1.36

BY ISP
Figure 22-10 Multiple Servers Behind NAT Example

22.5 General NAT Examples

The following are some examples of NAT configuration.

22.5.1 Example 1: Internet Access Only

In the following Internet access example, you only need one rule where your ILAs (Inside Local addresses)
all map to one dynamic IGA (Inside Global Address) assigned by your ISP.
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Prestige

p 2|
192.168.1.10

00000000

Inside Local One Dynamic
Addresses (ILA) Inside Global
Addresses (IGA)
Assigned by ISP

Figure 22-11 NAT Example 1

Menu 4 - Internet Access Setup

ISP's Name= MyISP

Encapsulation= RFC 1483

Multiplexing= LLC-based

VPI #= 8

VCI #= 35

ATM QoS Type= UBR
Peak Cell Rate (PCR)= 0
Sustain Cell Rate (SCR)= 0
Maximum Burst Size (MBS)= 0

My Login= N/A

My Password= N/A

ENET ENCAP Gateway= N/A

IP Address Assignment= Static
IP Address= 0.0.0.0

Network Address Translation= SUA Only
Address Mapping Set= N/A

Press ENTER to Confirm or ESC to Cancel:

Figure 22-12 Menu 4 Internet Access & NAT Example

From menu 4, choose the SUA Only option from the Network Address Translation field. This is the
Many-to-One mapping discussed in section 22.5. The SUA Only read-only option from the Network
Address Translation field in menus 4 and 11.3 is specifically pre-configured to handle this case.
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22.5.2 Example 2: Internet Access with an Inside Server

Prestige

B

SA

192 168.1.10

000080

Inside Local One Dynamic
Addresses (ILA) Inside Global
Addresses (IGA)
Assigned by ISP

Inside Server
IP =192.168.1.10

Figure 22-13 NAT Example 2

In this case, you do exactly as above (use the convenient pre-configured SUA Only set) and also go to
menu 15.2 to specify the Inside Server behind the NAT as shown in the next figure.

Menu 15.2.1 - NAT Server Setup (Used for SUA Only)
Rule Start Port No. End Port No. IP Address
1. Default Default 192.168.1.10
2. 0 0 0.0.0.0
3. 0 0 0.0.0.0
4. 0 0 0.0.0.0
5. 0 0 0.0.0.0
6. 0 0 0.0.0.0
7. 0 0 0.0.0.0
8. 0 0 0.0.0.0
9. 0 0 0.0.0.0
10. 0 0 0.0.0.0
11. 0 0 0.0.0.0
12. 0 0 0.0.0.0
Press ENTER to Confirm or ESC to Cancel:

Figure 22-14 Menu 15.2.1 Specifying an Inside Server
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22.5.3 Example 3: Multiple Public IP Addresses With Inside Servers

In this example, there are 3 IGAs from our ISP. There are many departments but two have their own FTP
server. All departments share the same router. The example will reserve one IGA for each department with
an FTP server and all departments use the other IGA. Map the FTP servers to the first two IGAs and the
other LAN traffic to the remaining IGA. Map the third IGA to an inside web server and mail server. Four
rules need to be configured, two bi-directional and two uni-directional as follows.

Rule 1.  Map the first IGA to the first inside FTP server for FTP traffic in both directions (1 : 1
mapping, giving both local and global IP addresses).

Rule 2. Map the second IGA to our second inside FTP server for FTP traffic in both directions (1 : 1
mapping, giving both local and global IP addresses).

Rule 3. Map the other outgoing LAN traffic to IGA3 (Many : 1 mapping).

Rule 4. You also map your third IGA to the web server and mail server on the LAN. Type Server
allows you to specify multiple servers, of different types, to other computers behind NAT on the

LAN.
The example situation looks somewhat like this:
Other
Computers
on the LAN
Web Server 5
192.168.1.21 Mapping Rules

1. FTP 1 <———->IGA 1 Type 1:1
2.FTP 2 <——->1GA 2 Type 1:1
3. Other LAN traffic —->IGA 3, Type M-1(Outgoing Traffic)
4, IGA 3 ——--->Internal web server and mail server (Incoming Traffic)

Prestige

Mail
Server
192.168.1.20

10.132.50.1 = IGA 1
10.132.50.2=1GA 2
10.132.50.3=I1GA 3

FTP Server 1
192.168.1.10
FTP Server 2
192.168.1.11

Figure 22-15 NAT Example 3
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Step 1.

Step 2.
Step 3.
Step 4.

Step 5.

Step 6.
Step 7.

In this case you need to configure Address Mapping Set 1 from Menu 15.1 - Address Mapping
Sets. Therefore you must choose the Full Feature option from the Network Address
Translation field (in menu 4 or menu 11.3) in Figure 22-16.

Then enter 15 from the main menu.
Enter 1 to configure the Address Mapping Sets.

Enter 1 to begin configuring this new set. Enter a Set Name, choose the Edit Action and then
enter 1 for the Select Rule field. Press [ENTER] to confirm.

Select Type as One-to-One (direct mapping for packets going both ways), and enter the local
Start IP as 192.168.1.10 (the IP address of FTP Server 1), the global Start IP as 10.132.50.1
(our first IGA). (See Figure 22-17).

Repeat the previous step for rules 2 to 4 as outlined above.

When finished, menu 15.1.1 should look like as shown in .

Menu 11.3 - Remote Node Network Layer Options

IP Options: Bridge Options:
IP Address Assignment= Static Ethernet Addr Timeout (min)= 0
Rem IP Addr: 0.0.0.0
Rem Subnet Mask= 0.0.0.0
My WAN Addr= 0.0.0.0
NAT= Full Feature

Address Mapping Set= 2
Metric= 2
Private= No
RIP Direction= Both
Version= RIP-2B
Multicast= IGMP-v2
IP Policies=

Press ENTER to Confirm or ESC to Cancel:

Figure 22-16 Example 3: Menu 11.3

The following figures show how to configure the first rule

NAT
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Menu 15.1.1.1 Address Mapping Rule

Type= One-to-One

Local IP:
Start= 192.168.1.10
End = N/A

Global IP:
Start= 10.132.50.1
End N/A

Server Mapping Set= N/A

Press Space Bar to Toggle.

Press ENTER to Confirm or ESC to Cancel:

Figure 22-17 Example 3: Menu 15.1.1.1

Menu 15.1.1 - Address Mapping Rules

Set Name

Idx Local St=a

—192.168.1.10
192.168.1.11
0.0.0.0

255.255.255.255

2

3.
4.
5%
6.
7.
8.
9.
0.

Action= Edit Select Rule=

Press ENTER to Confirm or ESC to Cancel:

Figure 22-18 Example 3: Final Menu 15.1.1

Now configure the IGA3 to map to our web server and mail server on the LAN.
Step 8. Enter 15 from the main menu.

Step 9. Enter 2 in Menu 15 - NAT Setup.

Step 10. Enter 1 in Menu 15.2 - NAT Server Sets to see the following menu. Configure it as shown.

22-16
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Menu 15.2.1 - NAT Server Setup

Rule Start Port No. End Port No. IP Address

Default
80
25

4. ~0.0.
5. 0 0 0.0.0.0
6. 0 0 0.0.0.0
7. 0 0 0.0.0.0
8. 0 0 0.0.0.0
9. 0 0 0.0.0.0
10. 0 0 0.0.0.0
11. 0 0 0.0.0.0
12. 0 0 0.0.0.0

Press ENTER to Confirm or ESC to Cancel:

Example 3: Menu 15.2.1

22.5.4 Example 4: NAT Unfriendly Application Programs

Some applications do not support NAT Mapping using TCP or UDP port address translation. In this case it
is better to use Many-to-Many No Overload mapping as port numbers do not change for Many-to-
Many No Overload (and One-to-One) NAT mapping types. The following figure illustrates this.

Game Player 1
192.168.1.10

Mapping Rules
1. Game Players 1 to 3 <---—> IGAs 1 to 3 Type: Many-to-Many No Overload

Game Player 2

192.168.1.11 Prestige

31GAs
10.132.50.1 = IGA 1
: 10.132.50.2=IGA 2
— 10.132.50.3=1GA 3

Game Player 3
192.168.1.12

Figure 22-19 NAT Example 4
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Other applications such as some gaming programs are NAT unfriendly because
they embed addressing information in the data stream. These applications won’t
work through NAT even when using One-to-One and Many-to-Many No Overload

mapping types.

Follow the steps outlined in example 3 to configure these two menus as follows.

Menu 15.1.1.1 Address Mapping Rule

Type= Many-to-Many No Overload

Local IP:
Start= 192.168.1.10
End = 192.168.1.12
Global IP:
Start= 10.132.50.1
End = 10.132.50.3

Server Mapping Set= N/A

Press ENTER to Confirm or ESC to Cancel:

Figure 22-20 Example 4: Menu 15.1.1.1 Address Mapping Rule

After you’ve configured your rule, you should be able to check the settings in menu 15.1.1 as shown next.

Menu 15.1.1 - Address Mapping Rules
Set Name= Exampled
Idx Local Start IP Local End IP Global Start IP Global End IP Type
1 192.168.1.10 192.168.1.12 10.132.50.1 10.132.50.3 M:M NO OV
2
3
4.
5.
6
7
8
9
10
Action= Edit Select Rule=
Press ENTER to Confirm or ESC to Cancel:

Figure 22-21 Example 4: Menu 15.1.1 Address Mapping Rules
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Part VIII:

SMT Advanced Management

| This part discusses filtering setup, SNMP, system security, system information and diagnosis, .
firmware and configuration file maintenance, system maintenance, remote management, IP policy
routing and call scheduling.

See the web configurator parts of this guide for background information on
features configurable by web configurator and SMT.
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Chapter 23
Filter Configuration

This chapter shows you how to create and apply filters.

23.1 About Filtering

Your Prestige uses filters to decide whether or not to allow passage of a data packet and/or to make a call.
There are two types of filter applications: data filtering and call filtering. Filters are subdivided into device

and protocol filters, which are discussed later.

Data filtering screens data to determine if the packet should be allowed to pass. Data filters are divided into
incoming and outgoing filters, depending on the direction of the packet relative to a port. Data filtering can
be applied on either the WAN side or the Ethernet side. Call filtering is used to determine if a packet should

be allowed to trigger a call.

Outgoing packets must undergo data filtering before they encounter call filtering. Call filters are divided
into two groups, the built-in call filters and user-defined call filters. Your Prestige has built-in call filters
that prevent administrative, for example, RIP packets from triggering calls. These filters are always enabled
and not accessible to you. Your Prestige applies the built-in filters first and then the user-defined call filters,

if applicable, as shown next.
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Call Filtering
)

No

Active Data

No it ,
] Built-in User-defined —
Outgoing ' match ' default Call Filters Initiate call
Packet Data Call Filters if line not up

(if applicable)

Send packet
and reset

Match Match Match Idle Timer

v v

Drop packet
if line not up

Drop

Drop packet
packet

if line not up

¥

Send packet Send packet
but do not reset but do not reset
Idle Timer Idle Timer

Figure 23-1 Outgoing Packet Filtering Process

Two sets of factory filter rules have been configured in menu 21 to prevent NetBIOS traffic from triggering
calls. A summary of their filter rules is shown in the figures that follow.

The following figure illustrates the logic flow when executing a filter rule.
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Fetch Next
Filter Set

Packet
intoFilter

T

Yes

Next Filter Sel
Available?

Fetch First
. Filter Set
Filter Set |
v
Fetch First
Filter Rule
Fetch Next
Filter Rule »
+
Yes
m
No— Rule <+—No
Available?
A
Yes
v
Execute
Filter Rule
Check
Next
Rule ‘
‘ ‘ Forward

Drop Packet

Drop

Accept Packet

Figure 23-2 Filter Rule Process

You can apply up to four filter sets to a particular port to block various types of packets. Because each filter
set can have up to six rules, you can have a maximum of 24 rules active for a single port.

Filter Configuration
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For incoming packets, your Prestige applies data filters only. Packets are processed depending on whether a

match is found. The following sections describe how to configure filter sets.
The Filter Structure of the Prestige

A filter set consists of one or more filter rules. Usually, you would group related rules, for example, all the
rules for NetBIOS, into a single set and give it a descriptive name. You can configure up to twelve filter

sets with six rules in each set, for a total of 72 filter rules in the system.

23.2 Configuring a Filter Set for the Prestige 650H and the
Prestige 650HW

To configure a filter set, follow the steps shown next.

Step 1. Enter 21 in the main menu to display Menu 21 — Filter Set Configuration.

Menu 21 - Filter Set Configuration

Filter Filter

Set # Comments Set # Comments
1 7
2 NetBIOS WAN 8
3 NetBIOS_LAN 9
4 IGMP 10
5 11 WebSetl
6 12 WebSet2

Enter Filter Set Number to Configure= 0
Edit Comments= N/A

Press ENTER to Confirm or ESC to Cancel:

Figure 23-3 Menu 21 Filter Set Configuration (P650H/HW)

Step 2. Type the filter set to configure (no. 1 to 12) and press [ENTER].
Step 3. Type a descriptive name or comment in the Edit Comments field and press [ENTER].

Step 4. Press [ENTER] at the message “Press ENTER to confirm...” to display Menu 21.2 — Filter
Rules Summary (that is, if you selected filter set 2 in menu 21).
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Menu 21.2 - Filter Rules Summary
# A Type Filter Rules M m n
1Y IP Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=137 N D N
2 Y IP Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=138 N D N
3 Y IP Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=139 N DN
4 Y IP Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP=137 N D N
5 Y IP Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP=138 N DN
6 Y IP Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP=139 NDF
Enter Filter Rule Number (1-6) to Configure:
Figure 23-4 NetBIOS_WAN Filter Rules Summary
Menu 21.3 - Filter Rules Summary
# A Type Filter Rules M m n
1Y IP Pr=17, SA=0.0.0.0, SP=137, DA=0.0.0.0, DP=53 NDF
2 N
3N
4 N
5N
6 N
Enter Filter Rule Number (1-6) to Configure:
Figure 23-5 NetBIOS_LAN Filter Rules Summary
Menu 21.4 - Filter Rules Summary
# A Type Filter Rules M m n
1 Y Gen Off=0, Len=3, Mask=ffffff, Value=01005e N DF
2 N
3N
4 N
5N
6 N
Enter Filter Rule Number (1-6) to Configure:

Figure 23-6 IGMP Filter Rules Sum

mary

Filter Configuration
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23.3 Configuring a Filter Set for the Prestige 650R and the
Prestige 650R-E

To configure a filter set, follow the steps shown next.

Step 1. Enter 21 in the main menu to display Menu 21 — Filter Set Configuration.

Menu 21 - Filter Set Configuration

Filter Filter
Set # Comments Set # Comments
1 NetBIOS_WAN 7
2 NetBIOS_LAN 8
3 TELNET_ WAN 9
4 PPPOE 10
5 FTP_WAN 11 WebSetl
6 12 WebSet2

Enter Filter Set Number to Configure= 0
Edit Comments= N/A

Press ENTER to Confirm or ESC to Cancel:

Figure 23-7 Menu 21 Filter Set Configuration (P650R and P650R-E)

Step 2. Type the filter set to configure (no. 1 to 12) and press [ENTER].
Step 3. Type a descriptive name or comment in the Edit Comments field and press [ENTER].

Step 4. Press [ENTER] at the message “Press ENTER to confirm...” to display Menu 21.4 — Filter
Rules Summary (that is, if you selected filter set 4 in menu 21).

See Figure 23-4 for the summary of the NetBIOS WAN rules and Figure 23-5 for the summary of the
NetBIOS LAN rules.
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Menu 21.3 - Filter Rules Summary
# A Type Filter Rules M m n
1Y IP Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=23 NDF
2 N
3N
4 N
5N
6 N
Enter Filter Rule Number (1-6) to Configure:
Figure 23-8 TELNET_WAN Filter Rules Summary
Menu 21.4 - Filter Rules Summary
# A Type Filter Rules M m n
1 Y Gen O0Off=12, Len=2, Mask=ffff, Value=8863 N F N
2 Y Gen O0ff=12, Len=2, Mask=ffff, Value=8864 N F D
3N
4 N
5N
6 N
Enter Filter Rule Number (1-6) to Configure:
Figure 23-9 PPPOE Filter Rules Summary
Menu 21.5 - Filter Rules Summary
# A Type Filter Rules M mn
1N
2 N
3N
4 N
5N
6 N
Enter Filter Rule Number (1-6) to Configure:

Figure 23-10 FTP_WAN Filter Rules Summary
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23.3.1 Filter Rules Summary Menus

The following tables briefly describe the abbreviations used in menu 21.x.

Table 23-1 Abbreviations Used in the Filter Rules Summary Menu

FIELD DESCRIPTION

# The filter rule number: 1 to 6.

A Active: “Y” means the rule is active. “N” means the rule is inactive.

Type The type of filter rule: “GEN” for Generic, “IP” for TCP/IP.

Filter Rules These parameters are displayed here.

M More.
“Y” means there are more rules to check which form a rule chain with the present rule.
An action cannot be taken until the rule chain is complete.
“N” means there are no more rules to check. You can specify an action to be taken for
instance, forward the packet, drop the packet or check the next rule. For the latter, the
next rule is independent of the rule just checked.

m Action Matched.
“F” means to forward the packet immediately and skip checking the remaining rules.
“D” means to drop the packet.
“N“ means to check the next rule.

n Action Not Matched.
“F” means to forward the packet immediately and skip checking the remaining rules.
“D” means to drop the packet.
“N” means to check the next rule.

The protocol dependent filter rules abbreviation are listed as follows:

Table 23-2 Rule Abbreviations Used

FILTER TYPE DESCRIPTION

IP

Pr Protocol

SA Source Address

SP Source Port Number

DA Destination Address

DP Destination Port Number
GEN

23-8

Filter Configuration



Prestige 650 Series User’s Guide

Table 23-2 Rule Abbreviations Used

FILTER TYPE DESCRIPTION
Off Offset
Len Length

23.4 Configuring a Filter Rule

To configure a filter rule, type its number in Menu 21.x — Filter Rules Summary and press [ENTER] to
open menu 21.x.1 for the rule.

There are two types of filter rules: TCP/IP and Generic. Depending on the type of rule, the parameters for
each type will be different. Use [SPACE BAR] to select the type of rule that you want to create in the
Filter Type field and press [ENTER] to open the respective menu.

To speed up filtering, all rules in a filter set must be of the same class, for instance, protocol filters or
generic filters. The class of a filter set is determined by the first rule that you create. When applying the
filter sets to a port, separate menu fields are provided for protocol and device filter sets. If you include a
protocol filter set in a device filters field or vice versa, the Prestige will warn you and will not allow you to

save.

23.4.1 TCP/IP Filter Rule

This section shows you how to configure a TCP/IP filter rule. TCP/IP rules allow you to base the rule on
the fields in the IP and the upper layer protocol, for example, UDP and TCP headers.

To configure TCP/IP rules, select TCP/IP Filter Rule from the Filter Type field and press [ENTER] to
open Menu 21.x.1 — TCP/IP Filter Rule, as shown next.
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Menu 21.1.1 - TCP/IP Filter Rule

Filter #: 1,1
Filter Type= TCP/IP Filter Rule
Active= No
IP Protocol= 0 IP Source Route= No
Destination: IP Addr=

IP Mask=

Port #=

Port # Comp= None

Source: IP Addr=

IP Mask=

Port #=

Port # Comp= None
TCP Estab= N/A
More= No Log= None
Action Matched= Check Next Rule
Action Not Matched= Check Next Rule

Press ENTER to Confirm or ESC to Cancel:

Press Space Bar to Toggle.

Figure 23-11 Menu 21.x.1 TCPI/IP Filter Rule

The following table describes how to configure your TCP/IP filter rule.

Table 23-3 Menu 21.x.1 TCP/IP Filter Rule

FIELD DESCRIPTION EXAMPLE
Filter # This is the filter set, filter rule coordinates, for instance, 2, 1,1
3 refers to the second filter set and the third filter rule of
that set.
Filter Type Use [SPACE BAR] and then [ENTER] to choose a rule. TCPI/IP Filter Rule
Parameters displayed for each type will be different.
Choices are TCPIIP Filter Rule or Generic Filter Rule.
Active Select Yes to activate or No to deactivate the filter rule. No
(default)
IP Protocol This is the upper layer protocol, for example, TCP is 6, 0 to 255
UDP is 17 and ICMP is 1. The value must be between 0
and 255. A value of O matches ANY protocol.
IP Source Route IP Source Route is an optional header that dictates the No
route an IP packet takes from its source to its destination. (default)
If Yes, the rule applies to any packet with an IP source
route. The majority of IP packets do not have source
route.
Destination: Type the destination IP address of the packet you want to IP address
P Addr filter. This field is ignored if it is 0.0.0.0.
23-10 Filter Configuration
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Table 23-3 Menu 21.x.1 TCP/IP Filter Rule

Action Matched — Only packets that match the rule
parameters will be logged.

Action Not Matched — Only packets that do not match
the rule parameters will be logged.

Both — All packets will be logged.

FIELD DESCRIPTION EXAMPLE
IP Mask | Type the IP mask to apply to the Destination: IP Addr IP mask
field.
Port # | Type the destination port of the packets you want to filter. 0 to 65535
The field range is 0 to 65535. A 0 field is ignored.
Port # Comp | Select the comparison to apply to the destination port in None
the packet against the value given in Destination: Port #.
Choices are None, Less, Greater, Equal or Not Equal.
Source: Type the source IP Address of the packet you want to IP address
P Addr filter. A 0.0.0.0 field is ignored.
IP Mask | Type the IP mask to apply to the Source: IP Addr field. IP mask
Port # | Type the source port of the packets you want to filter. The 0 to 65535
range of this field is 0 to 65535. A 0 field is ignored.
Port # Comp | Select the comparison to apply to the source port in the None
packet against the value given in Source: Port # field.
Choices are None, Less, Greater, Equal or Not Equal.

TCP Estab This applies only when the IP Protocol field is 6, TCP. If No
Yes, the rule matches packets that want to establish TCP (default)
connection(s) (SYN=1 and ACK=0); else it is ignored.

More If Yes, a matching packet is passed to the next filter rule No
before an action is taken or else the packet is disposed of (default)
according to the action fields.

If More is Yes, then Action Matched and Action Not
Matched will be N/A.
Log | Select the logging option from the following:
None — No packets will be logged. None

Action Matched

Select the action for a matching packet. Choices are
Check Next Rule, Forward or Drop.

Check Next Rule
(default)

Filter Configuration
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Table 23-3 Menu 21.x.1 TCP/IP Filter Rule

FIELD DESCRIPTION EXAMPLE
Action Not Matched Select the action for a packet not matching the rule. Check Next Rule
Choices are Check Next Rule, Forward or Drop. (default)

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.

The following figure illustrates the logic flow of an IP filter.
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Figure 23-12 Executing an IP Filter
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23.4.2 Generic Filter Rule

This section shows you how to configure a generic filter rule. The purpose of generic rules is to allow you

to filter non-IP packets. For IP, it is generally easier to use the IP rules directly.

For generic rules, the Prestige treats a packet as a byte stream as opposed to an IP packet. You specify the
portion of the packet to check with the Offset (from 0) and the Length fields, both in bytes. The Prestige
applies the Mask (bit-wise ANDing) to the data portion before comparing the result against the Value to

determine a match. The Mask and Value fields are specified in hexadecimal numbers. Note that it takes

two hexadecimal digits to represent a byte, so if the length is 4, the value in either field will take 8 digits,

for example, FFFFFFFF.

To configure a generic rule select an empty filter set in menu 21, for example 6. Select Generic Filter
Rule in the Filter Type field and press [ENTER] to open Menu 21.6.1 — Generic Filter Rule, as shown in

the following figure.

Menu 21.6.1 - Generic Filter Rule

Filter #: 6,1

Filter Type= Generic Filter Rule
Active= No

Offset= 0

Length= 0

Mask= N/A

Value= N/A

More= No Log= None

Action Matched= Check Next Rule
Action Not Matched= Check Next Rule

Press ENTER to Confirm or ESC to Cancel:

Press Space Bar to Toggle.

Figure 23-13 Menu 21.6.1 Generic Filter Rule

The next table describes the fields in the Generic Filter Rule menu.

23-14
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Table 23-4 Menu 21.6.1 Generic Filter Rule

FIELD DESCRIPTION EXAMPLE
Filter # This is the filter set, filter rule coordinates, for instance, 2, 3 refers to the 6,1
second filter set and the third rule of that set.
Filter Type | Press [SPACE BAR] and then [ENTER] to select a type of rule. Generic Filter
Parameters displayed below each type will be different. Choices are Rule
Generic Filter Rule or TCP/IP Filter Rule.
Active Select Yes to turn on or No to turn off the filter rule. No
(default)
Offset Type the starting byte of the data portion in the packet that you want to 0
compare. The range for this field is from 0 to 255. (default)
Length Type the byte count of the data portion in the packet that you want to 0
compare. The range for this field is 0 to 8. (default)
Mask Type the mask (in Hexadecimal) to apply to the data portion before
comparison.
Value Type the value (in Hexadecimal) to compare with the data portion.
More If Yes, a matching packet is passed to the next filter rule before an action No
is taken or else the packet is disposed of according to the action fields. (default)
If More is Yes, then Action Matched and Action Not Matched will be
N/A.
Log Select the logging option from the following:
None — No packets will be logged. None

Action Matched — Only matching packets and rules will be logged.
Action Not Matched — Only packets that do not match the rule
parameters will be logged.

Both — All packets will be logged.

Action Select the action for a matching packet. Choices are Check Next Rule, Check Next
Matched Forward or Drop. Rule
(default)
Action Not | Select the action for a packet not matching the rule. Choices are Check Check Next
Matched Next Rule, Forward or Drop. Rule
(default)

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.
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23.5 Filter Types and NAT

There are two classes of filter rules, Generic Filter Device rules and Protocol Filter (TCP/IP) rules.
Generic Filter rules act on the raw data from/to LAN and WAN. Protocol Filter rules act on IP packets.

When NAT (Network Address Translation) is enabled, the inside IP address and port number are replaced

on a connection-by-connection basis, which makes it impossible to know the exact address and port on the

wire. Therefore, the Prestige applies the protocol filters to the “native” IP address and port number before

NAT for outgoing packets and after NAT for incoming packets. On the other hand, the generic (or device)

filters are applied to the raw packets that appear on the wire. They are applied at the point where the

Prestige is receiving and sending the packets; for instance, the interface. The interface can be an Ethernet,

or any other hardware port. The following figure illustrates this.

Route

23.6 Example Filter

')

F 3

Y

rotoco
Filters

b

NAT

o

Incoming

[

evice

Filters

QL

Outgoing

Figure 23-14 Protocol and Device Filter Sets

Let’s look at an example to block outside users from telnetting into the Prestige.

Interface

23-16
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Your LAN

Prestige
L N User trying to telnet
<----- into the Prestige
Incoming

Traffic Filter

Figure 23-15 Sample Telnet Filter

Step 1. Enter 21 in the main menu to display Menu 21 — Filter Set Configuration.
Step 2. Enter the index number of the filter set you want to configure (in this case 6).

Step 3. Type a descriptive name or comment in the Edit Comments field (for example,
TELNET WAN) and press [ENTER].
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Step 4.

21.6 — Filter Rules Summary.

Step 5.

Press [ENTER] at the message “Press [ENTER] to confirm or [ESC] to cancel” to open Menu

Type 1 to configure the first filter rule. Make the entries in this menu as shown next.

When you press [ENTER] to confirm, the following screen appears. Note that there is only one filter rule in

this set.

Menu 21.6.1 - TCP/IP Filter Rule
Filter #: 6,1

Filter Type= TCP/IP Filter Rule
Active= Yes
IP Protocol= 6
Destination:

Source Route= No

Port #= 23
Port # Comp=
Source: IP Addr= 0.0.0.0
IP Mask= 0.0.
Port #=
Port # Comp=
TCP Estab= No
More= }o Log= N¢ne
Actioyf Matched= DProp
Actign Not Match¢d= Forward

Pfess ENTER to :onfirm\fr EBC to Cancel:

There are no
more rules to

check.

Press [SPACE BAR] to choose this
filter rule type. The first filter rule
type determines all subsequent filter

types within a set.

Select Yes to make the rule active.

6 is the TCP protocol.

\ Select Equal here

as we are looking

for packets going

Select Drop here so that the
packet will be dropped if its

destination is the telnet port.

to port 23 only.

The port number for the telnet
service (TCP protocol) is 23. See
RFC-1060 for port numbers of well-

known services.

more rules to check.

Select Forward here so that the packet will be forwarded if
its destination is not the telnet port and there are no more

rules in this filter set to check. Select Next if there are

Figure 23-16 Menu 21.6.1 Sample Filter
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Menu 21.6 - Filter Rules Summary

Filter Rules

Enter Filter Bfile Number (1-6) to Configure: 1

\

/

This shows you that you have
configured and activated (A=Y) a
TCP/IP filter rule (Type = IP, Pr = 6)
for destination telnet ports (DP =
23).

M = N means an action can be taken immediately.
The action is to drop the packet (m = D) if the
action is matched and to forward the packet
immediately (n = F) if the action is not matched no

matter whether there are more rules to be

checked (there aren’t in this example).

Figure 23-17 Menu 21.6 Sample Filter Rules Summary

After you have created the filter set, you must apply it.

Step 1. Enter 11 in the main menu to display menu 11 and type the remote node number to edit.

Step 2. Go to the Edit Filter Sets field, press [SPACE BAR] to choose Yes and press [ENTER].

Step 3. This brings you to menu 11.5. Apply the example filter set (for example, filter set 3) in this

menu as shown in the next section.

23.7 Applying Filters and Factory Defaults

This section shows you where to apply the filter(s) after you design it (them). Sets of factory default filter

rules have been configured in menu 21 (but have not been applied) to filter traffic.

Filter Configuration
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Table 23-5 Filter Sets Table

FILTER SETS DESCRIPTION

Input Filter Sets: Apply filters for incoming traffic. You may apply protocol or device
filter rules. See earlier in this chapter for information on filters.

Output Filter Sets: | Apply filters for traffic leaving the Prestige. You may apply filter rules
for protocol or device filters. See earlier in this section for
information on types of filters.

Call Filter Sets: Apply filters to decide if a packet should be allowed to trigger a call.

23.7.1 Ethernet Traffic

You seldom need to filter Ethernet traffic; however, the filter sets may be useful to block certain packets,
reduce traffic and prevent security breaches. Go to menu 3.1 (shown next) and type the number(s) of the
filter set(s) that you want to apply as appropriate. You can choose up to four filter sets (from twelve) by
typing their numbers separated by commas, for example, 2, 4, 6, 11. The factory default filter set,
NetBIOS LAN, is inserted in the protocol filters field under Input Filter Sets in menu 3.1 in order to
prevent local NetBIOS messages from triggering calls to the DNS server.

Menu 3.1 - LAN Port Filter Setup
L Apply filter 2 to

Input Filter Sets: / block NETBIOS
protocol filters= 2

device filters= traffic from the
Output Filter Sets:
protocol filters= LAN.

device filters=

Press ENTER to Confirm or ESC to Cancel:

Figure 23-18 Filtering Ethernet Traffic

23.7.2 Remote Node Filters

Go to menu 11.5 (shown next) and type the number(s) of the filter set(s) as appropriate. You can cascade up
to four filter sets by typing their numbers separated by commas. The factory default filter set,

NetBIOS WAN, is inserted in the protocol filters field under Call Filter Sets in menu 11.5 to block local
NetBIOS traffic from triggering calls to the ISP.
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protocol filters= 3
device filters=
Output Filter Sets:

protocol filters= 1
device filters=
Call Filter Sets:
Protocol filters=
Device filters=

Enter here to CONFIRM or ESC to CANCEL:

Menu 11.5 - Remote Node Filter
Input Filter Sets: /

- Apply filter 3 to block
Tel traffic from the
WAN.

‘\\

Apply filter 1 to block
NETBIOS traffic to
the WAN.

Figure 23-19 Filtering Remote Node Traffic

Note that call filter sets are visible when you select PPPoA or PPPoE encapsulation.

Filter Configuration
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Chapter 24
SNMP Configuration

This chapter explains SNMP Configuration menu 22.

24.1 SNMP Overview

Simple Network Management Protocol is a protocol used for exchanging management information between
network devices. SNMP is a member of the TCP/IP protocol suite. Your Prestige supports SNMP agent
functionality, which allows a manager station to manage and monitor the Prestige through the network. The
Prestige supports SNMP version one (SNMPv1) and version two ¢ (SNMPv2c). The next figure illustrates
an SNMP management operation. SNMP is only available if TCP/IP is configured.

MANAGER

SNMP

rd v AN

AGENT AGENT ‘ AGENT

Managed Device Managed Device Managed Device

Figure 24-1 SNMP Management Model

An SNMP managed network consists of two main components: agents and a manager.
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An agent is a management software module that resides in a managed device (the Prestige). An agent
translates the local management information from the managed device into a form compatible with SNMP.
The manager is the console through which network administrators perform network management functions.
It executes applications that control and monitor managed devices.

The managed devices contain object variables/managed objects that define each piece of information to be
collected about a device. Examples of variables include the number of packets received, node port status
etc. A Management Information Base (MIB) is a collection of managed objects. SNMP allows a manager
and agents to communicate for the purpose of accessing these objects.

SNMP itself is a simple request/response protocol based on the manager/agent model. The manager issues a
request and the agent returns responses using the following protocol operations:

e Get - Allows the manager to retrieve an object variable from the agent.

o  GetNext - Allows the manager to retrieve the next object variable from a table or list within an agent.
In SNMPv1, when a manager wants to retrieve all elements of a table from an agent, it initiates a Get
operation, followed by a series of GetNext operations.

e Set - Allows the manager to set values for object variables within an agent.

e Trap - Used by the agent to inform the manager of some events.

24.2 Supported MIBs

The Prestige supports RFC-1215 and MIB 1I as defined in RFC-1213 as well as ZyXEL private MIBs. The
focus of the MIBs is to let administrators collect statistic data and monitor status and performance.

24.3 SNMP Configuration

To configure SNMP, select option 22 from the main menu to open Menu 22 — SNMP Configuration as
shown next. The “community” for Get, Set and Trap fields is SNMP terminology for password.
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Menu 22 - SNMP Configuration

SNMP :
Get Community= public
Set Community= public
Trusted Host= 0.0.0.0
Trap:
Community= public
Destination= 0.0.0.0

Press ENTER to Confirm or ESC to Cancel:

Figure 24-2 Menu 22 SNMP Configuration

The following table describes the SNMP configuration parameters.

Table 24-1 Menu 22 SNMP Configuration

FIELD DESCRIPTION EXAMPLE
SNMP:
Get Community Type the Get Community, which is the password for the incoming public
Get- and GetNext requests from the management station.
Set Community Type the Set community, which is the password for incoming Set public
requests from the management station.
Trusted Host If you enter a trusted host, your Prestige will only respond to SNMP 0.0.0.0
messages from this address. A blank (default) field means your
Prestige will respond to all SNMP messages it receives, regardless
of source.
Trap:
Community | Type the trap community, which is the password sent with each public
trap to the SNMP manager.
Destination | Type the IP address of the station to send your SNMP traps to. 0.0.0.0
When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.

SNMP Configuration
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24.4 SNMP Traps

The Prestige will send traps to the SNMP manager when any one of the following events occurs:

Table 24-2 SNMP Traps

TRAP # TRAP NAME DESCRIPTION

1 coldStart (defined in RFC-1215) A trap is sent after booting (power on).

2 warmStart (defined in RFC-1215) | A trap is sent after booting (software reboot).

3 linkDown (defined in RFC-1215) A trap is sent when the port is down.

4 linkUp (defined in RFC-1215) A trap is sent when the port is up.

5 authenticationFailure (defined in A trap is sent to the manager when receiving any SNMP
RFC-1215) get or set requirements with wrong community (password).

6 whyReboot (defined in ZYXEL- A trap is sent with the reason of restart before rebooting
MIB) when the system is going to restart (warm start).

6a For intentional reboot : A trap is sent with the message "System reboot by user!" if

reboot is done intentionally, (for example, download new
files, Cl command "sys reboot", etc.).

The following table maps the physical port and encapsulation to the interface type.

Table 24-3 Ports and Interface Types

PHYSICAL PORT/ENCAP INTERFACE TYPE
LAN port(s) enet0

Wireless port enet1

PPPoOE encap pppoe

1483 encap mpoa

Ethernet encap enet-encap

PPPoA ppp

24-4
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Chapter 25
System Security

This chapter describes how to configure the system security on the Prestige. This chapter is only
applicable to the Prestige 650H and the Prestige 650HW.

25.1 System Security Overview

You can configure the system password, an external RADIUS server and IEEE802.1x in menu 23.

25.1.1 System Password
Enter 1 in the main menu to display Menu 23- System Security.

You should change the default password. If you forget your password you have to restore the default
configuration file. Refer to the section on changing the system password in the Introducing the SMT chapter
and the section on resetting the Prestige in the Introducing the Web Configurator chapter.

Menu 23 - System Security

1. Change Password
2. RADIUS Server

4. IEEE802.1x

Figure 25-1 Menu 23 System Security

25.1.2 Configuring External RADIUS Server
From Menu 23- System Security, enter 2 to display Menu 23.2 - System Security-RADIUS Server.

Menu 23 - System Security

1. Change Password
2. RADIUS Server

4. IEEE802.1x

Figure 25-2 Menu 23 System Security
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Menu 23.2 - System Security - RADIUS Server

Authentication Server:
Active= No
Server Address= 10.11.12.13
Port #= 1812
Shared Secret= ***x*kxx*

Accounting Server:
Active= No
Server Address= 10.11.12.13
Port #= 1813
Shared Secret= ***x**xix

Press ENTER to Confirm or ESC to Cancel:

Figure 25-3 Menu 23.2 System Security : RADIUS Server
The following table describes the fields in this menu.

Table 25-1 Menu 23.2 System Security : RADIUS Server

decimal notation.

FIELD DESCRIPTION EXAMPLE
Authentication Server
Active | Press [SPACE BAR] to select Yes and press [ENTER] to enable No
user authentication through an external authentication server.
Server Address | Enter the IP address of the external authentication server in 10.11.12.13
dotted decimal notation.
Port # | The default port of the RADIUS server for authentication is 1812. 1812
You need not change this value unless your network
administrator instructs you to do so with additional information.
Shared Secret | Specify a password (up to 31 alphanumeric characters) as the
key to be shared between the external authentication server and
the access points.
The key is not sent over the network. This key must be the same
on the external authentication server and Prestige.
Accounting Server
Active | Press [SPACE BAR] to select Yes and press [ENTER] to enable No
user authentication through an external accounting server.
Server Address | Enter the IP address of the external accounting server in dotted 10.11.12.13
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Table 25-1 Menu 23.2 System Security : RADIUS Server

FIELD DESCRIPTION EXAMPLE
Port # | The default port of the RADIUS server for accounting is 1813. 1813

You need not change this value unless your network
administrator instructs you to do so with additional information.

Shared Secret | Specify a password (up to 31 alphanumeric characters) as the
key to be shared between the external accounting server and the
access points.

The key is not sent over the network. This key must be the same
on the external accounting server and Prestige.

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.

25.1.3 IEEE802.1x

The IEEE802.1x standards outline enhanced security methods for both the authentication of wireless
stations and encryption key management.

Follow the steps below to enable EAP authentication on your Prestige.

Step 1. From the main menu, enter 23 to display Menu23 — System Security.

Menu 23 - System Security

1. Change Password
2. RADIUS Server

4. IEEE802.1x

Figure 25-4 Menu 23 System Security

Step 2.  Enter 4 to display Menu 23.4 — System Security — IEEE802.1x.
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Menu 23.4 - System Security - IEEE802.1x
Wireless Port Control= Authentication Required
ReAuthentication Timer (in second)= 1800
Idle Timeout (in second)= 3600

Authentication Databases= Local User Database Only

Press ENTER to Confirm or ESC to Cancel:

Figure 25-5 Menu 23.4 System Security : IEEE802.1x

The following table describes the fields in this menu.

Table 25-2 Menu 23.4 System Security : IEEE802.1x

(in seconds)

FIELD DESCRIPTION
Wireless Port Press [SPACE BAR] and select a security mode for the wireless LAN access.
Control Select No Authentication Required to allow any clients access to your wired network
without entering usernames and passwords. This is the default setting.
Selecting Authentication Required means clients have to enter usernames and
passwords before access to the wired network is allowed.
Select No Access Allowed to block all clients access to the wired network.
ReAuthentica- | Specify how often a client has to re-enter username and password to stay connected to
tion Timer the wired network.

This field is activated only when you select Authentication Required in the Wireless
Port Control field. Enter a time interval between 10 and 9999 (in seconds). The default
time interval is 1800 seconds (or 30 minutes).

Idle Timeout The Prestige automatically disconnects a client from the wired network after a period of
inactivity. The client needs to enter the username and password again before access to
the wired network is allowed.

This field is activated only when you select Authentication Required in the Wireless
Port Control field. The default time interval is 3600 seconds (or 1 hour).
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Table 25-2 Menu 23.4 System Security : IEEE802.1x

FIELD DESCRIPTION

Authentication | This field is activated only when you select Authentication Required in the Wireless
Databases Port Control field.

The authentication database contains wireless station login information. The local user
database is the built-in database on the Prestige. The RADIUS is an external server.
Use this field to decide which database the Prestige should use (first) to authenticate a
wireless station.

Before you specify the priority, make sure you have set up the corresponding database
correctly first.

Select Local User Database Only to have the Prestige just check the built-in user
database on the Prestige for a wireless station's username and password.

Select RADIUS Only to have the Prestige just check the user database on the
specified RADIUS server for a wireless station's username and password.

Select Local first, then RADIUS to have the Prestige first check the user database on
the Prestige for a wireless station's user name and password. If the user name is not
found, the Prestige checks the user database on the specified RADIUS server.

Select RADIUS first, then Local to have the Prestige first check the user database on
the specified RADIUS server for a wireless station's user name and password. When
the user name is not found or password does not match in the RADIUS server, the
Prestige will not check the local user database and the authentication fails. If the
Prestige cannot reach the RADIUS server, then the Prestige checks the local user
database on the Prestige.

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.

Once you enable user authentication, you need to specify an external RADIUS server or create local user
accounts on the Prestige for authentication.

25.2 Creating User Accounts on the Prestige

By storing user profiles locally, your Prestige is able to authenticate wireless users without interacting with
a network RADIUS server.

Follow the steps below to set up user profiles on your Prestige.

Step 1. From the main menu, enter 14 to display Menu 14 - Dial-in User Setup.
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0 J U WN P

Menu 14 - Dial-in User Setup

9 17. 25
10 18. 26
11 19. 27
12 20. 28
13 21. 29
14 22. 30
15 23. 31
16 24 32

Enter Menu Selection Number:

Figure 25-6 Menu 14 Dial-in User Setup

Step 3. Type a number and press [ENTER] to edit the user profile.

Menu 14.1 - Edit Dial-in User
User Name= test
Active= Yes

Password= ***kxkx*

Press ENTER to Confirm or ESC to Cancel:

Figure 25-7 Menu 14.1 Edit Dial-in User

The following table describes the fields in this menu.

Table 25-3 Menu 14.1 Edit Dial-in User

FIELD DESCRIPTION
User Name Enter a username up to 31 alphanumeric characters long for this user profile.
This field is case sensitive.
Active Press [SPACE BAR] to select Yes and press [ENTER] to enable the user profile.
Password Enter a password up to 31 characters long for this user profile.
When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.

25-6
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Chapter 26

System Information and Diagnosis

This chapter covers the information and diagnostic tools in SMT menus 24.1 to 24.4.

26.1 System Maintenance Overview

These tools include updates on system status, port status, log and trace capabilities and upgrades for the
system software. This chapter describes how to use these tools in detail.

Type 24 in the main menu to open Menu 24 — System Maintenance, as shown in the following figure.

Menu 24 - System Maintenance

System Status
System Information and Console Port Speed
Log and Trace
Diagnostic
Backup Configuration
Restore Configuration
Upload Firmware
Command Interpreter Mode
Call Control

. Time and Date Setting

. Remote Management

RO -do 0 wN e

=

Enter Menu Selection Number:

Figure 26-1 Menu 24 System Maintenance

26.2 System Status

The first selection, System Status gives you information on the status and statistics of the ports, as shown
next. System Status is a tool that can be used to monitor your Prestige. Specifically, it gives you
information on your ADSL telephone line status, number of packets sent and received.

To get to System Status, type 24 to go to Menu 24 — System Maintenance. From this menu, type 1.
System Status. There are two commands in Menu 24.1 — System Maintenance — Status. Entering 1
resets the counters; [ESC] takes you back to the previous screen.

System Information and Diagnosis
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The following table describes the fields present in Menu 24.1 — System Maintenance — Status which
are read-only and meant for diagnostic purposes.

Menu 24.1 - System Maintenance - Status hh:mm:ss
Sat. Jan. 01, 2000

Node-Lnk Status TxPkts RxPkts Errors Tx B/s Rx B/s Up Time
1-ENET Up 211 0 0 0 0 0:26:20
2 N/A 0 0 0 0 0 0:00:00
3 N/A 0 0 0 0 0 0:00:00
4 N/A 0 0 0 0 0 0:00:00
5 N/A 0 0 0 0 0 0:00:00
6 N/A 0 0 0 0 0 0:00:00
7 N/A 0 0 0 0 0 0:00:00
8 N/A 0 0 0 0 0 0:00:00

My WAN IP (from ISP)

Ethernet: WAN :

Status: 10M/Half Duplex Tx Pkts: 53 Line Status: Up

Collisions: 0 Rx Pkts: 36 Upstream Speed: 0 Kbps
CPU Load= 3.8% Downstream Speed: 0 Kbps

Press Command:
COMMANDS: 1-Reset Counters ESC-Exit

Figure 26-2 Menu 24.1 System Maintenance : Status
The following table describes the fields present in Menu 24.1 — System Maintenance — Status.

Table 26-1 Menu 24.1 System Maintenance : Status

FIELD DESCRIPTION
Node-Lnk This is the node index number and link type. Link types are: PPP, ENET, 1483.
Status This shows the status of the remote node.
TxPkts The number of transmitted packets to this remote node.
RxPkts The number of received packets from this remote node.
Errors The number of error packets on this connection.
Tx Bls This shows the transmission rate in bytes per second.
Rx B/s This shows the receiving rate in bytes per second.
Up Time This is the time this channel has been connected to the current remote node.
My WAN IP This is the IP address of the ISP remote node.
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Table 26-1 Menu 24.1 System Maintenance : Status

FIELD DESCRIPTION
My WAN IP This is the IP address of the ISP remote node.
(from ISP)
Ethernet This shows statistics for the LAN.
Status | This shows the current status of the LAN.
Tx Pkts | This is the number of transmitted packets to the LAN.
Rx Pkts | This is the number of received packets from the LAN.
Collision | This is the number of collisions.
WAN This shows statistics for the WAN.
Line Status | This shows the current status of the xDSL line which can be Up or Down.
Upstream | This shows the upstream transfer rate in kbps.
Speed
Downstream | This shows the downstream transfer rate in kbps.
Speed
CPU Load This specifies the percentage of CPU utilization.

26.3 System Information

To get to the System Information :

Step 1.
Step 2.
Step 3.

Enter 24 in the main menu to display Menu 24 — System Maintenance.
Enter 2 to display Menu 24.2 — System Information.

From this menu you have two choices as shown in the next figure:

Menu 24.2 - System Information and Console Port Speed

1. System Information
2. Console Port Speed

Please enter selection:

Figure 26-3 Menu 24.2 System Information and Console Port Speed

System Information and Diagnosis
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26.3.1 System Information

Enter 1 in menu 24.2 to display the screen shown next.

Menu 24.2.1 - System Maintenance - Information

Name:

Routing: IP

ZyNOS F/W Version: V3.40(IS.2)
ADSL Chipset Vendor: Alcatel,
Standard: Multi-Mode

| 6/16/2003
Version 3.9.122

LAN
Ethernet Address: 00:a0:c5:74:55:8a
IP Address: 192.168.1.1
IP Mask: 255.255.255.0
DHCP: Server

Press ESC or RETURN to Exit:

Figure 26-4 Menu 24.2.1 System Maintenance : Information

The following table describes the fields in this menu.

Table 26-2 Menu 24.2.1 System Maintenance : Information

FIELD DESCRIPTION
Name Displays the system name of your Prestige. This information can be changed in
Menu 1 — General Setup.
Routing Refers to the routing protocol used.

ZyNOS F/W Version

Refers to the ZyNOS (ZyXEL Network Operating System) system firmware
version. ZyNOS is a registered trademark of ZyXEL Communications
Corporation.

ADSL Chipset Vendor

Displays the vendor of the ADSL chipset and DSL version.

Standard This refers to the operational protocol the Prestige and the DSLAM (Digital
Subscriber Line Access Multiplexer) are using.
LAN
Ethernet Address | Refers to the Ethernet MAC (Media Access Control) of your Prestige.
IP Address | This is the IP address of the Prestige in dotted decimal notation.
IP Mask | This shows the subnet mask of the Prestige.
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Table 26-2 Menu 24.2.1 System Maintenance : Information

FIELD DESCRIPTION
DHCP | This field shows the DHCP setting (None, Relay or Server) of the Prestige.

26.3.2 Console Port Speed

You can set up different port speeds for the console port through Menu 24.2.2 — System Maintenance —
Console Port Speed. Your Prestige supports 9600 (default), 19200, 38400, 57600 and 115200 bps. Press
[SPACE BAR] and then [ENTER] to select the desired speed in menu 24.2.2, as shown in the following
figure.

Menu 24.2.2 - System Maintenance - Change Console Port Speed
Console Port Speed: 9600

Press ENTER to Confirm or ESC to Cancel:

Figure 26-5 Menu 24.2.2 System Maintenance : Change Console Port Speed

Once you change the Prestige consol port speed, you must also set the speed
parameter for the communication software you are using to connect to the
Prestige.

26.4 Log and Trace

There are two logging facilities in the Prestige. The first is the error logs and trace records that are stored
locally. The second is the UNIX syslog facility for message logging.

26.4.1 Viewing Error Log

The first place you should look for clues when something goes wrong is the error log. Follow the
procedures to view the local error/trace log:

Step 1. Type 24 in the main menu to display Menu 24 — System Maintenance.

Step 2. From menu 24, type 3 to display Menu 24.3 — System Maintenance — Log and Trace.
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Menu 24.3 - System Maintenance - Log and Trace

1. View Error Log
2. UNIX Syslog

Please enter selection:

Figure 26-6 Menu 24.3 System Maintenance : Log and Trace

Step 3. Enter 1 from Menu 24.3 — System Maintenance — Log and Trace to display the error log in
the system.

After the Prestige finishes displaying the error log, you will have the option to clear it. Samples of typical
error and information messages are presented in the next figure.

59 Thu Jan 01 00:00:03 1970 PPOf INFO LAN promiscuous mode <0>
60 Thu Jan 01 00:00:03 1970 PPOO -WARN SNMP TRAP 0: cold start
61 Thu Jan 01 00:00:03 1970 PPOO INFO main: init completed
62 Thu Jan 01 00:00:19 1970 PPO0O INFO SMT Session Begin
63 Thu Jan 01 00:00:24 1970 PPOa WARN MPOA Link Down

Clear Error Log (y/n):

Figure 26-7 Sample Error and Information Messages

26.4.2 Syslog and Accounting

The Prestige uses the UNIX syslog facility to log the CDR (Call Detail Record) and system messages to a
syslog server. Syslog and accounting can be configured in Menu 24.3.2 — System Maintenance — UNIX
Syslog, as shown next.

Menu 24.3.2 - System Maintenance - UNIX Syslog

UNIX Syslog:
Active= No
Syslog IP Address= ?
Log Facility= Local 1

Types:
CDR= No
Packet triggered= No
Filter Log= No
PPP Log= No

Press ENTER to Confirm or ESC to Cancel:

Press Space Bar to Toggle.

Figure 26-8 Menu 24.3.2 System Maintenance : Syslog and Accounting
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You need to configure the UNIX syslog parameters described in the following table to activate syslog then
choose what you want to log.

Table 26-3 Menu 24.3.2 System Maintenance : Syslog and Accounting

PARAMETER DESCRIPTION
UNIX Syslog:
Active | Use [SPACE BAR] and then [ENTER] to turn syslog on or off.

Syslog IP Address | Type the IP address of your syslog server.

Log Facility | Use [SPACE BAR] and then [ENTER] to select one of seven different local options.
The log facility lets you log the message in different server files. Refer to your UNIX
manual.

Types:

CDR | Call Detail Record (CDR) logs all data phone line activity if set to Yes.

Packet Triggered | The first 48 bytes or octets and protocol type of the triggering packet is sent to the
UNIX syslog server when this field is set to Yes.

Filter Log | No filters are logged when this field is set to No. Filters with the individual filter Log
Filter field set to Yes are logged when this field is set to Yes.

PPP Log | PPP events are logged when this field is set to Yes.

The following are examples of the four types of syslog messages sent by the Prestige:

1 - CDR

SdcmdSyslogSend ( SYSLOG CDR, SYSLOG INFO, String);
String = board xx line xx channel xx, call xx, str
board = the hardware board ID
line = the WAN ID in a board
Channel = channel ID within the WAN
call = the call reference number which starts from 1 and increments by 1 for each new call
str = COl Outgoing Call dev xx ch xx (dev:device No. ch:channel No.)

CO0l Incoming Call xxxxBps xxxxx (L2TP, xxxxx = Remote Call ID)

C01 Incoming Call xxxx (= connected speed) xxxxx (= Remote Call ID)
L02 Tunnel Connected (L2TP)
C02 OutCall Connected xxxx (= connected speed) xxxxx (= Remote Call ID)

C02 CLID call refused

L02 Call Terminated

C02 Call Terminated
Jul 19 11:19:27 192.168.102.2 ZYXEL: board 0 line 0 channel 0, call 1, C0l Outgoing Call dev=2 ch=0
40002
Jul 19 11:19:32 192.168.102.2 ZYXEL: board 0 line 0 channel 0, call 1, C02 OutCall Connected 64000
40002
Jul 19 11:20:06 192.168.102.2 ZYXEL: board 0 line 0 channel 0, call 1, C02 Call Terminated

2 - Packet Triggered

SdcmdSyslogSend (SYSLOG PKTTRI, SYSLOG NOTICE, String);

String = Packet trigger: Protocol=xx Data=xXxXXXXXXXX....X

Protocol: (1:IP 2:IPX 3:IPXHC 4:BPDU 5:ATALK 6:IPNG)

Data: We will send forty-eight Hex characters to the server
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Jul 19 11:28:39 192.168.102.2 ZYXEL: Packet Trigger: Protocol=l,
Data=4500003c100100001£010004c0a86614ca849a7b08004a5c020001006162636465666768696a6b6c6d6e6£70717273
74
Jul 19 11:28:56 192.168.102.2 ZYXEL: Packet Trigger: Protocol=l,
Data=4500002c1b0140001£f06b50ec0a86614ca849a7b0427001700195b3e00000000600220008cd40000020405b4
Jul 19 11:29:06 192.168.102.2 ZYXEL: Packet Trigger: Protocol=l,
Data=45000028240140001f06ac12c0a86614ca849a7b0427001700195b451d1430135004000077600000
3 - Filter Log
SdemdSyslogSend (SYSLOG FILLOG, SYSLOG NOTICE, String);

String = IP[Src=xxX.xX.XxX.XX DSt=xX.xXX.XxX.xXX prot spo=xxxx dpo=xxxx] S04>R01mD
IP[..] is the packet header and S04>R01mD means filter set 4 (S) and rule 1 (R), match (m), drop
(D) .

Src: Source Address

Dst: Destination Address

prot: Protocol (“TCP”, "UDP”, "ICMP”)
spo: Source port
dpo: Destination port
Jul 19 14:43:55 192.168.102.2 ZYXEL: IP [Src=202.132.154.123 Dst=255.255.255.255 UDP spo=0208
dpo=0208]} SO03>RO1mF
Jul 19 14:44:00 192.168.102.2 ZYXEL: IP [Src=192.168.102.20 Dst=202.132.154.1 UDP spo=05d4
dpo=0035]} SO03>RO1mF
Jul 19 14:44:04 192.168.102.2 ZYXEL: IP [Src=192.168.102.20 Dst=202.132.154.1 UDP spo=05d4
dpo=0035]} SO03>R0O1mF

4 - PPP Log
SdcmdSyslogSend (SYSLOG PPPLOG, SYSLOG NOTICE, String);
String = ppp:Proto Starting / ppp:Proto Opening / ppp:Proto Closing / ppp:Proto Shutdown
Proto = LCP / ATCP / BACP / BCP / CBCP / CCP / CHAP/ PAP / IPCP / IPXCP
Jul 19 11:42:44 192.168.102.2 ZYXEL: ppp:LCP Closing
Jul 19 11:42:49 192.168.102.2 ZYXEL: ppp:IPCP Closing
Jul 19 11:42:54 192.168.102.2 ZYXEL: ppp:CCP Closing

26.5 Diagnostic

The diagnostic facility allows you to test the different aspects of your Prestige to determine if it is working
properly. Menu 24.4 allows you to choose among various types of diagnostic tests to evaluate your system,
as shown in the following figure.

Follow the procedure next to get to Diagnostic:
Step 1. From the main menu, type 24 to open Menu 24 — System Maintenance.

Step 2.  From this menu, type 4. Diagnostic to open Menu 24.4 — System Maintenance — Diagnostic.
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xDSL
1. Reset xDSL

TCP/IP
12. Ping Host

Menu 24.4 - System Maintenance - Diagnostic

System
21. Reboot System
22. Command Mode

Enter Menu Selection Number:
Host IP Address= N/A

Figure 26-9 Menu 24.4 System Maintenance : Diagnostic

The following table describes the diagnostic tests available in menu 24.4 for and the connections.

Table 26-4 Menu 24.4 System Maintenance Menu : Diagnostic

FIELD DESCRIPTION
Reset xDSL Re-initialize the xDSL link to the telephone company.
Ping Host Ping the host to see if the links and TCP/IP protocol on both systems are working.

Reboot System

Reboot the Prestige.

Command Mode

Type the mode to test and diagnose your Prestige using specified commands.

Host IP Address

If you typed 12 to Ping Host, now type the address of the computer you want to ping.

System Information and Diagnosis
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Chapter 27
Firmware and Configuration File
Maintenance

This chapter tells you how to backup and restore your configuration file as well as upload new
firmware and configuration files.

27.1 Filename Conventions

The configuration file (often called the romfile or rom-0) contains the factory default settings in the menus
such as password, DHCP Setup, TCP/IP Setup, etc. It arrives from ZyXEL with a “rom” filename
extension. Once you have customized the Prestige's settings, they can be saved back to your computer under
a filename of your choosing.

ZyNOS (ZyXEL Network Operating System sometimes referred to as the “ras” file) is the system firmware
and has a “bin” filename extension. With many FTP and TFTP clients, the filenames are similar to those
seen next.

Only use firmware for your Prestige’s specific model. Refer to the label on the
bottom of your Prestige.

ftp> put firmware.bin ras
This is a sample FTP session showing the transfer of the computer file " firmware.bin" to the Prestige.

ftp> get rom-0 config.cfg
This is a sample FTP session saving the current configuration to the computer file “config.cfg”.

If your (T)FTP client does not allow you to have a destination filename different than the source, you will
need to rename them as the Prestige only recognizes “rom-0” and “ras”. Be sure you keep unaltered copies
of both files for later use.

The following table is a summary. Please note that the internal filename refers to the filename on the
Prestige and the external filename refers to the filename not on the Prestige, that is, on your computer, local
network or FTP site and so the name (but not the extension) may vary. After uploading new firmware, see
the ZyNOS F/W Version ficld in Menu 24.2.1 — System Maintenance — Information to confirm that you
have uploaded the correct firmware version. The AT command is the command you enter after you press
“y” when prompted in the SMT menu to go into debug mode.
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Table 27-1 Filename Conventions

FILE TYPE INTERNAL NAME EXTERNAL NAME DESCRIPTION
Configuration Rom-0 This is the configuration filename on the Prestige. | *.rom
File Uploading the rom-0 file replaces the entire ROM

file system, including your Prestige configurations,
system-related data (including the default
password), the error log and the trace log.

Firmware Ras This is the generic name for the ZyNOS firmware *.bin
on the Prestige.

27.2 Backup Configuration

The Prestige displays different messages explaining different ways to backup,
restore and upload files in menus 24.5, 24.6, 24. 7.1 and 24.7.2; depending on
whether you use the console port or Telnet.

Option 5 from Menu 24 — System Maintenance allows you to backup the current Prestige configuration to
your computer. Backup is highly recommended once your Prestige is functioning properly. FTP is the
preferred methods for backing up your current configuration to your computer since they are faster. You
can also perform backup and restore using menu 24 through the console port. Any serial communications
program should work fine; however, you must use Xmodem protocol to perform the download/upload and
you don’t have to rename the files.

Please note that terms “download” and “upload” are relative to the computer. Download means to transfer
from the Prestige to the computer, while upload means from your computer to the Prestige.
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27.2.1 Backup Configuration

Follow the instructions as shown in the next screen.

Menu 24.5 - Backup Configuration

To transfer the configuration file to your computer, follow the procedure
below:

1. Launch the FTP client on your computer.

2. Type "open" and the IP address of your system. Then type "root" and
SMT password as requested.

3. Locate the 'rom-0' file.

4. Type 'get rom-0' to back up the current system configuration to your
computer.

For details on FTP commands, please consult the documentation of your FTP
client program. For details on backup using TFTP (note that you must remain

in this menu to back up using TFTP), please see your user manual.

Press ENTER to Exit:

Figure 27-1 Telnet in Menu 24.5

27.2.2 Using the FTP Command from the Command Line

Step 1.
Step 2.

Step 3.
Step 4.
Step 5.
Step 6.

Step 7.

Launch the FTP client on your computer.

Enter “open”, followed by a space and the IP address of your Prestige.
Press [ENTER] when prompted for a username.

Enter your password as requested (the default is “1234”).

Enter “bin” to set transfer mode to binary.

Use “get” to transfer files from the Prestige to the computer, for example, “get rom-0
config.rom” transfers the configuration file on the Prestige to your computer and renames it
“config.rom”. See earlier in this chapter for more information on filename conventions.

Enter “quit” to exit the ftp prompt.

27.2.3 Example of FTP Commands from the Command Line

Firmware and Configuration File Maintenance 27-3



Prestige 650 Series User’'s Guide

331 Enter PASS command

Password:

230 Logged in

ftp> bin

200 Type I OK

ftp> get rom-0 zyxel.rom

200 Port command okay

150 Opening data connection for STOR ras
226 File received OK

ftp: 16384 bytes sent in 1.10Seconds 297.89Kbytes/sec.
ftp> quit

Figure 27-2 FTP Session Example

27.2.4 GUIl-based FTP Clients

The following table describes some of the commands that you may see in GUI-based FTP clients.

Table 27-2 General Commands for GUl-based FTP Clients

COMMAND DESCRIPTION
Host Address Enter the address of the host server.
Login Type Anonymous.

This is when a user I.D. and password is automatically supplied to the
server for anonymous access. Anonymous logins will work only if your
ISP or service administrator has enabled this option.

Normal.

The server requires a unique User ID and Password to login.

Transfer Type You must use binary mode when uploading the configuration or firmware
file.

Transfer files in either ASCII (plain text format) or in binary mode.

Initial Remote Directory | Specify the default remote directory (path).

Initial Local Directory Specify the default local directory (path).

27.2.5TFTP and FTP over WAN Will Not Work When
TETP, FTP and Telnet over WAN will not work when:
1. You have disable Telnet service in menu 24.11.

2. You have applied a filter in menu 3.1 (LAN) or in menu 11.5 (WAN) to block Telnet service.
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3. The IP address in the Secured Client IP field in menu 24.11 does not match the client IP. If it does not
match, the Prestige will disconnect the Telnet session immediately.

4. You have an SMT console session running.

27.2.6 Backup Configuration Using TFTP

The Prestige supports the up/downloading of the firmware and the configuration file using TFTP (Trivial
File Transfer Protocol) over LAN. Although TFTP should work over WAN as well, it is not recommended.

To use TFTP, your computer must have both telnet and TFTP clients. To backup the configuration file,
follow the procedure shown next.

Step 1.  Use telnet from your computer to connect to the Prestige and log in. Because TFTP does not
have any security checks, the Prestige records the IP address of the telnet client and accepts
TFTP requests only from this address.

Step 2. Put the SMT in command interpreter (CI) mode by entering 8 in Menu 24 — System
Maintenance.

Step 3. Enter command “sys stdio 0” to disable the SMT timeout, so the TFTP transfer will not be
interrupted. Enter command “sys stdio 5” to restore the five-minute SMT timeout (default) when
the file transfer is complete.

Step 4. Launch the TFTP client on your computer and connect to the Prestige. Set the transfer mode to
binary before starting data transfer.

Step 5. Use the TFTP client (see the example below) to transfer files between the Prestige and the
computer. The file name for the configuration file is “rom-0" (rom-zero, not capital o).

Note that the telnet connection must be active and the SMT in CI mode before and during the TFTP
transfer. For details on TFTP commands (see following example), please consult the documentation of your
TFTP client program. For UNIX, use “get” to transfer from the Prestige to the computer and “binary” to set
binary transfer mode.

27.2.7 TFTP Command Example

The following is an example TFTP command:

tftp [-i1] host get rom-0 config.rom

@
1

where “1” specifies binary image transfer mode (use this mode when transferring binary files), “host” is the
Prestige IP address, “get” transfers the file source on the Prestige (rom-0, name of the configuration file on
the Prestige) to the file destination on the computer and renames it config.rom.
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27.2.8 GUI-based TFTP Clients
The following table describes some of the fields that you may see in GUI-based TFTP clients.

Table 27-3 General Commands for GUl-based TFTP Clients

COMMAND DESCRIPTION

Host Enter the IP address of the Prestige. 192.168.1.1 is the Prestige’s default IP address
when shipped.

Send/Fetch Use “Send” to upload the file to the Prestige and “Fetch” to back up the file on your
computer.

Local File Enter the path and name of the firmware file (*.bin extension) or configuration file (*.rom
extension) on your computer.

Remote File | This is the filename on the Prestige. The filename for the firmware is “ras” and for the
configuration file, is “rom-0".

Binary Transfer the file in binary mode.

Abort Stop transfer of the file.

Refer to section 27.2.5 to read about configurations that disallow TFTP and FTP over WAN.

27.2.9 Backup Via Console Port (only for the Prestige 650H/HW)

Back up configuration via console port by following the HyperTerminal procedure shown next. Procedures
using other serial communications programs should be similar.

[T}

Step 1. Display menu 24.5 and enter “y” at the following screen.

Ready to backup Configuration via Xmodem.
Do you want to continue (y/n):

Figure 27-3 Menu 24.5 System Maintenance - Backup Configuration

Step 2. The following screen indicates that the Xmodem download has started.

You can enter ctrl-x to terminate operation any time.
Starting XMODEM download...

Figure 27-4 Menu 24.5 System Maintenance — Starting Xmodem Download Screen
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Step 3. Run the HyperTerminal program by clicking Transfer, then Receive File as shown in the
following screen.

+ Receive File Type a location for storing the
configuration file or click Browse to
Blace received file in the folluwsisefoider: || look for one.
Iu::"\F'n:u:Iuct
Use receiving pratocal: Choose the Xmodem protocol.
IHmu:u:Iem j
: o | =" . .
EECEWT—I i | Tancel I Then click Receive.

Figure 27-5 Backup Configuration Example

Step 4.  After a successful backup you will see the following screen. Press any key to return to the SMT
menu.

** Backup Configuration completed. OK.
### Hit any key to continue.###

Figure 27-6 Successful Backup Confirmation Screen

27.3 Restore Configuration

This section shows you how to restore a previously saved configuration. Note that this function erases the
current configuration before restoring a previous back up configuration; please do not attempt to restore
unless you have a backup configuration file stored on disk.

FTP is the preferred method for restoring your current computer configuration to your Prestige since FTP is
faster. Please note that you must wait for the system to automatically restart after the file transfer is
complete.
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WARNING!
DO NOT INTERRUPT THE FILE TRANSFER PROCESS AS THIS MAY
PERMANENTLY DAMAGE YOUR PRESTIGE.

27.3.1 Restore Using FTP
For details about backup using (T)FTP please refer to earlier sections on FTP and TFTP file upload in this

chapter.
Menu 24.6 - Restore Configuration
To transfer the firmware and the configuration file, follow the procedure
below:

1. Launch the FTP client on your computer.

2. Type "open" and the IP address of your system. Then type "root" and
SMT password as requested.

3. Type "put backupfilename rom-0" where backupfilename is the name of
your backup configuration file on your computer and rom-0 is the
remote file name on the system. This restores the configuration to
your system.

4. The system reboots automatically after a successful file transfer.
For details on FTP commands, please consult the documentation of your FTP
client program. For details on restoring using TEFTP (note that you must
remain on this menu to restore using TFTP), please see your user manual.

Press ENTER to Exit:
Figure 27-7 Telnet into Menu 24.6

Step 1. Launch the FTP client on your computer.

Step 2. Enter “open”, followed by a space and the IP address of your Prestige.

Step 3. Press [ENTER] when prompted for a username.

Step 4. Enter your password as requested (the default is “1234”).

Step 5. Enter “bin” to set transfer mode to binary.

Step 6. Find the “rom” file (on your computer) that you want to restore to your Prestige.

Step 7. Use “put” to transfer files from the Prestige to the computer, for example, “put config.rom rom-
0> transfers the configuration file “config.rom” on your computer to the Prestige. See earlier in
this chapter for more information on filename conventions.

Step 8. Enter “quit” to exit the ftp prompt. The Prestige will automatically restart after a successful
restore process.
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27.3.2 Restore Using FTP Session Example

ftp> put config.rom rom-0

200 Port command okay

150 Opening data connection for STOR rom-0

226 File received OK

221 Goodbye for writing flash

ftp: 16384 bytes sent in 0.06Seconds 273.07Kbytes/sec.
ftp>quit

Figure 27-8 Restore Using FTP Session Example

Refer to section 27.2.5 to read about configurations that disallow TFTP and FTP over WAN.

27.3.3 Restore Via Console Port (only for the Prestige 650H/HW)

Restore configuration via console port by following the HyperTerminal procedure shown next. Procedures
using other serial communications programs should be similar.

Step 1. Display menu 24.6 and enter “y” at the following screen.

Ready to restore Configuration via Xmodem.
Do you want to continue (y/n):

Figure 27-9 System Maintenance — Restore Configuration

Step 2. The following screen indicates that the Xmodem download has started.

Starting XMODEM download (CRC mode) ...
cceeeececece

Figure 27-10 System Maintenance - Starting Xmodem Download Screen

Step 3. Run the HyperTerminal program by clicking Transfer, then Send File as shown in the
following screen.
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; -
: Send File Type the configuration file’s

location, or click Browse to search
Falder: C:\Product for it.

Filename:
IE:'\.F‘deuu:t"\ccunfig.rDm

Protacal Choose the Xmodem protocol.

IXmu:n:Iem j

— = 4 I
Send IL tloze I Earmet— Then click Send.

Figure 27-11 Restore Configuration Example

Step 4.  After a successful restoration you will see the following screen. Press any key to restart the
Prestige and return to the SMT menu.

Save to ROM
Hit any key to start system reboot.

Figure 27-12 Successful Restoration Confirmation Screen

27.4 Uploading Firmware and Configuration Files

This section shows you how to upload firmware and configuration files. You can upload configuration files
by following the procedure in the previous Restore Configuration section or by following the instructions in
Menu 24.7.2 — System Maintenance — Upload System Configuration File (for console port).

WARNING!
DO NOT INTERRUPT THE FILE TRANSFER PROCESS AS THIS MAY
PERMANENTLY DAMAGE YOUR PRESTIGE.

27.4.1 Firmware File Upload

FTP is the preferred method for uploading the firmware and configuration. To use this feature, your
computer must have an FTP client.

When you telnet into the Prestige, you will see the following screens for uploading firmware and the
configuration file using FTP.
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Menu 24.7.1 - System Maintenance - Upload System Firmware
To upload the system firmware, follow the procedure below:

1. Launch the FTP client on your workstation.

2. Type "open" and the IP address of your system. Then type "root" and
SMT password as requested.

3. Type "put firmwarefilename ras" where "firmwarefilename" is the name
of your firmware upgrade file on your workstation and "ras" is the
remote file name on the system.

4. The system reboots automatically after a successful firmware upload.

For details on FTP commands, please consult the documentation of your FTP
client program. For details on uploading system firmware using TFTP (note
that you must remain on this menu to upload system firmware using TFTP),
please see your manual.

Press ENTER to Exit:

Figure 27-13 Telnet Into Menu 24.7.1 Upload System Firmware

27.4.2 Configuration File Upload

You see the following screen when you telnet into menu 24.7.2.

Menu 24.7.2 - System Maintenance - Upload System Configuration File
To upload the system configuration file, follow the procedure below:

1. Launch the FTP client on your workstation.

2. Type "open" and the IP address of your system. Then type "root" and
SMT password as requested.

3. Type "put configurationfilename rom-0" where "configurationfilename"
is the name of your system configuration file on your workstation, which
will be transferred to the "rom-0" file on the system.

4. The system reboots automatically after the upload system configuration
file process is complete.

For details on FTP commands, please consult the documentation of your FTP
client program. For details on uploading system firmware using TFTP (note
that you must remain on this menu to upload system firmware using TFTP)
please see your manual.

Press ENTER to Exit:

Figure 27-14 Telnet Into Menu 24.7.2 System Maintenance

To upload the firmware and the configuration file, follow these examples

27.4.3 FTP File Upload Command from the DOS Prompt Example
Step 1. Launch the FTP client on your computer.
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Step 2. Enter “open”, followed by a space and the IP address of your Prestige.
Step 3. Press [ENTER] when prompted for a username.

Step 4. Enter your password as requested (the default is “1234”).

Step 5. Enter “bin” to set transfer mode to binary.

Step 6. Use “put” to transfer files from the computer to the Prestige, for example, “put firmware.bin ras”
transfers the firmware on your computer (firmware.bin) to the Prestige and renames it “ras”.
Similarly, “put config.rom rom-0" transfers the configuration file on your computer
(config.rom) to the Prestige and renames it “rom-0”. Likewise “get rom-0 config.rom” transfers
the configuration file on the Prestige to your computer and renames it “config.rom.” See earlier
in this chapter for more information on filename conventions.

Step 7. Enter “quit” to exit the ftp prompt.

The Prestige automatically restarts after a successful file upload.

27.4.4 FTP Session Example of Firmware File Upload

331 Enter PASS command

Password:

230 Logged in

ftp> bin

200 Type I OK

ftp> put firmware.bin ras

200 Port command okay

150 Opening data connection for STOR ras
226 File received OK

ftp: 1103936 bytes sent in 1.10Seconds 297.89Kbytes/sec.
ftp> quit

Figure 27-15 FTP Session Example of Firmware File Upload

More commands (found in GUI-based FTP clients) are listed earlier in this chapter.

Refer to section 27.2.5 to read about configurations that disallow TFTP and FTP over WAN.

27.4.5TFTP File Upload

The Prestige also supports the uploading of firmware files using TFTP (Trivial File Transfer Protocol) over
LAN. Although TFTP should work over WAN as well, it is not recommended.

To use TFTP, your computer must have both telnet and TFTP clients. To transfer the firmware and the
configuration file, follow the procedure shown next.

27-12 Firmware and Configuration File Maintenance



Prestige 650 Series User’s Guide

Step 1.  Use telnet from your computer to connect to the Prestige and log in. Because TFTP does not
have any security checks, the Prestige records the IP address of the telnet client and accepts
TFTP requests only from this address.

Step 2. Put the SMT in command interpreter (CI) mode by entering 8 in Menu 24 — System
Maintenance.

Step 3. Enter the command “sys stdio 0” to disable the console timeout, so the TFTP transfer will not be
interrupted. Enter “command sys stdio 5” to restore the five-minute console timeout (default)
when the file transfer is complete.

Step 4. Launch the TFTP client on your computer and connect to the Prestige. Set the transfer mode to
binary before starting data transfer.

Step 5. Use the TFTP client (see the example below) to transfer files between the Prestige and the
computer. The file name for the firmware is “ras”.

Note that the telnet connection must be active and the Prestige in CI mode before and during the TFTP
transfer. For details on TFTP commands (see following example), please consult the documentation of your
TFTP client program. For UNIX, use “get” to transfer from the Prestige to the computer, “put” the other
way around, and “binary” to set binary transfer mode.

27.4.6 TFTP Upload Command Example

The following is an example TFTP command:

tftp [-1i] host put firmware.bin ras

17331

where “i” specifies binary image transfer mode (use this mode when transferring binary files), “host” is the
Prestige’s IP address and “put” transfers the file source on the computer (firmware.bin — name of the
firmware on the computer) to the file destination on the remote host (ras - name of the firmware on the
Prestige).

Commands that you may see in GUI-based TFTP clients are listed earlier in this chapter.

27.4.7 Uploading Via Console Port (only for the Prestige 650H/HW)

FTP or TFTP are the preferred methods for uploading firmware to your Prestige. However, in the event of
your network being down, uploading files is only possible with a direct connection to your Prestige via the
console port. Uploading files via the console port under normal conditions is not recommended since FTP
or TFTP is faster. Any serial communications program should work fine; however, you must use the
Xmodem protocol to perform the download/upload.
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27.4.8 Uploading Firmware File Via Console Port (only for the Prestige

650H/HW)

Step 1. Select 1 from Menu 24.7 — System Maintenance — Upload Firmware to display Menu 24.7.1
— System Maintenance — Upload System Firmware, then follow the instructions as shown in
the following screen.

1.
2.
3.

4.

Warning:
firmware.

Menu 24.7.1 - System Maintenance - Upload System Firmware

Enter "atur"

after

To upload system firmware:
Enter "y" at the prompt below to go into debug mode.

"Enter Debug Mode" message.

Wait for "Starting XMODEM upload" message before activating

Xmodem upload on your terminal.

After successful firmware upload, enter "atgo" to restart the

Prestige.

Do You Wish To Proceed: (Y/N)

Proceeding with the upload will erase the current system

Figure 27-16 Menu 24.7.1 as seen using the Console Port

Step 2.  After the "Starting Xmodem upload" message appears, activate the Xmodem protocol on your
computer. Follow the procedure as shown previously for the HyperTerminal program. The
procedure for other serial communications programs should be similar.

27.4.9 Example Xmodem Firmware Upload Using HyperTerminal

Click Transfer, then Send File to display the following screen.

v S5end File

Faolder: C:\Product

Filenarne:

II:: 4Productfirmwsare. birl

FProtocal;

IKmn:ndem

HE|
Erl:uwse.../ |
[

V

Send |

Lloze

Cancel

Type the firmware file’s location, or
click Browse to look for it.

Choose the Xmodem protocol.

Then click Send.

Figure 27-17 Example Xmodem Upload
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After the configuration upload process has completed, restart the Prestige by entering “atgo”.

27.410 Uploading Configuration File Via Console Port

Step 1. Select 2 from Menu 24.7 — System Maintenance — Upload Firmware to display Menu 24.7.2
— System Maintenance — Upload System Configuration File. Follow the instructions as
shown in the next screen.

Menu 24.7.2 - System Maintenance - Upload System Configuration File

To upload system configuration file:

1. Enter "y" at the prompt below to go into debug mode.

2. Enter "atlc" after "Enter Debug Mode" message.

3. Wait for "Starting XMODEM upload" message before activating
Xmodem upload on your terminal.

4. After successful firmware upload, enter "atgo" to restart the
system.

Warning:

1. Proceeding with the upload will erase the current
configuration file.

2. The system’s console port speed (Menu 24.2.2) may change
when it is restarted; please adjust your terminal's speed
accordingly. The password may change (menu 23), also.

3. When uploading the DEFAULT configuration file, the console
port speed will be reset to 9600 bps and the password to
"1234".

Do You Wish To Proceed: (Y/N)

Figure 27-18 Menu 24.7.2 as seen using the Console Port

Step 2.  After the "Starting Xmodem upload" message appears, activate the Xmodem protocol on your
computer. Follow the procedure as shown previously for the HyperTerminal program. The
procedure for other serial communications programs should be similar.

Step 3. Enter “atgo” to restart the Prestige.

27.411 Example Xmodem Configuration Upload Using HyperTerminal

Click Transfer, then Send File to display the following screen.
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v Send File Type the configuration file's
location, or click Browse to search

for it.

Folder: C:\Product

Filename:
II::'xF'rl:n:IuI:t"-.l:l:unfig.rDm

Fratocal;
Ixmndem j

| Then click Send.

Choose the Xmodem protocol.

Send —l[ LCloze i Cancel

Figure 27-19 Example Xmodem Upload

After the configuration upload process has completed, restart the Prestige by entering “atgo”.
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Chapter 28
System Maintenance

This chapter leads you through SMT menus 24.8 to 24.10.

28.1 Command Interpreter Mode Overview

The Command Interpreter (CI) is a part of the main system firmware. The CI provides much of the same
functionality as the SMT, while adding some low-level setup and diagnostic functions. Enter the CI from
the SMT by selecting menu 24.8. See the included disk or the zyxel.com web site for more detailed
information on CI commands. Enter 8 from Menu 24 — System Maintenance. A list of valid commands
can be found by typing help or ? at the command prompt. Type “exit” to return to the SMT main menu
when finished.

Menu 24 - System Maintenance

System Status
System Information and Console Port Speed
Log and Trace
Diagnostic
Backup Configuration
Restore Configuration
Upload Firmware
Command Interpreter Mode
Call Control
. Time and Date Setting
. Remote Management

RO E Do W R

=

Enter Menu Selection Number:

Figure 28-1 Command Mode in Menu 24
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Copyright (c) 1994 - 2003 ZyXEL Communications Corp.

ras> ?

Valid commands are:

sys exit device ether
wan poe wlan ip
PPP bridge hdap bm
radius 8021x

ras>

Figure 28-2 Valid Commands

28.2 Call Control Support

Call Control Support is only applicable when Encapsulation is set to PPPOE in menu 4 or menu 11.1.

The budget management function allows you to set a limit on the total outgoing call time of the Prestige
within certain times. When the total outgoing call time exceeds the limit, the current call will be dropped
and any future outgoing calls will be blocked.

To access the call control menu, select option 9 in menu 24 to go to Menu 24.9 — System Maintenance
— Call Control, as shown in the next table.

Menu 24.9 - System Maintenance - Call Control

1. Budget Management

Enter Menu Selection Number:

Figure 28-3 Menu 24.9 System Maintenance : Call Control

28.2.1 Budget Management

Menu 24.9.1 shows the budget management statistics for outgoing calls. Enter 1 from Menu 24.9 —
System Maintenance — Call Control to bring up the following menu.
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Remote Node
. MyISPp

Menu 24.9.1 - Budget Management

Connection Time/Total Budget
No Budget

Elapsed Time/Total Period
No Budget

Reset Node (0 to update screen):

The total budget is the time

Figure 28-4 Menu 24.9.1 Budget Management

limit on the accumulated time for outgoing calls to a remote node. When this

limit is reached, the call will be dropped and further outgoing calls to that remote node will be blocked.
After each period, the total budget is reset. The default for the total budget is 0 minutes and the period is 0
hours, meaning no budget control. You can reset the accumulated connection time in this menu by entering

the index of a remote node.

Enter 0 to update the screen. The budget and the reset period can be configured

in menu 11.1 for the remote node when PPPoE encapsulation is selected.

Table 28-1 Menu 24.9.1 Budget Management

FIELD

DESCRIPTION EXAMPLE

Remote Node

Enter the index number of the remote node you 1
want to reset (just one in this case)

Connection Time/Total
Budget

5/10 means that 5
minutes out of a
total allocation of
10 minutes have

lapsed.

This is the total connection time that has gone by
(within the allocated budget that you set in menu
11.1.

Elapsed Time/Total
Period

0.5/1 means that
30 minutes out of
the 1 hour time
period has lapsed.

The period is the time cycle in hours that the
allocation budget is reset (see menu 11.1.) The
elapsed time is the time used up within this period.

Enter “0” to update the

screen or press [ESC] to return to the previous screen.

System Maintenance
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28.3 Time and Date Setting

The Prestige keeps track of the time and date. There is also a software mechanism to set the time manually
or get the current time and date from an external server when you turn on your Prestige. Menu 24.10 allows
you to update the time and date settings of your Prestige. The real time is then displayed in the Prestige
error logs.

Select menu 24 in the main menu to open Menu 24 System Maintenance, as shown next.

Menu 24 - System Maintenance

System Status

System Information

Log and Trace

Diagnostic

Backup Configuration
Restore Configuration
Upload Firmware

Command Interpreter Mode
. Call Control

0. Time and Date Setting
1. Remote Management

R RO Jdo 0 s WwN e

Enter Menu Selection Number:

Figure 28-5 Menu 24 System Maintenance

Then enter 10 to go to Menu 24.10 System Maintenance Time and Date Setting to update the time and
date settings of your Prestige as shown in the following screen.

Menu 24.10 - System Maintenance - Time and Date Setting

Use Time Server when Bootup= None
Time Server Address= N/A

Current Time: 00 : 00 : 00
New Time (hh:mm:ss): 11 : 23 : 16
Current Date: 2000 - 01 - 01
New Date (yyyy-mm-dd) : 2001 - 03 - 01

Time Zone= GMT

Daylight Saving= No

Start Date (mm-dd): 01 - 00
End Date (mm_dd): 01 - 00

Press ENTER to Confirm or ESC to Cancel:

Figure 28-6 Menu 24.10 System Maintenance: Time and Date Setting

28-4 System Maintenance



Prestige 650 Series User’s Guide

Table 28-2 Menu 24.10 System Maintenance: Time and Date Setting

FIELD DESCRIPTION

Use Time Server | Enter the time service protocol that your time server sends when you turn on the
when Bootup Prestige. Not all time servers support all protocols, so you may have to check with
your ISP/network administrator or use trial and error to find a protocol that works.
The main differences between them are the format.

Daytime (RFC 867) format is day/month/year/time zone of the server.

Time (RFC-868) format displays a 4-byte integer giving the total number of
seconds since 1970/1/1 at 0:0:0.

NTP (RFC-1305) is similar to Time (RFC-868).

None. The default, enter the time manually.

Time Server Enter the IP address or domain name of your time server. Check with your
Address ISP/network administrator if you are unsure of this information.

Current Time This field displays an updated time only when you reenter this menu.

New Time Enter the new time in hour, minute and second format.

Current Date This field displays an updated date only when you re-enter this menu.

New Date Enter the new date in year, month and day format.

Time Zone Press [SPACE BAR] and then [ENTER] to set the time difference between your

time zone and Greenwich Mean Time (GMT).

Daylight Saving If you use daylight savings time, then choose Yes.
Start Date If using daylight savings time, enter the month and day that it starts on.

End Date If using daylight savings time, enter the month and day that it ends on

Once you have filled in this menu, press [ENTER] at the message “Press ENTER to Confirm or ESC to
Cancel“ to save your configuration, or press [ESC] to cancel.

28.3.1 Resetting the Time

The Prestige resets the time in three instances:

i. On leaving menu 24.10 after making changes.
ii. When the Prestige starts up, if there is a time server configured in menu 24.10.
iil. 24-hour intervals after starting.

System Maintenance 28-5






Prestige 650 Series User’s Guide

Chapter 29
Remote Management

This chapter covers remote management (SMT menu 24.11). Remote management is not
available on all models.

29.1 Remote Management Overview

Remote management allows you to determine which services/protocols can access which Prestige interface
(if any) from which computers.

29.2 Configuring Remote Management

To disable remote management of a service, select Disable in the corresponding Server Access field.

Enter 11 from menu 24 to display Menu 24.11 — Remote Management Control.

29.2.1 Remote Management Setup

You may manage your Prestige from a remote location via:

the Internet (WAN only), the LAN only, All (LAN and WAN) or Disable (neither).
» WAN only (Internet) » ALL (LAN and WAN)
» LAN only » Disable (Neither)

If you enable remote management of a service, but have applied a filter to block
the service, then you will not be able to remotely manage the service.

Enter 11, from menu 24, to display Menu 24.11 — Remote Management Control (shown next).
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Menu 24.11 - Remote Management Control

TELNET Server:
Server Port = 23 Server Access = LAN only
Secured Client IP = 0.0.0.0

FTP Server:
Server Port = 21 Server Access = LAN only
Secured Client IP = 0.0.0.0

Web Server:

Server Port = 80 Server Access = LAN only
Secured Client IP = 0.0.0.0

Press ENTER to Confirm or ESC to Cancel:

Figure 29-1 Menu 24.11 Remote Management Control
The following table describes the fields in this menu.

Table 29-1 Menu 24.11 Remote Management Control

FIELD DESCRIPTION EXAMPLE
Telnet Server Each of these read-only labels denotes a service that you may use
FTP Server to remotely manage the Prestige.
Web Server
Server Port This field shows the port number for the remote management 23

service. You may change the port number for a service if needed,
but you must use the same port number to use that service for
remote management.

Server Access Select the access interface (if any) by pressing the [SPACE BAR]. LAN only
Choices are: LAN only, WAN only, All or Disable. The default is
LAN only.

Secured Client IP The default 0.0.0.0 allows any client to use this service to remotely 0.0.0.0

manage the Prestige. Enter an IP address to restrict access to a
client with a matching IP address.

Once you have filled in this menu, press [ENTER] at the message "Press ENTER to Confirm or ESC to
Cancel" to save your configuration, or press [ESC] to cancel.
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29.2.2 Remote Management Limitations

Remote management over LAN or WAN will not work when:

1. A filter in menu 3.1 (LAN) or in menu 11.5 (WAN) is applied to block a Telnet, FTP or Web
service.

2. You have disabled that service in menu 24.11.

3. The IP address in the Secured Client IP field (menu 24.11) does not match the client IP address.
If it does not match, the Prestige will disconnect the session immediately.

4. There is already another remote management session of the same type (Telnet, FTP or Web)
running. You may only have one remote management session of the same type running at one
time.

5. There is a web remote management session running with a Telnet session. A Telnet session will be
disconnected if you begin a web session; it will not begin if there already is a web session.

29.3 Remote Management and NAT

When NAT is enabled:
» Use the Prestige’s WAN IP address when configuring from the WAN.
» Use the Prestige’s LAN IP address when configuring from the LAN.

29.4

System Timeout

There is a system timeout of five minutes (300 seconds) for Telnet/web/FTP connections. Your Prestige
will automatically log you out if you do nothing in this timeout period, except when it is continuously
updating the status in menu 24.1 or when sys stdio has been changed on the command line.
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Chapter 30
IP Policy Routing

This chapter covers setting and applying policies used for IP routing.

30.1 IP Policy Routing Overview

Traditionally, routing is based on the destination address only and the IAD takes the shortest path to
forward a packet. IP Routing Policy (IPPR) provides a mechanism to override the default routing behavior
and alter the packet forwarding based on the policy defined by the network administrator. Policy-based
routing is applied to incoming packets on a per interface basis, prior to the normal routing.

30.2 Benefits of IP Policy Routing

e  Source-Based Routing — Network administrators can use policy-based routing to direct traffic from
different users through different connections.

e  Quality of Service (QoS) — Organizations can differentiate traffic by setting the precedence or TOS
(Type of Service) values in the IP header at the periphery of the network to enable the backbone to
prioritize traffic.

e Cost Savings — IPPR allows organizations to distribute interactive traffic on high-bandwidth, high-cost
paths while using low-cost paths for batch traffic.

e Load Sharing — Network administrators can use IPPR to distribute traffic among multiple paths.

30.3 Routing Policy

Individual routing policies are used as part of the overall IPPR process. A policy defines the matching
criteria and the action to take when a packet meets the criteria. The action is taken only when all the criteria
are met. The criteria includes the source address and port, IP protocol (ICMP, UDP, TCP, etc.), destination
address and port, TOS and precedence (fields in the IP header) and length. The inclusion of length criterion
is to differentiate between interactive and bulk traffic. Interactive applications, for example, telnet, tend to
have short packets, while bulk traffic, for example, file transfer, tends to have large packets.

The actions that can be taken include:
e routing the packet to a different gateway (and hence the outgoing interface).

e setting the TOS and precedence fields in the IP header.
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IPPR follows the existing packet filtering facility of RAS in style and in implementation. The policies are
divided into sets, where related policies are grouped together. A user defines the policies before applying
them to an interface or a remote node, in the same fashion as the filters. There are 12 policy sets with six

policies in each set.

30.4 IP Routing Policy Setup

Menu 25 shows all the policies defined.

Menu 25 - IP Routing Policy Setup

Policy Policy
Set # Name Set # Name
1 test 7
2 8
3 9
4 10
5 11
6 12

Enter Policy Set Number to Configure= 0
Edit Name= N/A

Press ENTER to Confirm or ESC to Cancel:

Figure 30-1 Menu 25 IP Routing Policy Setup

To setup a routing policy, perform the following procedures:

Step 1. Type 25 in the main menu to open Menu 25 — IP Routing Policy Setup.

Step 2. Type the index of the policy set you want to configure to open Menu 25.1 — IP Routing Policy
Setup.

Menu 25.1 shows the summary of a policy set, including the criteria and the action of a single policy, and
whether a policy is active or not. Each policy contains two lines. The former part is the criteria of the
incoming packet and the latter is the action. Between these two parts, separator “|” means the action is taken
on criteria matched and separator “=" means the action is taken on criteria not matched.
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Menu 25.1 - IP Routing Policy Setup

Criteria/Action

1Y SA=1.1.1.1-1.1.1.1,DA=2.2.2.2-2.2.2.5
SP=20-25,DP=20-25, P=6, T=NM, PR=0

|GW=192.168.1.1, T=MT, PR=0

Enter Policy Rule Number (1-6) to Configure:

Figure 30-2 Menu 25.1 IP Routing Policy Setup

Table 30-1 Menu 25.1 IP Routing Policy Setup

ABBREVIATION

MEANING

Criterion SA | Source IP Address
SP | Source Port
DA | Destination IP Address
DP | Destination Port
IP layer 4 protocol number (TCP=6, UDP=17...)
Type of service of incoming packet
PR | Precedence of incoming packet
Action GW | Gateway IP address
Outgoing Type of service
Outgoing Precedence
Service NM | Normal
MD | Minimum Delay
MT | Maximum Throughput
MR | Maximum Reliability
MC | Minimum Cost

IP Policy Routing
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Type a number from 1 to 6 to display Menu 25.1.1 — IP Routing Policy (see the next figure). This menu
allows you to configure a policy rule.

Policy Set Name= test

Active= Yes
Criteria:
IP Protocol =6
Type of Service= Normal Packet length= 40
Precedence =0 Len Comp= N/A
Source:
addr start= 1.1.1.1 end= 1.1.1.1
port start= 20 end= 20
Destination:
addr start= 2.2.2.2 end= 2.2.2.2
port start= 20 end= 20
Action= Matched
Gateway addr 192.168.1.1 Log= No

Type of Service
Precedence

Press Space Bar to Toggle.

Menu 25.1.1 - IP Routing Policy

Max Thruput
0

Press ENTER to Confirm or ESC to Cancel:

Figure 30-3 Menu 25.1.1 IP Routing Policy

The following table describes the fields in this menu.

Table 30-2 Menu 25.1.1 IP Routing Policy

FIELD

DESCRIPTION

Policy Set Name

This is the policy set name assigned in Menu 25 — IP Routing Policy Setup.

Active Press [SPACE BAR] and then [ENTER] to select Yes to activate or No to
deactivate the policy. Inactive policies are displayed with a minus sign “-“ in
SMT menu 25.

Criteria :

IP Protocol IP layer 4 protocol, for example, UDP, TCP, ICMP, etc.

Type of Service

Prioritize incoming network traffic by choosing from Don’t Care, Normal, Min
Delay, Max Thruput, Min Cost or Max Reliable.

Precedence Precedence value of the incoming packet. Press [SPACE BAR] and then
[ENTER] to select a value from 0 to 7 or Don’t Care.
Packet Length Type the length of incoming packets (in bytes). The operators in the Len
Comp (next field) apply to packets of this length.
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Table 30-2 Menu 25.1.1 IP Routing Policy

FIELD DESCRIPTION
Len Comp Press [SPACE BAR] and then [ENTER] to choose from Equal, Not Equal,
Less, Greater, Less or Equal or Greater or Equal.
Source:
addr start / end | Source IP address range from start to end.
port start / end | Source port number range from start to end; applicable only for TCP/UDP.
Destination:
addr start / end | Destination IP address range from start to end.
port start / end | Destination port number range from start to end; applicable only for TCP/UDP.
Action Specifies whether action should be taken on criteria Matched or Not
Matched.
Gateway addr Defines the outgoing gateway address. The gateway must be on the same
subnet as the Prestige if it is on the LAN, otherwise, the gateway must be the
IP address of a remote node. The default gateway is specified as 0.0.0.0.
Type of Service Set the new TOS value of the outgoing packet. Prioritize incoming network
traffic by choosing No Change, Normal, Min Delay, Max Thruput, Max
Reliable or Min Cost.
Precedence Set the new outgoing packet precedence value. Values are 0 to 7 or No
Change.
Log Press [SPACE BAR] and then [ENTER] to select Yes to make an entry in the
system log when a policy is executed.
When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.

30.5 Applying an IP Policy

This section shows you where to apply the IP policies after you design them.

30.5.1 Ethernet IP Policies
From Menu 3 — Ethernet Setup, type 2 to go to Menu 3.2 — TCP/IP and DHCP Ethernet Setup.

You can choose up to four IP policy sets (from 12) by typing their numbers separated by commas, for
example, 2,4, 7, 9.
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Menu 3.2 - TCP/IP and DHCP Ethernet Setup

DHCP Setup:
DHCP= None
Client IP Pool Starting Address= N/A
Size of Client IP Pool= N/A
Primary DNS Server= N/A
Secondary DNS Server= N/A
Remote DHCP Server= N/A
TCP/IP Setup:

L— | Type IP

IP Address= 192.168.1.1 Poli t
IP Subnet Mask= 255.255.255.0 olicy sets
RIP Direction= Both here.

Version= RIP-2B
Multicast= IGMP-v2
IP Policies= 2,4,7,
Edit IP Alias= No

Press ENTER to Confirm or ESC to Cancel:

Figure 30-4 Menu 3.2 TCP/IP and DHCP Ethernet Setup

Go to menu 11.3 (shown next) and type the number(s) of the IP Routing Policy set(s) as appropriate. You
can cascade up to four policy sets by typing their numbers separated by commas.

Menu 11.3 - Remote Node Network Layer Options

IP Options: Bridge Options:
IP Address Assignment= Static Ethernet Addr Timeout (min)= 0
Rem IP Addr: 0.0.0.0
Rem Subnet Mask= 0.0.0.0
My WAN Addr= 0.0.0.0
NAT= Full Feature

Address Mapping Set= 2
Metric= 2

Private= No

RIP Direction= Both Type IP
Version= RIP-2B Pollcy sets

Multicast= IGMP-v2 here.

IP Policies= 2,4,7,9

Press ENTER to Confirm or ESC to Cancel:

Figure 30-5 Menu 11.3 Remote Node Network Layer Options

30-6 IP Policy Routing



Prestige 650 Series User’s Guide

30.6 IP Policy Routing Example

If a network has both Internet and remote node connections, you can route Web packets to the Internet
using one policy and route FTP packets to a remote network using another policy. See the next figure.

Web
sere=cccc - - - € P S nteme
Prestige WAN
192.168.1.1
* LAN

Remote
Network M‘t . = =* WAN Router
- 192.168.1.100
D Default IP Route
@) Configured IP Route

Figure 30-6 Example of IP Policy Routing

To force Web packets coming from clients with IP addresses of 192.168.1.33 to 192.168.1.64 to be routed
to the Internet via the WAN port of the Prestige, follow the steps as shown next.
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Step 1. Create a routing policy set in menu 25.
Step 2. Create a rule for this set in Menu 25.1.1 — IP Routing Policy as shown next.
Menu 25.1.1 - IP Routing Policy
Policy Set Name= setl
Active= Yes
Criteria:
IP Protocol =6
Type of Service= Don't Care Packet length= 10
Precedence = Don't Care Len Comp= N/A
Source:
addr start= 192.168.1.2 end= 192.168.1.64
port start= 0 end= N/A
Destination:
addr start= 0.0.0.0 end= N/A
port start= 80 end= 80
Action= Matched
Gateway addr = 192.168.1.1 Log= No
Type of Service= No Change
Precedence = No Change
Press ENTER to Confirm or ESC to Cancel:
Press Space Bar to Toggle.
Figure 30-7 IP Routing Policy Example
Step 3. Check Menu 25.1 — IP Routing Policy Setup to see if the rule is added correctly.
Step 4. Create another policy set in menu 25.
Step 5. Create a rule in menu 25.1 for this set to route packets from any host (IP=0.0.0.0 means any
host) with protocol TCP and port FTP access through another gateway (192.168.1.100).
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Menu 25.1.1 - IP Routing Policy

Policy Set Name= set2

Active= Yes

Criteria:
IP Protocol =6
Type of Service= Don't Care Packet length= 10
Precedence = Don't Care Len Comp= N/A
Source:
addr start= 0.0.0.0 end= N/A
port start= 0 end= N/A
Destination:
addr start= 0.0.0.0 end= N/A
port start= 20 end= 21
Action= Matched
Gateway addr =192.168.1.100 Log= No
Type of Service= No Change
Precedence = No Change

Press ENTER to Confirm or ESC to Cancel:
Press Space Bar to Toggle.

Figure 30-8 IP Routing Policy Example

Step 6. Check Menu 25.1 — IP Routing Policy Setup to see if the rule is added correctly.
Step 7.  Apply both policy sets in menu 3.2 as shown next.

Menu 3.2 - TCP/IP and DHCP Ethernet Setup

DHCP Setup
DHCP= Server
Client IP Pool Starting Address= 192.168.1.33
Size of Client IP Pool= 64
Primary DNS Server= 0.0.0.0
Secondary DNS Server= 0.0.0.0
Remote DHCP Server= N/A
TCP/IP Setup:
IP Address= 192.168.1.1
IP Subnet Mask= 255.255.255.0
RIP Direction= Both
Version= RIP-1
Multicast= None
IP Policies= 1,2
Edit IP Alias= No

Press ENTER to Confirm or ESC to Cancel:

Press Space Bar to Todgqgle.

Figure 30-9 Applying IP Policies Example
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Chapter 31
Call Scheduling

Call scheduling (applicable for PPPoA or PPPoE encapsulation only) allows you to dictate when a
remote node should be called and for how long.

31.1 Call Scheduling Overview

The call scheduling feature allows the Prestige to manage a remote node and dictate when a remote node
should be called and for how long. This feature is similar to the scheduler in a video cassette recorder (you
can specify a time period for the VCR to record). You can apply up to 4 schedule sets in Menu 11.1 —
Remote Node Profile. From the main menu, enter 26 to access Menu 26 — Schedule Setup as shown
next.

Menu 26 - Schedule Setup

Schedule Schedule
Set # Name Set # Name
1 AlwaysOn 7
2 8
3 9
4 10
5 11
6 12

Enter Schedule Set Number to Configure=
Edit Name=

Press ENTER to Confirm or ESC to Cancel:

Figure 31-1 Menu 26 Schedule Setup

Lower numbered sets take precedence over higher numbered sets thereby avoiding scheduling conflicts. For
example, if sets 1, 2, 3 and 4 in are applied in the remote node then set 1 will take precedence over set 2, 3
and 4 as the Prestige, by default, applies the lowest numbered set first. Set 2 will take precedence over set 3
and 4, and so on.

You can design up to 12 schedule sets but you can only apply up to four schedule sets for a remote node.
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To delete a schedule set, enter the set number and press [SPACE BAR] and then
[ENTER] (or delete) in the Edit Name field.

To setup a schedule set, select the schedule set you want to setup from menu 26 (1-12) and press [ENTER]
to see Menu 26.1 — Schedule Set Setup as shown next.

Menu 26.1 - Schedule Set Setup

Active= Yes

Start Date (yyyy/mm/dd) = 2000 - 01 - 01
How Often= Once
Once:

Date (yyyy/mm/dd)= 2000 - 01 - 01
Weekdays:

Sunday= N/A

Monday= N/A

Tuesday= N/A

Wednesday= N/A

Thursday= N/A

Friday= N/A

Saturday= N/A
Start Time (hh:mm)= 00 : 00
Duration (hh:mm)= 00 : 00
Action= Forced On

Press ENTER to Confirm or ESC to Cancel:
Press Space Bar to Toggle

Figure 31-2 Menu 26.1 Schedule Set Setup

If a connection has been already established, your Prestige will not drop it. Once the connection is dropped
manually or it times out, then that remote node can't be triggered up until the end of the Duration.

Table 31-1 Menu 26.1 Schedule Set Setup

FIELD DESCRIPTION EXAMPLE
Active Press [SPACE BAR] to select Yes or No. Choose Yes and press Yes
[ENTER] to activate the schedule set.
Start Date | Enter the start date when you wish the set to take effect in year - 2000-01-01
month-date format. Valid dates are from the present to 2036-
February-5.
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Table 31-1 Menu 26.1 Schedule Set Setup

FIELD DESCRIPTION EXAMPLE

How Often | Should this schedule set recur weekly or be used just once only? Once
Press the [SPACE BAR] and then [ENTER] to select Once or
Weekly. Both these options are mutually exclusive. If Once is
selected, then all weekday settings are N/A. When Once is
selected, the schedule rule deletes automatically after the
scheduled time elapses.

Once: If you selected Once in the How Often field above, then enter the 2000-01-01

Date date the set should activate here in year-month-date format.

Weekday: | If you selected Weekly in the How Often field above, then select Yes

D the day(s) when the set should activate (and recur) by going to that N

ay day(s) and pressing [SPACE BAR] to select Yes, then press °

[ENTER]. N/A

Start Time | Enter the start time when you wish the schedule set to take effect 09:00
in hour-minute format.

Duration Enter the maximum length of time this connection is allowed in 08:00
hour-minute format.

Action Forced On means that the connection is maintained whether or not
there is a demand call on the line and will persist for the time period Forced On

specified in the Duration field.

Forced Down means that the connection is blocked whether or not
there is a demand call on the line.

Enable Dial-On-Demand means that this schedule permits a
demand call on the line. Disable Dial-On-Demand means that this
schedule prevents a demand call on the line.

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC
to cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.

Once your schedule sets are configured, you must then apply them to the desired remote node(s). Enter 11
from the Main Menu and then enter the target remote node index. Using [SPACE BAR], select PPPOE or
PPPoOA in the Encapsulation ficld and then press [ENTER] to make the schedule sets field available as
shown next.
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Menu 11.1 - Remote Node Profile

Rem Node Name= ChangeMe
Active= Yes

Encapsulation= PPPoE
Multiplexing=VC-based
Service Name=
Incoming

Rem Login=

Rem Passwords= ****x*kxxk
Outgoing=

My Login=?

My Password= **x***x*x

Authen= CHAP/PAP

Route= IP
Bridge= No

Edit IP/Bridge= No
Edit ATM Options= No
Telco Option:

Allocated Budget (min)= 0

Period(hr)= 0

Schedules= 1,2,3,4 —

Nailed-Up Connection= No

Session Options:
Edit Filter Sets= No
Idle Timeout (sec)= 100
Edit Traffic Redirect= No

Press ENTER to Confirm or ESC to Cancel:

Apply your schedule
sets here.

Figure 31-3 Applying Schedule Set(s) to a Remote Node (PPPoE)

You can apply up to four schedule sets, separated by commas, for one remote node. Change the schedule
set numbers to your preference(s).

31-4
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Appendix A
Troubleshooting

This chapter covers potential problems and the corresponding remedies.

A.1 Using LEDs to Diagnose Problems

The LEDs are useful aides for finding possible problem causes.

A.1.1 Power LED
The PWR LED on the front panel does not light up.

Chart A-1 Troubleshooting Power LED

STEPS CORRECTIVE ACTION

1 Make sure that the Prestige’s power adaptor is connected to the Prestige and plugged in to an
appropriate power source. Use only the supplied power adaptor.

2 Check that the Prestige and the power source are both turned on and the Prestige is receiving
sufficient power.

Turn the Prestige off and on.

4 If the error persists, you may have a hardware problem. In this case, you should contact your
vendor.

A.1.2 LAN LED
The LAN LED on the front panel does not light up.

Chart A-2 Troubleshooting LAN LED

STEPS CORRECTIVE ACTION
1 Check the Ethernet cable connections between your Prestige and the computer or hub.
2 Check for faulty Ethernet cables.
3 Make sure your computer’s Ethernet card is working properly.
4 If these steps fail to correct the problem, contact your local distributor for assistance.
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A.1.3 DSL LED
The DSL LED on the front panel does not light up.

Chart A-3 Troubleshooting DSL LED

STEPS CORRECTIVE ACTION
1 Check the telephone wire and connections between the Prestige DSL port and the wall jack.
2 Make sure that the telephone company has checked your phone line and set it up for DSL service.
3 Reset your ADSL line to reinitialize your link to the DSLAM. For details, refer to the Maintenance
chapter (web configurator) or the System Information and Diagnosis chapter (SMT).
4 If these steps fail to correct the problem, contact your local distributor for assistance.

A.2 Console Port

I cannot access the Prestige via the console port.

Chart A-4 Troubleshooting Console Port

STEPS CORRECTIVE ACTION
1 Make sure the Prestige is connected to your computer's serial port.
2 Make sure the communications VT100 terminal emulation.

program is configured correctly. The . .
communications software should be 9600 bps is the default speed on leaving the factory. Try

configured as follows: other speeds in case the speed has been changed.

No parity, 8 data bits, 1 stop bit, data flow set to none.

3 Make sure you entered the correct password. The default password is “1234”.

If you have forgot your username or password, refer to Section A.5.

A.3 Telnet

I cannot telnet into the Prestige.

Chart A-5 Troubleshooting Telnet

STEPS CORRECTIVE ACTION
1 Check the LAN port and the other Ethernet connections.

A-2 Troubleshooting




Prestige 650 Series User’s Guide

Chart A-5 Troubleshooting Telnet

STEPS

CORRECTIVE ACTION

Make sure you are using the correct IP address of the Prestige. Check the IP address of the
Prestige.

Ping the Prestige from your computer.

If you cannot ping the Prestige, check the IP addresses of the Prestige and your computer. Make
sure your computer is set to get a dynamic IP address; or if you want to use a static IP address on
your computer, make sure that it is on the same subnet as the Prestige.

Make sure you entered the correct password. The default password is “1234”.

If you have forgot your username or password, refer to Section A.5.

If these steps fail to correct the problem, contact the distributor.

A.4 Web Configurator

I cannot access the web configurator.

Chart A-6 Troubleshooting Web Configurator

STEPS

CORRECTIVE ACTION

Make sure you are using the correct IP address of the Prestige. Check the IP address of the
Prestige.

Make sure that there is not an SMT console session running.

Check that you have enabled web service access. If you have configured a secured client IP
address, your computer’s IP address must match it. Refer to the chapter on remote management
for details.

For WAN access, you must configure remote management to allow server access from the Wan (or
all).

Your computer’s and the Prestige’s IP addresses must be on the same subnet for LAN access.

If you changed the Prestige’s LAN IP address, then enter the new one as the URL.

Remove any filters in SMT menu 3.1 (LAN) or menu 11.5 (WAN) that block web service.

o IN| OO

See also Section A.9.
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The web configurator does not display properly.

Chart A-7 Troubleshooting Internet Browser Display

STEPS CORRECTIVE ACTION
1 Make sure you are using Internet Explorer 5.0 and later versions.
2 Delete the temporary web files and log in again.

In Internet Explorer, click Tools, Internet Options and then click the Delete Files ... button.
When a Delete Files window displays, select Delete all offline content and click OK. (Steps
may vary depending on the version of your Internet browser.)

A.5 Login Username and Password

I forgot my login username and/or password.

Chart A-8 Troubleshooting Login Username and Password

STEPS

CORRECTIVE ACTION

If you have changed the password and have now forgotten it, you will need to upload the default
configuration file. This will erase all custom configurations and restore all of the factory defaults
including the password.

Press the RESET button for five seconds, and then release it. When the SYS LED begins to blink,
the defaults have been restored and the Prestige restarts. Or refer to the Resetting the Prestige
section for uploading a configuration file via console port.

The default username is “admin”. The default password is “1234”. The Password and Username
fields are case-sensitive. Make sure that you enter the correct password and username using the
proper casing.

It is highly recommended to change the default username and password. Make sure you store the
username and password in a save place.

A.6 LAN Interface

I cannot access the Prestige from the LAN or ping any computer on the LAN.

Chart A-9 Troubleshooting LAN Interface

STEPS CORRECTIVE ACTION
1 Check the Ethernet LEDs on the front panel. A LAN LED should be on if the port is connected to
a computer or hub. If the 10M/100M LEDs on the front panel are both off, refer to Section A.1.2.
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Chart A-9 Troubleshooting LAN Interface

STEPS CORRECTIVE ACTION

2 Make sure that the IP address and the subnet mask of the Prestige and your computer(s) are on
the same subnet.

A.7 WAN Interface

Initialization of the ADSL connection failed.

Chart A-10 Troubleshooting ADSL Connection

STEPS CORRECTIVE ACTION

1 Check the cable connections between the ADSL port and the wall jack. The DSL LED on the front
panel of the Prestige should be on.

2 Check that your VPI, VCI, type of encapsulation and type of multiplexing settings are the same as
what you collected from your telephone company and ISP.

3 Restart the Prestige. If you still have problems, you may need to verify your VPI, VCI, type of
encapsulation and type of multiplexing settings with the telephone company and ISP.

I cannot get a WAN IP address from the ISP.

Chart A-11 Troubleshooting WAN Interface

STEPS CORRECTIVE ACTION

1 The ISP provides the WAN IP address after authenticating you. Authentication may be through
the user name and password, the MAC address or the host name.

2 The username and password apply to PPPoE and PPoA encapsulation only. Make sure that you
have entered the correct Service Type, User Name and Password (be sure to use the correct
casing). Refer to the WAN Setup chapter (web configurator) or the Internet Access chapter
(SMT).

A.8 Internet Access

I cannot access the Internet.

Chart A-12 Troubleshooting Internet Access

STEPS CORRECTIVE ACTION

1 Make sure the Prestige is turned on and connected to the network.
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Chart A-12 Troubleshooting Internet Access

STEPS CORRECTIVE ACTION
2 If the DSL LED is off, refer to Section A.1.3.
3 Verify your WAN settings. Refer to the WAN Setup chapter (web configurator) or the Internet
Access chapter (SMT).
4 Make sure you entered the correct user name and password.
5 For wireless stations, check that both the Prestige and wireless station(s) are using the same

ESSID, channel and WEP keys (if WEP encryption is activated).

Internet connection disconnects.

Chart A-13 Troubleshooting Internet Connection

STEPS CORRECTIVE ACTION
1 Check the schedule rules. Refer to the Call Scheduling chapter (SMT).
2 If you use PPPoA or PPPoE encapsulation, check the idle time-out setting. Refer to the WAN
chapter (web configurator) or the Remote Node Configuration chapter (SMT).
3 Contact your ISP.

A.9 Remote Management
I cannot remotely manage the Prestige from the LAN or WAN.

Chart A-14 Troubleshooting Remote Management

STEPS CORRECTIVE ACTION

1 Refer to the Remote Management Limitations section in the Firmware and Configuration File
Management chapter (SMT) for scenarios when remote management may not be possible.

2 Use the Prestige’s WAN IP address when configuring from the WAN.
Use the Prestige’s LAN IP address when configuring from the LAN.

3 Refer to Section A.6 for instructions on checking your LAN connection.
Refer to Section A.7 for instructions on checking your WAN connection.

4 See also the Section A.4.
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A.10 Remote Node Connection

I cannot connect to a remote node or ISP.

Chart A-15 Troubleshooting Connecting to a Remote Node or ISP

STEPS CORRECTIVE ACTION
1 Check menu 4 or WAN screen to verify that the username and password are entered properly.
2 In menu 11.1, verify your login name and password for the remote node.
3 If these steps fail, you may need to verify your login and password with your ISP.

Troubleshooting
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IP Addressing

Appendix B
IP Subnetting

Routers “route” based on the network number. The router that delivers the data packet to the correct
destination host uses the host ID.

IP Classes

An IP address is made up of four octets (eight bits), written in dotted decimal notation, for example,
192.168.1.1. IP addresses are categorized into different classes. The class of an address depends on the value

of its first octet.

> Class “A” addresses have a 0 in the left most bit. In a class “A” address the first octet is the network

number and the remaining three octets make up the host ID.

» Class “B” addresses have a 1 in the left most bit and a 0 in the next left most bit. In a class “B” address
the first two octets make up the network number and the two remaining octets make up the host ID.

» Class “C” addresses begin (starting from the left) with 1 1 0. In a class “C” address the first three octets

make up the network number and the last octet is the host ID.

» Class “D” addresses begin with 1 1 1 0. Class “D” addresses are used for multicasting. (There is also a
class “E” address. It is reserved for future use.)

Chart B-1 Classes of IP Addresses

IP ADDRESS: OCTET 1 OCTET 2 OCTET 3 OCTET 4
Class A 0 Network number Host ID Host ID Host ID
Class B 10 Network number Network number Host ID Host ID
Class C 110 Network number Network number Network number Host ID
Host IDs of all zeros or all ones are not allowed.

Therefore:

> A class “C” network (8 host bits) can have 2° —2 or 254 hosts.

> A class “B” address (16 host bits) can have 2'° 2 or 65534 hosts.
IP Subnetting B-1
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A class “A” address (24 host bits) can have 2** —2 hosts (approximately 16 million hosts).

Since the first octet of a class “A” IP address must contain a “0”, the first octet of a class “A” address can
have a value of 0 to 127.

Similarly the first octet of a class “B” must begin with “10”, therefore the first octet of a class “B” address
has a valid range of 128 to 191. The first octet of a class “C” address begins with “110”, and therefore has a
range of 192 to 223.

Chart B-2 Allowed IP Address Range By Class

CLASS ALLOWED RANGE OF FIRST OCTET ALLOWED RANGE OF FIRST OCTET
(BINARY) (DECIMAL)

Class A 00000000 to 01111111 0to 127

Class B 10000000 to 10111111 128 to 191

Class C 11000000 to 11011111 192 to 223

Class D 11100000 to 11101111 224 t0 239

Subnet Masks

A subnet mask is used to determine which bits are part of the network number, and which bits are part of the
host ID (using a logical AND operation). A subnet mask has 32 bits; each bit of the mask corresponds to a bit
of the IP address. If a bit in the subnet mask is a “1” then the corresponding bit in the IP address is part of the
network number. If a bit in the subnet mask is “0” then the corresponding bit in the IP address is part of the
host ID.

Subnet masks are expressed in dotted decimal notation just as IP addresses are. The “natural” masks for class
A, B and C IP addresses are as follows.

Chart B-3 “Natural” Masks

CLASS NATURAL MASK
A 255.0.0.0
B 255.255.0.0
C 255.255.255.0

Subnetting

With subnetting, the class arrangement of an IP address is ignored. For example, a class C address no longer
has to have 24 bits of network number and 8 bits of host ID. With subnetting, some of the host ID bits are
converted into network number bits. By convention, subnet masks always consist of a continuous sequence
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of ones beginning from the left most bit of the mask, followed by a continuous sequence of zeros, for a total
number of 32 bits.

Since the mask is always a continuous number of ones beginning from the left, followed by a continuous
number of zeros for the remainder of the 32 bit mask, you can simply specify the number of ones instead of
writing the value of each octet. This is usually specified by writing a *“/”” followed by the number of bits in
the mask after the address.

For example, 192.1.1.0 /25 is equivalent to saying 192.1.1.0 with mask 255.255.255.128.

The following table shows all possible subnet masks for a class “C” address using both notations.

Chart B-4 Alternative Subnet Mask Notation

SUBNET MASK IP ADDRESS SUBNET MASK “1” BITS LAST OCTET BIT VALUE
255.255.255.0 124 0000 0000
255.255.255.128 125 1000 0000
255.255.255.192 126 1100 0000
255.255.255.224 127 1110 0000
255.255.255.240 128 1111 0000
255.255.255.248 129 1111 1000
255.255.255.252 /130 1111 1100

The first mask shown is the class “C” natural mask. Normally if no mask is specified it is understood that the
natural mask is being used.

Example: Two Subnets
As an example, you have a class “C” address 192.168.1.0 with subnet mask of 255.255.255.0.

NETWORK NUMBER HOST ID
IP Address 192.168.1. 0
IP Address (Binary) 11000000.10101000.00000001. 00000000
Subnet Mask 255.255.255. 0
Subnet Mask (Binary) 11111111.11111111.11111111. 00000000

The first three octets of the address make up the network number (class “C”). You want to have two separate
networks.
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Divide the network 192.168.1.0 into two separate subnets by converting one of the host ID bits of the IP
address to a network number bit. The “borrowed” host ID bit can be either “0” or “1” thus giving two
subnets; 192.168.1.0 with mask 255.255.255.128 and 192.168.1.128 with mask 255.255.255.128.

In the following charts, shaded/bolded last octet bit values indicate host ID bits
“borrowed” to form network ID bits. The number of “borrowed” host ID bits
determines the number of subnets you can have. The remaining number of host ID
bits (after “borrowing”) determines the number of hosts you can have on each
subnet.

Chart B-5 Subnet 1

NETWORK NUMBER LAST OCTET BIT VALUE
IP Address 192.168.1. 0
IP Address (Binary) 11000000.10101000.00000001. 00000000
Subnet Mask 255.255.255. 128
Subnet Mask (Binary) 11111111.11111111.11111111. 10000000
Subnet Address: 192.168.1.0 Lowest Host ID: 192.168.1.1
Broadcast Address: 192.168.1.127 Highest Host ID: 192.168.1.126

Chart B-6 Subnet 2

NETWORK NUMBER LAST OCTET BIT VALUE
IP Address 192.168.1. 128
IP Address (Binary) 11000000.10101000.00000001. 10000000
Subnet Mask 255.255.255. 128
Subnet Mask (Binary) 11111111, 11111111.11111111. 10000000
Subnet Address: 192.168.1.128 Lowest Host ID: 192.168.1.129
Broadcast Address: 192.168.1.255 Highest Host ID: 192.168.1.254

The remaining 7 bits determine the number of hosts each subnet can have. Host IDs of all zeros represent the
subnet itself and host IDs of all ones are the broadcast address for that subnet, so the actual number of hosts
available on each subnet in the example above is 2" — 2 or 126 hosts for each subnet.

192.168.1.0 with mask 255.255.255.128 is the subnet itself, and 192.168.1.127 with mask 255.255.255.128 is
the directed broadcast address for the first subnet. Therefore, the lowest IP address that can be assigned to an
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actual host for the first subnet is 192.168.1.1 and the highest is 192.168.1.126. Similarly the host ID range for
the second subnet is 192.168.1.129 to 192.168.1.254.

Example: Four Subnets

The above example illustrated using a 25-bit subnet mask to divide a class “C”” address space into two
subnets. Similarly to divide a class “C” address into four subnets, you need to “borrow” two host ID bits to
give four possible combinations of 00, 01, 10 and 11. The subnet mask is 26 bits
(1111111 1.11111111.11111111.11000000) or 255.255.255.192. Each subnet contains 6 host ID bits, giving

2622 or 62 hosts for each subnet (all 0’s is the subnet itself, all 1°s is the broadcast address on the subnet).

Chart B-7 Subnet 1

NETWORK NUMBER

LAST OCTET BIT VALUE

IP Address 192.168.1. 0
IP Address (Binary) 11000000.10101000.00000001. 00000000
Subnet Mask (Binary) MMM 111 1111111111111, 11000000

Subnet Address: 192.168.1.0

Lowest Host ID: 192.168.1.1

Broadcast Address: 192.168.1.63

Highest Host ID: 192.168.1.62

Chart B-8 Subnet 2

NETWORK NUMBER

LAST OCTET BIT VALUE

IP Address 192.168.1. 64
IP Address (Binary) 11000000.10101000.00000001. 01000000
Subnet Mask (Binary) 1M1111111.11111111.11111111. 11000000

Subnet Address: 192.168.1.64

Lowest Host ID: 192.168.1.65

Broadcast Address: 192.168.1.127

Highest Host ID: 192.168.1.126

Chart B-9 Subnet 3

NETWORK NUMBER

LAST OCTET BIT VALUE

IP Address 192.168.1. 128
IP Address (Binary) 11000000.10101000.00000001. 10000000
Subnet Mask (Binary) 1M111111.11111111.11111111. 11000000

Subnet Address: 192.168.1.128

Lowest Host ID: 192.168.1.129

Broadcast Address: 192.168.1.191

Highest Host ID: 192.168.1.190

IP Subnetting
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Chart B-10 Subnet 4

NETWORK NUMBER LAST OCTET BIT VALUE
IP Address 192.168.1. 192
IP Address (Binary) 11000000.10101000.00000001. 11000000
Subnet Mask (Binary) 11111111 1111111111111, 11000000
Subnet Address: 192.168.1.192 Lowest Host ID: 192.168.1.193
Broadcast Address: 192.168.1.255 Highest Host ID: 192.168.1.254

Example Eight Subnets
Similarly use a 27-bit mask to create 8 subnets (001, 010, 011, 100, 101, 110).

The following table shows class C IP address last octet values for each subnet.

Chart B-11 Eight Subnets

SUBNET | SUBNET ADDRESS | FIRST ADDRESS | LAST ADDRESS | BROADCAST ADDRESS
1 0 1 30 31
2 32 33 62 63
3 64 65 94 95
4 96 97 126 127
5 128 129 158 159
6 160 161 190 191
7 192 193 222 223
8 224 223 254 255

The following table is a summary for class “C” subnet planning.

Chart B-12 Class C Subnet Planning

NO. “BORROWED” HOST BITS SUBNET MASK NO. SUBNETS | NO. HOSTS PER SUBNET
1 255.255.255.128 (/25) 2 126
2 255.255.255.192 (/26) 4 62
3 255.255.255.224 (/27) 8 30
4 255.255.255.240 (/28) 16 14
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Chart B-12 Class C Subnet Planning

NO. “BORROWED” HOST BITS SUBNET MASK NO. SUBNETS | NO. HOSTS PER SUBNET
5 255.255.255.248 (/29) 32 6
6 255.255.255.252 (/30) 64 2
7 255.255.255.254 (/31) 128 1

Subnetting With Class A and Class B Networks.

For class “A” and class “B” addresses the subnet mask also determines which bits are part of the network
number and which are part of the host ID.

A class “B” address has two host ID octets available for subnetting and a class “A” address has three host ID
octets (see Chart B-1) available for subnetting.

The following table is a summary for class “B” subnet planning.

Chart B-13 Class B Subnet Planning

NO. “BORROWED” HOST BITS | SUBNET MASK | NO. SUBNETS | NO. HOSTS PER SUBNET
1 255.255.128.0 (/17) 2 32766
2 255.255.192.0 (/18) 4 16382
3 255.255.224.0 (/19) 8 8190
4 255.255.240.0 (/20) 16 4094
5 255.255.248.0 (/21) 32 2046
6 255.255.252.0 (/22) 64 1022
7 255.255.254.0 (/23) 128 510
8 255.255.255.0 (/24) 256 254
9 255.255.255.128 512 126
(I25)

10 255.255.255.192 1024 62
(/26)

11 255.255.255.224 2048 30
(127)

IP Subnetting
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Chart B-13 Class B Subnet Planning

NO. “BORROWED” HOST BITS | SUBNET MASK | NO.SUBNETS | NO. HOSTS PER SUBNET
12 255.255.255.240 4096 14
(/28)
13 255.255.255.248 8192 6
(/29)
14 255.255.255.252 16384 2
(/30)
15 255.255.255.254 32768 1
(/31)

B-8

IP Subnetting



Prestige 650 Series User’s Guide

Appendix C
Wireless LAN and IEEE 802.11

A wireless LAN (WLAN) provides a flexible data communications system that you can use to access various
services (navigating the Internet, email, printer services, etc.) without the any expensive network cabling
infrastructure. In effect a wireless LAN environment provides you the freedom to stay connected to the
network while in the coverage area.

Benefits of a Wireless LAN

1. Access to network services in areas otherwise hard or expensive to wire, such as historical buildings,
buildings with asbestos materials and classrooms.

2. Doctors and nurses can access a complete patient’s profile on a handheld or notebook computer upon
entering a patient’s room.

3. It allows flexible workgroups a lower total cost of ownership for networks that are frequently
reconfigured.

4. Conference room users can access the network as they move from meeting to meeting- accessing up-to-
date information that facilitates the ability to communicate decisions “on the fly”.

5. It provides campus-wide networking coverage, allowing enterprises the roaming capability to set up
easy-to-use wireless networks that transparently covers an entire campus.

IEEE 802.11

The 1997 completion of the IEEE 802.11 standard for wireless LANs (WLANs) was a first important step in
the evolutionary development of wireless networking technologies. The standard was developed to maximize
interoperability between differing brands of wireless LANs and to introduce a variety of performance
improvements and benefits. On September 16, 1999, the 802.11b provided much higher data rates of up to
11Mbps, while maintaining the 802.11 protocol.

The IEEE 802.11 specifies three different transmission methods for the PHY, the layer responsible for
transferring data between nodes. Two of the methods use spread spectrum RF signals, Direct Sequence
Spread Spectrum (DSSS) and Frequency-Hopping Spread Spectrum (FHSS), in the 2.4 to 2.4825 GHz
unlicensed ISM (Industrial, Scientific and Medical) band. The third method is infrared technology, using
very high frequencies, just below visible light in the electromagnetic spectrum to carry data.

Wireless LAN and IEEE 802.11 C-1
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Ad-hoc Wireless LAN Configuration

The simplest WLAN configuration is an independent (Ad-hoc) WLAN that connects a set of computers with
wireless nodes or stations (STA), which is called a Basic Service Set (BSS). In the most basic form, a
wireless LAN connects a set of computers with wireless adapters. Any time two or more wireless adapters
are within range of each other, they can set up an independent network, which is commonly referred to as an
Ad-hoc network or Independent Basic Service Set (IBSS). See the following diagram of an example of an
Ad-hoc wireless LAN.

/ Notebook with Desktop with,
wireless card wireless card \‘

/
]
| Ad-hoc Wireless LAN |
‘ (IBSS) /

1
fr

Desktop with ™

: —~ _——" Notebook with
wireless card

e s 5
wireless card

Diagram C-1 Peer-to-Peer Communication in an Ad-hoc Network

Infrastructure Wireless LAN Configuration

For Infrastructure WLANS, multiple access points (APs) link the WLAN to the wired network and allow
users to efficiently share network resources. The Access Points not only provide communication with the
wired network but also mediate wireless network traffic in the immediate neighborhood. Multiple access
points can provide wireless coverage for an entire building or campus. All communications between stations
or between a station and a wired network client go through the access point.

The Extended Service Set (ESS) shown in the next figure consists of a series of overlapping BSSs (each
containing an access point) connected together by means of a Distribution System (DS). Although the DS
could be any type of network, it is almost invariably an Ethernet LAN. Mobile nodes can roam between
access points and seamless campus-wide coverage is possible.

C-2 Wireless LAN and IEEE 802.11
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Workstation

—_—la = = e — - a2 = w -
- | e |
- ey ~ ~ ot
4 g (L Access Point 1 / £ N \ Access Point 2
| Wireless Client A = ! I =
\ = \ p
\ AN /
. BSS 1 N
~ -~
S~ ‘\.,q
= - Wireless Client B - ~ - Wireless ClientC .

—_ — o — —

Diagram C-2 ESS Provides Campus-Wide Coverage

Wireless LAN and IEEE 802.11
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Appendix D
PPPoE

PPPOE in Action

An ADSL modem bridges a PPP session over Ethernet (PPP over Ethernet, RFC 2516) from your PC to an
ATM PVC (Permanent Virtual Circuit) which connects to a xDSL Access Concentrator where the PPP
session terminates (see the next figure). One PVC can support any number of PPP sessions from your LAN.
PPPoE provides access control and billing functionality in a manner similar to dial-up services using PPP.

Benefits of PPPoE
PPPoE offers the following benefits:
1. It provides you with a familiar dial-up networking (DUN) user interface.

2. It lessens the burden on the carriers of provisioning virtual circuits all the way to the ISP on multiple
switches for thousands of users. For GSTN (PSTN and ISDN), the switching fabric is already in place.

3. It allows the ISP to use the existing dial-up model to authenticate and (optionally) to provide
differentiated services.

Traditional Dial-up Scenario

The following diagram depicts a typical hardware configuration where the PCs use traditional dial-up
networking.

ISP 1

Prestige

ATH Access

Concentrator
ISP 2

LEERR AN 2]

Diagram D-1 Single-PC per Router Hardware Configuration

PPPoE D-1



Prestige 650 Series User’s Guide

How PPPoE Works

The PPPoE driver makes the Ethernet appear as a serial link to the PC and the PC runs PPP over it, while the
modem bridges the Ethernet frames to the Access Concentrator (AC). Between the AC and an ISP, the AC is
acting as a L2TP (Layer 2 Tunneling Protocol) LAC (L2TP Access Concentrator) and tunnels the PPP
frames to the ISP. The L2TP tunnel is capable of carrying multiple PPP sessions.

With PPPoE, the VC (Virtual Circuit) is equivalent to the dial-up connection and is between the modem and
the AC, as opposed to all the way to the ISP. However, the PPP negotiation is between the PC and the ISP.

Prestige as a PPPoE Client

When using the Prestige as a PPPoE client, the PCs on the LAN see only Ethernet and are not aware of
PPPoE. This alleviates the administrator from having to manage the PPPoE clients on the individual PCs.

ISP 2

Prestige | 1
.

ATM ! Access
Concentrator

Ethernet ADSL

ooioio

Diagram D-2 Prestige as a PPPoE Client
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Appendix E
Virtual Circuit Topology

ATM is a connection-oriented technology, meaning that it sets up virtual circuits over which end systems
communicate. The terminology for virtual circuits is as follows:

® Virtual Channel Logical connections between ATM switches
®  Virtual Path A bundle of virtual channels
® Virtual Circuit A series of virtual paths between circuit end points

virtual circuit

Diagram E-1 Virtual Circuit Topology

Think of a virtual path as a cable that contains a bundle of wires. The cable connects two points and wires
within the cable provide individual circuits between the two points. In an ATM cell header, a VPI (Virtual
Path Identifier) identifies a link formed by a virtual path; a VCI (Virtual Channel Identifier) identifies a
channel within a virtual path.

The VPI and VCI identify a virtual path, that is, termination points between ATM switches. A series of
virtual paths make up a virtual circuit.

Your service provider should supply you with VPI/VCI numbers.

Virtual Circuit Topology E-1
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Appendix F
Setting up Your Computer’s IP Address

All computers must have a 10M or 100M Ethernet adapter card and TCP/IP installed.

Windows 95/98/Me/NT/2000/XP, Macintosh OS 7 and later operating systems and all versions of
UNIX/LINUX include the software components you need to install and use TCP/IP on your computer.
Windows 3.1 requires the purchase of a third-party TCP/IP application package.

TCP/IP should already be installed on computers using Windows NT/2000/XP, Macintosh OS 7 and later
operating systems.

After the appropriate TCP/IP components are installed, configure the TCP/IP settings in order to
"communicate" with your network.

If you manually assign IP information instead of using dynamic assignment, make sure that your computers
have IP addresses that place them in the same subnet as the Prestige's LAN port.

Windows 95/98/Me
Click Start, Settings, Control Panel and double-click the Nework )
Network icon to open the Network window. Corfiguratar | denification | access Control|

The fallowing network. companents are installed:

B8 ZyalR 100 Wirelees PCMCLA ;I
5 WDISWAN -> <nothing

¥ TCP/P > Accton EN1207D-T PCl Fast Ethemet Adapty

4~ TCPAP -» DialUp Adapter

[ TCPAP > ZyalR 100 Wirsless PCMCIA -
»

< |

Add... | Remove | Froperties |

Primary Metwork. Logan:
IChEﬂl for Microzoft Metworks j

File and Print Sharing... |

Description
TCR/IF iz the protocol you uge to connect to the Internet and
wide-area netwarks.

Cancel

Setting up Your Computer’s IP Address F-1
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Installing Components

The Network window Configuration tab displays a list of installed components. You need a network
adapter, the TCP/IP protocol and Client for Microsoft Networks.

If you need the adapter:
a. In the Network window, click Add.
b. Select Adapter and then click Add.

C. Select the manufacturer and model of your network adapter and then click OK.
If you need TCP/IP:
a. In the Network window, click Add.

b. Select Protocol and then click Add.

C. Select Microsoft from the list of manufacturers.

d. Select TCP/IP from the list of network protocols and then click OK.
If you need Client for Microsoft Networks:

a. Click Add.
b. Select Client and then click Add.
C. Select Microsoft from the list of manufacturers.
d. Select Client for Microsoft Networks from the list of network clients and then click OK.
e. Restart your computer so the changes you made take effect.
Configuring
1. In the Network window Configuration tab, select your network adapter's TCP/IP entry and click
Properties.

F-2 Setting up Your Computer’s IP Address
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Click the IP Address tab.

-If your IP address is dynamic, select Obtain an
IP address automatically.

-If you have a static IP address, select Specify
an IP address and type your information into
the IP Address and Subnet Mask fields.

Click the DNS Configuration tab.

-If you do not know your DNS information, select
Disable DNS.

-If you know your DNS information, select
Enable DNS and type the information in the
fields below (you may not need to fill them all
in).

TCFPAIP Properties

2|

Bindngs | dvanced Metgios |
DS Configuration I Gateway I 'WINS Configuration [P Address

An P address can be automatically azsigned to this computer.
If your network, does not automatically assign IP addresses, ask
wour network administrator for an address, and then type it in
the space below,

& Obtain an [P address automaticalie

" Specify an IP address:

1P &ddress:

¥ Detect connection to network media

TCP/IP Properties

Bindings | Advanced | Ne®IDS |
DNS Configuration | G ateway I WwINS Configuration I IP Address I

(" Enable DNS

Hiost: I

S Senver Search Order

r 1 1 sid |
’ Eemave |

[omain Suffiz Seanch Hrder

Add |

’ Femove |

o]

[ramait; I

Cancel |

Setting up Your Computer’s IP Address
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4, Click the Gateway tab. [TCP/IP Properties 2=l
-If you do not know your gateway’s IP address, Bindngs | Advanced | MemIDS |
remove previously installed gateways. DMS Configuration G ateway IW’INS Configuration I IP Address
-If you have a gateway IP address, type itin the  The fugatenayic heloasled Bteny ot vl e e cefeuk
New gateway field and click Add. machines are used,

Mew gatewan:
... add |
Inztalled gateways:
| Eemowe |
0K I Cancel

5. Click OK to save and close the TCP/IP Properties window.

6. Click OK to close the Network window. Insert the Windows CD if prompted.

7. Turn on your Prestige and restart your computer when prompted.

Verifying Settings

1. Click Start and then Run.

2. In the Run window, type "winipcfg" and then click OK to open the IP Configuration window.

3. Select your network adapter. You should see your computer's IP address, subnet mask and default
gateway.

F-4 Setting up Your Computer’s IP Address
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Windows 2000/NT/XP

1.  For Windows XP, click start, Control Panel. In
Windows 2000/NT, click Start, Settings, Control

Panel.

2. For Windows XP, click Network
Connections. For Windows 2000/NT, click
Network and Dial-up Connections.

& Control Panel
File

\:.J Back e = L@ /":__} Search u_ Folders v

Address E} Control Panel

Edit  Wiew Favorites Tools  Help

B’ Control Panel 2
Add Hardware
[} Swikch ko Category Yiew

See Also

Game
Contrallers

‘windows Update

4 Internet Explorer

_’_} My Documents

L'S] Outlook Express

W Pairt

# Files and Settings Transfer W...

5’ My Recent Document:
_Ei) My Pictures
J My Music

&.l My Computer

BB ormmand Prompt
Acrobat Reader 4.0
&) Tour Windaows P

al Panel

§, windows Movie Maker

Lﬂ Printers and Faxes

t_)) Help and Support
I') Search

All Programs p

@| Lag CFf @| Turn OFF Compy

g J start i untitled - Paint

3. Right-click Local Area Connection and
then click Properties.

*s Network Connections

File Edit Wiew Favorites Tools Advanced Help
~

@Back & \._,J l_’w} f]Sear:h i{_,. Folders v

address | & Netwark Cannections

#| LAN or High-Speed Internet
Network Tasks

Create a new
connection

Disable
Status
Repair

"3 Set up a home or small
office network.
ﬁ‘ Disable this network.
desvice
R Repair this connection

EBridge Connections

®ji Rename this cannection
) View status of this
connection

Change settings of this
connection

Create Shorkout

Delete

Renarne:

Setting up Your Computer’s IP Address
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4. Select Intern_et P!'otocol (TCF_’/IP) (under_the & Local Area Copnection|Properties
General tab in Win XP) and click Properties.
Gereral | futhentication | Advanced
Connect using:
B8 Standard PCI Fast Ethermet Adapter
Thiz connection uzes the following items:
% Clignt for Microsoft Networks
.@ File and Printer Sharing for Microsoft Metworks
=1 08 Packet Scheduler
a Intermet P ]
Description
Transmizsion Contral Protocol/ntermet Protocol. The default
wide area netwark protocol that provides communication
across diverse interconnected networks.
[ Show izon in naotification area when connected
[ Ok ] [ Cancel ]
5. The Internet Protocol TCP/IP Properties Internet Protocal (TCP/IP) Properties 23]
window opens (the General tab in Windows XP). :
General | Altemate Configuration
-If you have a dynamiC IP address click Obtain You can get [P settings assioned automatically it your network supports
an IP address automatica"y. ::5 g;;aolglrlgt.eﬂ‘wzgtvlliiz;lou need to ask your network administrator for
-If you have a static IP address click Use the @) Ubtain an [P adehess automatically
following IP Address and fill in the IP address, ©) Use the following IP address:
Subnet mask, and Default gateway fields.
Click Advanced.
(%) Obtain DMNS server addiess automatically
() Use the following DMS server addresses:
F-6 Setting up Your Computer’s IP Address
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6. -If you do not know your gateway's IP address, | Advanced 1CP/IP Settings B3

remove any previously installed gateways in the e
IP Settings tab and click OK.

IP addresses

Do one or more of the following if you want to IP address SR
configure additional IP addresses: DHCP Enabled

-In the IP Settings tab, in IP addresses, click

Add.

-In TCP/IP Address, type an IP address in IP DN

address and a subnet mask in Subnet mask, Sl e

and then click Add.

-Repeat the above two steps for each IP address
you want to add.

-Configure additional default gateways in the IP Elsime e

Settings tab by clicking Add in Default
gateways.

-In TCP/IP Gateway Address, type the IP
address of the default gateway in Gateway. To
manually configure a default metric (the number
of transmission hops), clear the Automatic
metric check box and type a metric in Metric.

-Click Add.
-Repeat the previous three steps for each default gateway you want to add.

-Click OK when finished.

Setting up Your Computer’s IP Address F-7
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7. In the Internet Protocol TCP/IP Properties
window (the General tab in Windows XP): e R
'CI|Ck Obtaln DNS server address Yqu can get IP setting_s azzigned automatically if pour netwmk supports
automatica"y |f yOU dO nOt knOW yOUr DNS EEE:;Eﬂ'g&ﬁ??engw need to azk pour netwark, administrator for
server IP address(es).
() Obtain an IP address automatically
-If you know your DNS server IP address(es), € Use the folowing IF address
click Use the following DNS server addresses,
and type them in the Preferred DNS server and
Alternate DNS server fields.
If yOU haVe preViOUSIy Conﬁgured DNS servers, () Obtain DMS server address automatically
click Advanced and then the DNS tab to order 115 e (ol DN Sarvar el ese:
them.
8. Click OK to close the Internet Protocol (TCP/IP) Properties window.
9. Click OK to close the Local Area Connection Properties window.
10.  Turn on your Prestige and restart your computer (if prompted).
Verifying Settings
1. Click Start, All Programs, Accessories and then Command Prompt.
2.  Inthe Command Prompt window, type "ipconfig" and then press [ENTER]. You can also open
Network Connections, right-click a network connection, click Status and then click the Support tab.
F-8 Setting up Your Computer’s IP Address
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Macintosh OS 8/9

1. Click the Apple menu, Control Panel and double-click th':”:;‘in;‘ezerw‘"“‘“ Special Help
TCPI/IP to open the TCP/IP Control Panel. -

_@ Apple System Profiler
Calculator

2 Chooser ADSL Control and Status
Appearance
[fj, Favorites »  Apple Menu Options
Key Caps AppleTalk
Network Browser ColorSync
G Recent Applications p{ ControlStrip
[l Recent Documents b ;‘:&:‘s::;"
i Remote Access Status T
{El Scrapbook Extensions Manager
& Sherlock 2 File Exchange
[ Speakable Items M  File Sharing
G Sstickies General Controls
Internet
Keyboard
Keychain Access
Launcher
Location Manager
Memaory
Modem
Monitors
Mouse
Multiple Users
Numbers
QuickTime™ Settings
Remote Access
Software Update
Sound
Speech
Startup Disk
Text
_ USBPrinter Sharing |
2. Select Ethernet built-in o TCP/IP H
from the Connect via list.
Connest via: [ Ethernet j]
— Setup
Configure: [ Uzing DHCP Server =l
DHCF Clisnt 0: | |

IF sddress: < will be supplied by server »
Suoretmask: £ will be supplied by server >

Router address: < will be supplied by server >

Szarch domans:

Marre server addi : < will be supplied by server »

-
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For dynamically assigned settings, select Using DHCP Server from the Configure: list.
For statically assigned settings, do the following:

-From the Configure box, select Manually.

-Type your IP address in the IP Address box.

-Type your subnet mask in the Subnet mask box.

-Type the IP address of your Prestige in the Router address box.

Close the TCP/IP Control Panel.

Click Save if prompted, to save changes to your configuration.

Turn on your Prestige and restart your computer (if prompted).
Verifying Settings
Check your TCP/IP properties in the TCP/IP Control Panel window.

Macintosh OS X

1. Click the Apple menu, and click System Preferences
to open the System Preferences window.

K8 Grab File Edit Capty

About This Mac
Get Mac OS X Software. ..

System Preferences. ..
Dock »
Location »
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2. Click Network in the icon bar. eo Nebwark =
. L « -G =

- Select Automatic from the Location list. e

- Select Built-in Ethernet from the Show list. Location: | Automatic )

_ CIle the TCPIIP tab Show:  Built-in Ethernet m

frepiP pepok | AppleTalk | Proxies |
Configure: | Using DHCP Q
Domain Name Servers (Optional)
iP Address: 192.168.11.12 168.95.1.1
(Provided by DHCP Server)
Subnet Mask: 255.255.254.0
Router: 192.168.10.11 Search Domains (Optional)
DHCP Client ID:
(Optionaly
Ethernet Address: 00:05:02:43:93:ff Rl R e
‘jl;' Click the lock to prevent further changes.

3. For dynamically assigned settings, select Using DHCP from the Configure list.
4.  For statically assigned settings, do the following:

-From the Configure box, select Manually.

-Type your IP address in the IP Address box.

-Type your subnet mask in the Subnet mask box.

-Type the IP address of your Prestige in the Router address box.

Click Apply Now and close the window.

Turn on your Prestige and restart your computer (if prompted).

Verifying Settings

Check your TCP/IP properties in the Network window.
Setting up Your Computer’s IP Address F-11
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Appendix G
Splitters and Microfilters

This appendix tells you how to install a POTS splitter or a telephone microfilter.
Connecting a POTS Splitter

When you use the Full Rate (G.dmt) ADSL standard, you can use a POTS (Plain Old Telephone Service)
splitter to separate the telephone and ADSL signals. This allows simultaneous Internet access and telephone
service on the same line. A splitter also eliminates the destructive interference conditions caused by
telephone sets.

Install the POTS splitter at the point where the telephone line enters your residence, as shown in the
following figure.

Wall
Jack

Diagram G-1 Connecting a POTS Splitter

Step 1. Connect the side labeled “Phone” to your telephone.

Step 2. Connect the side labeled “Modem” to your Prestige.

Step 3. Connect the side labeled “Line” to the telephone wall jack.
Telephone Microfilters

Telephone voice transmissions take place in the lower frequency range, 0 - 4KHz, while ADSL transmissions
take place in the higher bandwidth range, above 4KHz. A microfilter acts as a low-pass filter, for your
telephone, to ensure that ADSL transmissions do not interfere with your telephone voice transmissions. The
use of a telephone microfilter is optional.

Step 1. Connect a phone cable from the wall jack to the single jack end of the Y- Connector.

Splitters and Microfilters G-1
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Step 2. Connect a cable from the double jack end of the Y-Connector to the “wall side” of the microfilter.
Step 3. Connect another cable from the double jack end of the Y-Connector to the Prestige.

Step 4. Connect the “phone side” of the microfilter to your telephone as shown in the following figure.

¥ - connector

Wall
Jack

Microfilter
Wall Side Phone Side

Diagram G-2 Connecting a Microfilter

Prestige With ISDN

This section relates to people who use their Prestige with ADSL over ISDN (digital telephone service) only.
The following is an example installation for the Prestige with ISDN.

ISDN-NT

P —

Ethernet | ]

1c|,'1c|0|3aseTrE;f1
Prestige
ﬁ = r— =t \

Diagram G-3 Prestige with ISDN

G-2 Splitters and Microfilters
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Appendix H
Power Adaptor Specifications

H.1 Prestige 650R-E1/-E3/-E7 ADSL Router

NORTH AMERICA PLUG STANDARDS

AC Power Adapter model DV-121AACS

Input power AC120Volts/60Hz/23W max.

Output power AC12Volts/1.0A

Power consumption 8W

Safety standards UL, CUL (UL 1310, CSA C22.2 No.223)

NORTH AMERICA PLUG STANDARDS

AC Power Adapter model AA-121A

Input power AC120Volts/60Hz/18W max.

Output power AC12Volts/1.0A

Power consumption 8W

Safety standards UL, CUL (UL 1310, CSA C22.2 No.223)
CHINESE PLUG STANDARDS

AC Power Adapter model DV-121AACCP-5720

Input power AC220Volts/50Hz/18W

Output power AC12Volts/1.0A

Power consumption 8w

Safety standards CCEE (GB8898)
CHINESE PLUG STANDARDS

AC Power Adapter model BH-48 (AA-121AP)

Input power AC220Volts/50Hz

Output power AC12Volts/1.0A

Power Adaptor Specifications H-1
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Power consumption

8w

Safety standards

CCEE (GB8898)

EUROPEAN PLUG STANDARDS

AC Power Adapter model

DV-121AACCP-5716

Input power AC230Volts/50Hz/100mA
Output power AC12Volts/1.0A
Power consumption 8w

Safety standards

TUV-GS, CE (EN 60950)

EUROPEAN PLUG STANDARDS

AC Power Adapter model AA-121ABN

Input power AC230Volts/50Hz/140mA
Output power AC12Volts/1.0A

Power consumption 8w

Safety standards

ITS-GS, CE (EN 60950)

UNITED KINGDOM PLUG STANDARDS

AC Power Adapter model AA-121AD

Input power AC230Volts/50Hz/140mA
Output power AC12Volts/1.0A

Power consumption 8W

Safety standards

ITS-GS, CE (EN 60950, BS 7002)

H.2 Prestige 650R-11 ADSL Router

NORTH AMERICA PLUG STANDARDS

AC Power Adapter model DV-121AACS

Input power AC120Volts/60Hz/23W

Output power AC12Volts/1.0A

Power consumption 10w

Safety standards UL, CUL (UL 1310, CSA C22.2 No.223)

H-2 Power Adaptor Specifications
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CHINESE PLUG STANDARDS

AC Power Adapter model

DV-121AACCP-5720

Input power AC220Volts/50Hz/18W
Output power AC12Volts/1.0A
Power consumption 10w

Safety standards

CCEE (GB8898)

EUROPEAN PLUG STANDARDS

AC Power Adapter model

DV-121AACUP-5716

Input power AC230Volts/50Hz/19W
Output power AC12Volts/1.0A
Power consumption 10W

Safety standards

TUV, CE (EN 61558)

H.3 Prestige 650R-13/-17 ADSL Ethernet Router

NORTH AMERICA PLUG STANDARDS

AC Power Adapter model

DV-121AACS

Input power

AC120Volts/60Hz/23W max.

Output power

AC12Volts/1.0A

Power consumption

12w

Safety standards

UL, CUL (UL 1310, CSA C22.2 No.223)

NORTH AMERICA PLUG STANDARDS

AC Power Adapter model

AA-121A

Input power

AC120Volts/60Hz/18W max.

Output power

AC12Volts/1.0A

Power consumption

12W

Safety standards

UL, CUL (UL 1310, CSA C22.2 No.223)

CHINESE PLUG STANDARDS

AC Power Adapter model

DV-121AACCP-5720

Power Adaptor Specifications

H-3




Prestige 650 Series User’s Guide

Input power AC220Volts/50Hz/18W
Output power AC12Volts/1.0A
Power consumption 12 W

Safety standards

CCEE (GB8898)

EUROPEAN PLUG STANDARDS

AC Power Adapter model AA-121ABN

Input power AC230Volts/50Hz/140mA
Output power AC12Volts/1.0A

Power consumption 12W

Safety standards

ITS-GS, CE (EN 60950)

H.4 Prestige 650R-31/-33 ADSL over ISDN Router

NORTH AMERICA PLUG STANDARDS

AC Power Adapter model

DV-121AACS

Input power

AC120Volts/60Hz/23W max.

Output power

AC12Volts/1.0A

Power consumption

8w

Safety standards

UL, CUL (UL 1310, CSA C22.2 No.223)

NORTH AMERICA PLUG STANDARDS

AC Power Adapter model

AA-121A

Input power

AC120Volts/60Hz/18W max.

Output power

AC12Volts/1.0A

Power consumption

8w

Safety standards

UL, CUL (UL 1310, CSA C22.2 No.223)

CHINESE PLUG STANDARDS

AC Power Adapter model

DV-121AACCP-5720

Input power

AC220Volts/50Hz/18W

Output power

AC12Volts/1.0A

H-4
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Power consumption

8w

Safety standards

CCEE (GB8898)

EUROPEAN PLUG STANDARDS

AC Power Adapter model AA-121ABN

Input power AC230Volts/50Hz/140mA
Output power AC12Volts/1.0A

Power consumption 8w

Safety standards

ITS-GS, CE (EN 60950)

EUROPEAN PLUG STANDARDS

AC Power Adapter model

DV-121AACCP-5716

Input power AC230Volts/50Hz/100mA
Output power AC12Volts/1.0A
Power consumption 8w

Safety standards

TUV-GS, CE (EN 60950)

UNITED KINGDOM PLUG STANDARDS

AC Power Adapter model AA-121AD

Input power AC230Volts/50Hz/140mA
Output power AC12Volts/1.0A

Power consumption 8W

Safety standards

ITS-GS, CE (EN 60950)

H.5 Prestige 650H-11/-13 ADSL Router with 4-Port Ethernet

Switch

NORTH AMERICA PLUG STANDARDS
AC Power Adapter model DV-1215A
Input power AC120Volts/60Hz/30W
Output power AC 12Volts/ 1.25A
Power consumption 12W

Power Adaptor Specifications

H-5
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Safety standards UL, CUL, CSA (UL 1310, CSA C22.2 No.223)
NORTH AMERICA PLUG STANDARDS

AC Power Adapter model AA-121A25

Input power AC120Volts/60Hz/19W

Output power AC 12Volts/ 1.25A

Power consumption 12W

Safety standards

UL, CUL (UL 1310, CSA C22.2 No.223)

EUROPEAN PLUG STANDARDS

AC Power Adapter model AA-121A3BN

Input power AC230Volts/50Hz/140mA
Output power AC12Volts/1.3A

Power consumption 12W

Safety standards

ITS-GS, CE (EN 60950)

H.6 Prestige 650HW-11/-13 ADSL Router with 4-Port Ethernet

Switch/Wireless LAN

NORTH AMERICA PLUG STANDARDS

AC Power Adapter model DV-1215A

Input power AC120Volts/60Hz/30W
Output power AC 12Volts/ 1.25A
Power consumption 13W

Safety standards

UL, CUL, CSA (UL 1310, CSA C22.2 No.223)

NORTH AMERICA PLUG STANDARDS

AC Power Adapter model AA-121A25

Input power AC120Volts/60Hz/19W
Output power AC 12Volts/ 1.25A
Power consumption 13 W

Safety standards

UL, CUL (UL 1310, CSA C22.2 No.223)

H-6

Power Adaptor Specifications
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EUROPEAN PLUG STANDARDS

AC Power Adapter model AA-121A3BN

Input power AC230Volts/50Hz/140mA
Output power AC12Volts/1.3A

Power consumption 13W

Safety standards

ITS-GS, CE (EN 60950)

H.7 Prestige 650HW-31/-33/-37; Prestige 650H-31/-33/-37 ADSL
Router with 4-port Switch/Wireless

NORTH AMERICA PLUG STANDARDS

AC Power Adapter model DV-1215A

Input power AC120Volts/60Hz/30W
Output power AC 12Volts/ 1.25A
Power consumption 15W

Safety standards

UL, CUL, CSA (UL 1310, CSA C22.2 No.223)

NORTH AMERICA PLUG STANDARDS

AC Power Adapter model AA-121A25

Input power AC120Volts/60Hz/19W
Output power AC 12Volts/ 1.25A
Power consumption 15W

Safety standards

UL, CUL (UL 1310, CSA C22.2 No.223)

EUROPEAN PLUG STANDARDS

AC Power Adapter model AA-121A3BN

Input power AC230Volts/50Hz/140mA
Output power AC12Volts/1.3A

Power consumption 15W

Safety standards

ITS-GS, CE (EN 60950)

UNITED KINGDOM PLUG STANDARDS

Power Adaptor Specifications
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AC Power Adapter model AA-121A3D

Input power AC230Volts/50Hz/140mA
Output power AC12Volts/1.3A

Power consumption 15W

Safety standards

ITS-GS, CE (EN 60950)

H-8
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